Connecting the ioLogik 2000 to a SolarWinds NPM

Moxa Technical Support Team
support@moxa.com

The purpose of this note is to provide a detailed example of how to connect a Moxa Smart Remote
I/0 device, the ioLogik 2000 series, with the SolarWinds Network Performance Monitor (NPM)
software via the SNMP protocol. In this example, the SolarWinds NPM receives traps and the
ioLogik 2000 is an SNMP agent. The system architecture is illustrated in the following diagram.
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Moxa Tech Note Connecting the iolLogik 2000 to a SolarWinds NPM

There are two sections in this document. The first section introduces how to connect the ioLogik
2000 to the SolarWinds NPM via the SNMP protocol, and second section introduces how to set up
the SolarWinds NPM to receive SNMP traps from the ioLogik 2000 series.

1 How to connect the ioLogik 2000 series to a SolarWinds
NPM via the SNMP protocol

1. After installing the SolarWinds NPM, open the Orion Web Console and log in to your account

(you may also log in as admin without using a password).

solarwinds

User name:

rracne admin

Settings > Manage Accounts.

2. After logging in, use the step-by-step wizard to complete the settings.

Note: Make sure that the ioLogik 2000 series IP addresses are in the correct IP range.

% MYDASHBOARDS ~ ALERTS & ACTIVITY ~ REPORTS ~ SETTINGS ~

solarwinds

Network Sonar Wizard

IEGITIIP AGENTS - VIRTUALIZATION ~ SNMP - WINDOWS ~ MONITORING SETTINGS  DISCOVERY SETTINGS  DISCOVERY SCHEDULING

Network Selection

s small subnet (/24)

few individual IP addresses !

IP RANGES Start address: End address:

SUBNETS
IP ADDRESSES L

ACTIVE DIRECTORY J
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3. if you want to add new credentials under SNMP settings, add one of two versions of
credentials: SNMP v1 or v2c, or SNMP v3.

Add New Credential

Add New Credential

SNMP Version:

SNMP 3

SNMP Version:

SNMP viorv2e v SNMP v3 Credential
<Neéw cre

Choose Credential
<New credential> v

MP Community String

4. Under MONITORING SETTINGS, except for windows servers, SNMP is the recommended
polling method for most network devices.

MY DASHBOARDS ~ ALERTS & ACTIVITY = REPORTS ~ SETTINGS ~

-
solarwinds *

Network Sonar Wizard

TWORK AGENT VIRTUALIZATION SNMP QRS MONITORING SETTINGS DISCOVERY SETTING

Monitoring Settings

DEVICE/NODE POLLING

HOW WOULD YOU LIKE TO
SET UP WHAT TO MONITOR?

* Manually set up monitoring after devices are di

5. Follow the wizard’s instructions until the system configuration is completed.

2 How to set up the SolarWinds NPM to receive SNMP
traps from the ioLogik 2000

1. If you're using the ioLogik 2200 series, refer to the ioAdmin section below for instructions.
If you're using the ioLogik 2500 series, refer to the IOxpress section below for instructions.
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ioAdmin

A. Open ioAdmin and click Start Search to locate ioLogik 2200 series devices.
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B. Click the Server Settings tab and then click Login.
ioLogik E2242 (4Al + 12DIO)

, 1/0 Configuration |“, Server Info. = Message Monitor ]

Enter Password :
- LR ] 0 oo |
Management Settings Time Settings
s 2 b7 2
Reconfirm Password Time :|13 iJ ;10 _i] |22 =
(GMT +08:00T aipei v
T | Upse]
~System Log
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C. Click the Click&Go Logic tab to configure an IF-THEN-ELSE logic routine.
ioLogik E2242 (4Al + 12DIO)

v |mmwm|¢5mlm |_y5smsm] = Message Mool |t|,uecmk | &5 Fmare Lipdats

72| s =

@ Waichdog | e Active Tage | By SNMP Settings |

Logic Name :

<IF>

L] Enabled
THEN
SHMF Trap

<F> <Emply>

L] Enabled (&0 > 2.000V] OR
[41-1 < 8,000 ) <Emply>
" Relation between conditions : m

<IF>

2 Enabled (D10 OnChangs) Enablall s il aeial
3 ¥ o I". H A = IF I
Do

<F>» Equivalert Logic Statemert -

LE] Enabled [TIMER-D TIMEDUT) Luxs
<[F>
(Al-] >=5.000 V)
<THEN=>
(Send Vendor Specific SNMF Trap, D=1 every 5 sec)

L2 Enabled

D. Inthe THEN section, choose SNMP Trap, click on the setting buttons, and then customize
your trap message.

Logic #4 Configuration

V| Enable

@ Enable Logic
IF
SNMP Trap Settings

Binding Variables

[7]Bind 1/ channel status : | (4]} 00 =
[7]Bind 1/0 channel status: | (4]} 00 v -
[71Bind 1/0 channel status: | (1} 00 - m&
——{¥] Bind Messag

‘We are now doing Trap test. I

&p Keyword Lookup I ® Send as ASCIl 27 (max chars=200)

(©) Send as HEX (separated by ')

L —

*Sendevery 5

sec. (0 = send once)

S oK | % cancel |
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E. After you complete the configuration, return to the Click&Go Logic tab and click on
Upload to ioLogik; the rules will take effect after the system has been restarted.

[ Clear Retrieve &% Upload to ioLogik [ Run [=] Stop

Note: After logging back in as administrator and returning to the Click&Go Logic tab,
click Retrieve to view the current ruleset. Click Run to activate the ruleset, and click
Stop to deactivate it.

To learn more about the ioLogik 2200 series, ioAdmin, and Click&Go Logic, refer to
the user’s manual for details:

http://www.moxa.com/support/DownloadFile.aspx?type=support&id=1422
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IOxpress

A. Open IOxpress and then click Device Configuration > Add Configuration... on the

menu bar. Next, choose your device from the list of ioLogik 2500 series devices.

l# Moxa IOxpress
Project [Device Configuration | Online Device Options Help
20 Add Configuration... Ctr+A _
Add Configuration from File...
Delete All Configuration Ctrl+Del add Conﬂgu ration
Add Expansion Configuration.. Ctri+A
Duplicate Configuration Ctri+D
Load Configuration from File..
Update Configuration to Device
Save Configuration to File..
Delete Configuration Ctrl+Del
Insert Expansion Configuration... Ctri+A
Delete Expansion Configuration Ctrl+Del

Add Device Conﬁgunﬁo‘nl‘

Model: 2512 -

2512-GPRS
2512-HSPA
2512-WL1-8U
2512-WL1-P
2512-WL1-US
2542
2542-GPRS
2542+HSPA
2542-WL1-EU
2542-WL1-P
2542-WL1US

B. Click Settings > Click&Go Plus > SNMP Trap on the menu bar, and then type in the
Name, Server IP Address, Trap Community and messages, then click Add.

——
i System
& L Security No. Name
# = Network
=i lIfo
L SNMP
- Modbus
[# | Serial Port
[# i Data Logging
B |5 ClickiGo Plus Name SNMP_Trap_0
L, Timer
- SNMP Trap Server Settings
=i TCP/UDP Message Version @v1 Jvae
= Email
1, Schedule Server 1IP Address 182 . 168 . 127 . 100  server 2 IP Address o .0 .0 .0
i Internal Register
i Remote Action Server 1Trap Community public Server 2 Trap Community public
=i CGI Command
1 SMs Parameter Settings
Variable Slot Channel Select Spedific ID
[F] variable [Slot 00 Model: 2512-HSPA]  DI-00
[ variable 1 [Slot 00 Model: 2512-H5PA]  DI-00
[E] variable 2 [Slot 00 Model: 2512-HSPA]  DI-00
Content Settings
@ Send as ASCII
Content: 36 (character limit=200) Keyword Lookup
Trap message test from ioLogik 25121 -
4 r
( Add [} [ apy | [ Delete
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C. Click the Click&Go Plus tab to configure an IF-THEN-ELSE logic routine:
Click on “Condition” to set the IF condition, and then click on “Action” for the THEN
and/or ELSE condition.

seing assors | assceresmienr | reewrer [
IF THEN

+Action 0

o 1 | #17 Layer Gate |42 Layer Gate | § 43 Layer Gate |

___________ [
ELSE
00

+Action 0

=
®

D. In Action Settings, click ACTIVE MESSAGE, select SNMP Trap under “Type”, and then
select a self-defined parameter under “Parameter”.
e IS e R
Name Actono

Action Type Selection Parameter Settings

Type Module Parameter

*|  [isotoomoce: 2s12+spa)  +|  [svP_Trap0

ACTION

ACTIVE 5ot 0 = srdonce)
MESSAGE
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E.

Update the Configuration to the Device:
To update a configuration completed in Offline Configuration Management, click the
Configure Device column and select the configuration you created. (The configuration
name will be shown using the Device Name that was set during the offline

configuration.)

Type in your username and password, and then click Submit.

& ooy i oo T N e
Project Device Configuration  Online Device Options Help
Sero — -k
E92542 - 192.168.127.253
Select Function |Lipdate Configuration to Device - Select Al Unselect Al Apply to Al
] Overwrite Network Setting
No. Server Name Model (Celular) IP Address  MAC Address Configure Device foofiguratonFile  LodUniock I Usemame  Password i Result
0  201608GDemoKit 2542 192.168.127.253 00-90£8-49.86-51 2016 08G Demoit_» Unlock admn
2016 04G Demo kit_]
Offine Configuration Management l
-
I =)  Online Device Management
I
] oote Time Event
2016/08/30 23:39:58 Connect 192.168.127.253 failed,

Note: You can also update the configuration from a configuration file saved on your

computer.

To learn more about the ioLogik 2500 series and IOxpress, refer to the user’s manual for
details:
http://www.moxa.com/support/DownloadFile.aspx?type=support&id=7916

For Click&Go Plus, refer to the following link:
http://www.moxa.com/support/DownloadFile.aspx?type=support&id=7892
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2. You can see trap messages in one of two ways:
A. Via the SolarWinds web console.
Under ALERTS & ACTIVITY click Traps.

REPORTS ~ SETTINGS ~

solarwinds © MY DASHBOARDS ~ . ACTIVITY ~

Alerts

Orion Summary Home

Events
All Nodes Syslogs Map

GROUPED BY VENDOR, STATUS

Message Center

Al Acsiiim Alacen ran

The trap messages will appear as illustrated in the following figure:

| messageTrap = We are now doing Trap test.

comMuMITY  TRAPTYRE

TIME OF TRAP P ADDRESS HOSTHAME  COMMUNY v
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B. Via the SolarWinds Trap Viewer.

Open the SolarWinds Trap Viewer, as shown below:
J »oIarwinas
. SolarWinds Orion
Orion Web Console
. Advanced Features
, Alerting, Reporting, and Mapping
. Configuration and Auto-Discovery
. Documentation and Support
J Grouping and Access Control =
. Metwork Performance Menitor
J Syslog and SNMP Traps
2 Syslog Viewer
i Trap Viewer

, Virtual Infrastructure Menitor -

You will then see the trap messages:

File Edit View Windows Help
Ga) FH E A, NBRAGE.

£ Current Traps |

Tiap Time IP Address Hostname Community String Trap Type Trap Details

meszage] rap="w'e are how doing Trap test.
SHMp rapai = Sleg D 2242 1.
2016117 T5F 02:02:34 132168.12.254 152.168.12.254 public: MOXA10-E2242-MIB:62242.0.1  syzUpTime=2 hows 26 minutes 58.27 seconds
experimental 1057 1.0=192 168.12 254
shmpT rapE nterprise=hd 0410 2242-IB:22242

messageTrap="w'e are now doing Trap test.

stmpT rap0ID=MOXA-0-E2242-MIB:e2242.0.1
2016117 T4 02:02:23 192.168.12.254 192.168.12.254 public MOxAI0-E2242-MIB:e2242.01  spsUpTime=2 hours 26 minutes 53.22 seconds

experimental 1057 1.0=192.168.12 254

snmpT rapEnterprise=t 04-10-E2242-MIB 22242

messageTrap="we are now doing Trap test.
arrnn T ran T =kAMLA N 2242 MR /2242 11
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