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Moxa Tech Note

How to Use the TIA Portal to Set
a Siemens PLC and the MGate 5111

Application Description

The TIA Portal is Siemens’s new software platform to configure and program
S$7-300/400/1200/1500 PLCs. This technical note demonstrates how to configure the
Siemens S7-300 to connect with the MGate 5111 in TIA Portal V14.

The MGate 5111 supports a variety of maintenance functions, such as Protocol Diagnostics,
Traffic Monitoring, Status Monitoring, and Fault Protection. The Status Monitoring
function notifies a PLC/DCS/SCADA system when a Modbus device gets disconnected or does not
respond. If a command has run successfully, the status bit's value will be 1. If a command has
failed, the status bit’s value will be 0. In this case, the master device will be aware of the failure
status of the slave device. When a PROFIBUS cable gets disconnected, the Fault Protection
function executes actions on end devices identified by a pre-defined value set by the user.

This technical note demonstrates how PROFIBUS Master (Siemens PLC) get these Modbus
command statuses by receiving Input Status module values, as well as how the Fault
Protection function works. We also demonstrate how Protocol Diagnostics and Traffic
Monitoring make troubleshooting easy.
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2 System Topology

This technical note demonstrates how to exchange data between a PROFIBUS master and six
Modbus TCP slaves. The Modbus TCP slave IDs 1-3 use Modbus Read command and show the
Status Monitoring function. The Modbus TCP slave IDs 4-6 use Modbus Write command and
show the Fault Protection function.

We use the Siemens S7-300 as the PROFIBUS Master to connect the MGate 5111’s PROFIBUS
port. On a PC, we run a Modbus Slave tool to simulate Modbus TCP slaves that the MGate 5111
will connect to the PC’s TCP 502 to poll slaves.

Siemens PLC

PROFIBUS
Master

-_—_-»

-——— - PROFIBUS
Slave

MGate 5111

Modbus TCP

PC runs
Modbus Slave
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3 Required Equipment and Components

A. TIA Portal

As a registered Siemens’s customer you can download the trial software for TIA Portal
V14 and test it for 21 days.

Version: V14

Download Website:
https://support.industry.siemens.com/cs/document/109740158/simatic-step-7-(tia-port
al)-v14-trial-download?dti=0&lc=en-WW

Modbus Slave

Modbus Slave is a popular Modbus slave simulator to test and debug your modbus
devices. Supports Modbus RTU/ASCII and Modbus TCP/IP.

Version: V6+
Download Website: http://www.modbustools.com/download.html

MGate 5111 Firmware

Version: V.1.0

Download Website: http://www.moxa.com

MGate 5111’'s GSD File

The GSD (General Station Description) file is an electronic device datasheet or device data
base file that identifies the PROFIBUS IO device. This file can be installed into a PROFIBUS
Engineering tool, e.g., TIA Portal so that the PROFIBUS Engineering tool can configure this
PROFIBUS IO Device.

Version: V.1.0 or higher

Download Website: http://www.moxa.com

Note: For wiring, please refer to the MGate 5111 User’s Manual
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4 MGate 5111 Setting

For details, please refer to the MGate 5111 user’s manual that you can download from
WWW.Mmoxa.com

A. Protocol Conversion

Login to the MGate 5111's Web Console. Set Protocol Conversion: Role 1 as PROFIBUS
Slave and Role 2 as TCP Client.

Protocol Conversion

Role1 of MGate 5111 : RaleZ? of MGate 5111 :
PROFIBUS Master » PROFIBUS Slave Modbus TOR Client Modbus TCP Server V)

B. Configure Modbus Commands

Under Modbus TCP settings, set Max. retry as 0. The default value is 3. Changing this
value to 0 is in order to quickly demonstrate the detection that the TCP command has
failed.

Then add below Function Code 03 commands to poll Slave ID1- ID3’s register 0, and add
Function Code 06 commands to write Slave ID4-ID6's register 0.

Role Client

Client Settings

Initial delay |u | (0 - 30000 ms)
Max. retry [0 | @-5)
Response timeout |1DDD | (10 - 120000 ms)

Modbus Commands

& Add
Index | Name | Slave IP Address Slave ID | Function | Address / Quantity Trigger Poll Interval | Endian Swap
1 D1 192.168.32.143 : 502 1 3 Read address 0, Quantity 1 |Cyclic 1000 MNone
2 D2 102 168.32. 143 : 502 |2 3 Read address 0, Quantity 1 |Cyclic 1000 MNone
3 ID3  |192.168.32.143 : 502 |3 3 Read address 0, Quantity 1 |Cyclic 1000 MNone
4 D4 192 168.32.143 - 502 |4 6 ‘Write address 0, Quantity 1 |Data Change |NiA Mone
] ID5 192 168.32 143 : 502 |5 ] ‘Write address 0, Quantity 1 |Data Change |MNiA MNone
3] D& 192 168.32.143 - 502 |6 6 ‘Write address 0, Quantity 1 |Data Change |NiA Mone
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Keep ID4’s Fault Protection command as Keep latest data.

Name |ID4 |

Slave IP address [192.168.32.143 | Port|502 |
Slave ID |4 |

Function |£IE- - Write Single Register L |
Trigger | Data Change v
Endian swap | None v

Write starting address |0 | (0-65535)
Write quantity 1

Fault protection Keep latest data L

Fault timeout &0000 (100 - 65535 ms)

For ID5 Fault Protection command, choose Clear all data bit to 0 and set Fault

timeout as 10000 ms.

Name

Slave IP address
Slave 1D

Function

Trigoer

Endian swap

Write starting address
Write quantity

Fault protection

Fault timeout

ID5 |

[192.168.32.143 | Port|502 |
E |

|06 - Write Single Register v |

| Data Change v

| None v

o | (0-65535)

1

|Clear all databitto 0 |

|10000

|[1n:nn - 65535 me)

Copyright © 2017 Moxa Inc.
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For ID6 Fault Protection command, choose Set to user defined value and set Fault

value as 0xFF OxFF. Fault timeout is set as 10000 ms.

Name

Slave IP address
Slave 1D

Function

Trigger

Endian swap

Write starting address

Write quantity

ID& |

[192.168.32.143 | Port|502 |
B |

|06 - Write Single Register |

| Data Change v

|None v

0 | (0-65535)

1

| Fault protection

| Set to user defined value v ||

Fault timeout

Fault value{Hex)

10000 | (100 - 65535 ms)

1 2 3 4 ] ] i 8 9

C. Configure PROFIBUS Module

Add Input Module 1 words to Slot 1-3 to map the register values of Modbus Slave ID 1-3.
Add Input Status Module to store the Modbus TCP command status on Slot 4. Add
Output: 1 word modules to slots 5-7 to write the value on the registers of Modbus Slave

IDs 4~6.

Slave Settings

Slave address 3 (Slave addre:
PROFIBUS /O Table
& Add

Index Name 10 Module CID

1 Module1 Input: 1 word x50

2 Module2 Input: 1 word x50

3 Module3 Input:1 word x50
[]4 Moduled Input:1 byte(status) | 0x10

5 Modules Cutput: 1 word =60

G Moduleg Cutput: 1 ward OG0

7 Module? Cutput: 1 word 060

Copyright © 2017 Moxa Inc.
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D. I/0 Data Mapping

Let the MGate auto map the data on both sides of the MGate’s I0 Internal Memory. Modbus
read commands fit PROFIBUS Module 1-3 as below. Take note that the input status
module is not included in MGate’s IO Internal Memory.

I/0 Data Mapping

Data flow direction |F'ROF|BUS Master <-- Modbus TCP Server »

Mapping address arrangement

ik

i

read

Role 1 of MGate 5111 :
PROFIBUS 5|qye

Name /O Module CID Intemnal Address Data Size

Modulel  Input  0x50 0 .{1 2 bytes
Module2  Input  0x50 2 -3 2 bytes
Module3  Input  0x50 4 .| 2 bytes

read

Role 2 of MGate 5111 :
Modbus TCP Client

MName Function Internal Address Quantity

101 3 0 -{1 2 bytes
0z 3 2 ] 2 bytes
103 3 4 {5 2 bytes

On the other data flow, we can see PROFIBUS Modules 5-7 fit ID4 and ID5’s Modbus write

commands as follows:

I/0 Data Mapping

Data flow direction

|F'ROFIBUS Master --= Modbus TCF Server v

Mapping address arrangement

[

= write
Role 1 of MGate 5111 :
PROFIBUS sjave
Name /O Module CID Intemnal Address Data Size
Module5 Output 0x60 0 |1 2 bytes
Modulef Output 0x60 2 |13 2 bytes
Module? Qutput  0x60 |4 .5 2 bytes

- '@
write HH

Role 2 of MGate 5111 :
Modbus TCP Client

Mame Function Internal Address Quantity

D4 6 0 -1 2 bytes
D5 6 2 3 2 bytes
IDg 6 4 i 2 bytes

Copyright © 2017 Moxa Inc.
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5 Siemens PLC Setting

(1)

(2)

Create a new project.

I Siemens _OX

Totally Integrated Automation

‘I‘ Start Create new project

i 5 Project name:
Open existing project
Fath:

Create new project Author:

Comment:
Migrate project

Welcome Tour

Installed software

Help

®) Userinterface language

b Project view

Once the new project has been created successfully, click Configure a device to
add the PLC.

First steps

Project: "MGate5111" was opened successfully. Please select the next step:
Open existing project

! Create new project

I

Migrate project

Close project

Welcome Tour B N Configure a device

First steps
= >

\@;ﬁ Write PLC program

Installed software

; Configure
Help e technology objects
l | Configure an HMI screen
[} User interface language il
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To add the actual PLC's CPU model, select it from Controllers - CPU as below:

Show all devices

Add new device

Configure networks

Device name:

Add new device

a Siemens PLC and the MGate 5111

{ PLC 1

Controllers

3

HI

PC systems

o

~ @ cru
» [ cPu 312
» [l cPu 312C
» [ cPu 313C
» [ cPu313C2 DP
» [ CPU 313C2 PP
» [ cPU 314
» [ cPu314Cc2DP
» [l CPU 314C2 PNIDP
» (i@ CPU 314C2 PIP
» [ cPU 3152 0P
~ [ CPU 315-2 PHIDF
SES7 315-2EH13-0ABO

EES7 315-2EH14-0AB0 ]

» [ CFU 317-2 DP

» (@ CPU 217-2 PIDP
o

[2]

Device:
CPU 315-2 PNIDP
Article no.: BES7 315-2EH14DABO0
Version: V3.2
Description:

Work memory 384KB; 0.05ms/1000 instructi
FROFINET interface; 57 communication {loa:
FBsiFCs); PROFINETIO controller; supports R
2 ports; PROFINET CBA; PROFINET CBA Proxy; ©

[<]

(3) Click PLC's PROFINET interface to set its IP Address.

#¢ [FLC1 [CPU 315-2 PNIDF]

RS

Device overview

transport protocel; combined MPIDP interfa
(WPl or DP master or DP slave); mlult\-tlerl 7'
b3

f{ .. Module Rack slot | address ..
i 1
v PLC1 il 2
MEVDE intedace 1 1] 2%1 2047*
~ FROFIMET interface_1 I i 2x2  2046%
1 2 & v N Port_1 i 2X2P1 20457
Rail 0 L Fort_2 0 2X2P2 2044%
7 il 3
- 0 4
i 5
il 6
i 7
i a
g ~
(< [u] [> [100% | v & <] ] |
|2 Properties |71 Info y"ﬂ Diagnostics |
J General ” 10 tags "}ﬁstem constants || Texts |

General

b Advanced options

Diagnostics addresses

Time synchronization \
™

Ethernet addresses

IP protocol

Interface networked with

Subnet: | Mot networked

| Add new subnet

IF address:

Subnet mask:

192 168 .32 . 229

255 . 285 . 255 .0

I NI ——r——

Copyright © 2017 Moxa Inc.
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(4) Click PLC's MPI/DP interface to set Interface Type as PROFIBUS.

#¢ [P [cPUmIS2PNDP]  [v] £ m ' = | | Device overview |
w . Module Rack Slot | address | ..
0 1 |
v FLC1 o 2
| MPIDF interface_1 | 0 %1 2047%
1 ~ PROFINET interface_1 o 2x2 20467
Rail_0 / Fart_1 o 2X2F1 2045%
Fart 2 o 2X2F2 2044%
o 3
o 4
o 5
o &
o 7
o B
o g
n an
[2]m] <] i |

‘QProperties ||"_i.l|nfo iJ"ﬂDiagnostics |

J General " 10 t}ﬂ(’ " System constants ” Texts ‘
General M
MPI address

Tirme synchronization\ Interface networked with
™

Diaghostics addresses

Subnet: |Not networked |v|

[ Add new subnet

Parameters

Interface type: |MPI |'|
PROFIBLS

Address:

Hinheaszt addrazs-

Click Add new subnet to add a PROFIBUS subnet.

|G Properties iy Info y"ﬂ Diagnostics |
J General " 10 tags ” System constants ” Texts
General [
. PROFIBUS address
Operating mode Interface networked with
Time synchraonization
SYNCIFREEZE Subnet: | Mot networked [~]
Diagnostics addresses I | TR | I
|
o Parameters
*
F Interface type: | FROFIBUS [+]
Address: |2 [~]

Copyright © 2017 Moxa Inc. Page 11 of 29
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Then a PROFIBUS_1 subnet is created. You can modify the PROFIBUS baudrate by
modifying Transmission Speed

—
PLC_1 L
CPU 315-2 PNIDP ]
*
<[ w [>] [100% =] —§5—
QPererties ||"_i.'.lnfo y"ﬂ Diagnostics |
J General || 10 tags || System constants || Texts |
General 1 N K i
Network settings etwork settings
Cable configuration
Additional network devices Highest PROFIBUS address: |126 [~
Bus parameters Transmission speed: | 1.5 Mbps | |-
Constant bus cycle time
L Profile: |DP |'

(5) Click Options > Manage general station description to install the MGate
5111’'s GSD file.

T Siemens - CWsersPWCDocuments\utomation¥Gate5111%Gate5111

Project Edit “iew Insert  Online | Options  Tools  Window  Help

GF (R saveproject 5 ¥ 1Y Settings

Support packages

. Manage general station description files (G500
Devices o : :
Start Autarnation License Manager

s
=8

— [#] Show reference text

~ | 1 MCates! 1] L] Global libraries ]

Copyright © 2017 Moxa Inc. Page 12 of 29
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Select the MGate 5111’'s GSD file then click Install.

Manage ganera'l-statinn descripfiun files
| [B

| CIPROFIEUS_S_GSD

Source path:

Content of imported path
[ File \ersion Language Status Info
E rnpbs1025.gsd Default Mot yet installed

(<]
Delete H Install 1|

Make sure the installation is a success.

iu'lanage genera'l'st:-atinn déscriptiun files

Installation result

1 Mezczage
0 Installation was completed successfully.

| Close H

Save log | | Install additicnal files
L EEEEEEEEEEEEEEEEE———————————————————

Page 13 of 29
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(6) In the Hardware catalog window, we can filter *"moxa” to search the MGate
5111. Choose the MGate 5111 device icon, then drag and drop to
PROFIBUS_1 subnet.

MGate5111 » Devices & networks

|5'F Topology view ||n—E-n Network view |||]'f Device view | Options

[E Metwoark uu Connections |HMI connection |'| Y :_". g
E v Catalog

E | moxa | @

PLC_1 ; [ Filter  Prafile: [ <Alls [~] [

CPLU 315-2 PNIDP » [ Field devices

- 5 Other field devices
» E Additional Ethernet devices
» [ PROFINET 100
~ [ FROFIEUS DF
» (i Drives
» (il Encoders
- rj. Gateways
| - E Moca Inc.
- I“T tWoxa MGare5111 PROFIBUS Slave
[l Moxa MGate5111 PROFIEUS Slave I

» (il SIEMENS AG

PROFIBUS_1

(7) Click Not assigned to assign the MGate 5111 to PLC_1.

|,1.5 Topology view ||EE‘£| Network view |[|T Device vie

E'E Metwork EE Connections |3—!!.!| connection |~' | Eu;_-'_.m % E ;"‘

[
[

PLC_1
CPU 315-2 PN/DP

Slave_1 |
Moxa MGates1... ] 'O

Mot assigned

PROFIBUS_1

Then the MGate 5111 is set into PLC_1's DP Master System.

PLC 1 Slave_1
CPL 315-2 PNIDP Moxa MGateST... . 'O
PLC_1 -

Copyright © 2017 Moxa Inc. Page 14 of 29
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In the MGate 5111’s Device view, drag and drop Input 1 Word to Slot 1-3 and
Input 1 Byte to Slot 4. Assign their I address to 0-6.

ngrouped devices » Slave 1

xa MGateS111 FRv| ] [ _j b

i 1o

100% bl e

|5"J Topology view ||EEH Network view Il]'f Device view I Options
= S
H Device overview
~
¥ .. Module Rack | slot | address .. v | Catalog
=l Slave_1 i 0 20437 <Searchs
« Ui 0 L o L 0 =] @ Fiter  Profile: [<Alb
E Input: 1 word_2 1} 2 2.3 o /I8 He od module
» Input: 1 word_3 o 3 4.5 - dule
P Input: 1 Byte_1 0 4 6 ‘__
il 5
M input: 2 Bytes
i 5
[l Input: 3 Bytes
il | < ” 1l | I. Input: 4 Bytes

Drag and drop Output 1 Word to Slot 5-7. Assign their Q address to 0-5.

-

|; Topology view |ﬂ§ﬁ Network view ”[l'f Device view Options ==

= =
J Device overview | - %

¥ .. [Module Rack | Slot |address | Q add... | | Catalog ]

Slave_1 0 0 2043" | (it (it E

Input: 1 Word_1 0 1 0.1 [ Filter Profile: |l [+ (1§ Er_

Input: 1 Word_2 0 2 2.3 2

Qutput: 60 Bytes alle

Input: 1 Word_3 a = 4.5 [. Output: 61 Bytes ]

I 18 1 o 4 & —

nput- 1 Bye_ Il output: 62 Bytes )

Cutput: 1 Word_1 o 5 0.1 Output 63 Bytes o

Cutput: 1 Word_2 0 [ 2.3 Tl Output 64 Bytes 2

ot —

Output: 1 Word_3 0 7 s s 5

0 8 = - =4

Output: 2 Words g

Under the MGate 5111’'s Properties, set its PROFIBUS address as its actual
address, which is set by hardware’s rotary switch.

| |_C3, Properties I"_i.',lnfu y"ﬂ Diagnostics

J General || 10 tags || System constants || Texts |

- General
Catalog information
General DP parameters
Watchdog
SYNCIFREEZE

Diagnostics addresses

I

PROFIBUS address

Interface networked with

Parameters

Highest address:

Subnet: | FROFIBUS_1

| Add new subnet

IAddress:

: |

|V|

126

[+

Transmission speed: | 1.5 Mbps

[+

Copyright © 2017 Moxa Inc.
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(10) We want to get Modbus ID1-ID3’s register value and make sure the Modbus
commands’ responses are valid. If a Modbus command’s response is invalid or
times out, the register value will show a specific value. In this demonstration, we
will use a program to set this value as OxFFFF. We will show details later.

We created the following tags:

MGate5111 » PLC_1 [CPU 315-2 PN/DP] » PLCtags » Default tag table [14]

< Tags ||EIUser constants "35

sF o=E 2 O g
Default tag table

Mame
ID1Value
ID2Value
ID3Value
InputStatus

R

statusByte
ID15tatus
ID25tatus
ID35tatus
Inputl

= 0 00 =l h

Input2
Input3
Outputd
Outputs
Qutputs

AAbbdAAAEEAAG A

R R
Fo W = O

Data type  Address

Wiord
Viord
Word
Byte
Byte
Bool
Bool
Bool
Wiord
Viord
Word
Wiord
Viord
Word

SEAND
LNIVZ
A T
%LIBG
%NB10
%01 0.0
%M1 0.1
%AN10.2
%O
%2
%IV
LOWD
WOWZ
RO

Click Main [OB1] to edit program.

Each Network program shows as follows:

Carmrment

Carmment

HEE P
"InputStatus":F

EM

I

FACHWE
EMO

2T

Comment

Show ID1 running value
Show ID2 running value
Show ID3running value
Slot 4's value

Status Byte which copied from Slot 4
ID1 command status
IDZ command status
ID3 command status
Slot 1's value

Slot 2's value

Slot 3's value

Write 1D4

Write 1D5

Wirite D&

* Block title: "Main Program Sweep (Cycle)”

*  Metwork 1: Copy Input status byte to ME10.

ERABTD
" StatusByte"

Copyright © 2017 Moxa Inc.
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*  HNetwork 2: fID1's command is success, copy Slot 1's value to ID1Value,
Comment
LhAT0.0
"D Status" MOWE
| | EN  ENO
Lhiy0:p kA0
"Input1":P 1M QT "ID1value"
*  Metwork 3: IFID1's command is fail, copy 0xFFFF to [0 value,
Comment
%hA10.0
"ID1 Status" MCWE
/1 EN  ENO
W1 E#FFFF — | WD
CUTT "IDTvalue"
*  Metwork 4: IfID2's command iz success, copy Slot 2's value to ID2value,
Comment
EbAD.
"ID25tatus" MACWE
| | EN  ENO
iy 2P by 2
“Input2":P 1M QUTT "ID2value"
- MNetwork 5: IfID2's command is fail, copy O0<FFFF to ID2%alue.
Comment
ThA107
"ID25tatus" MOWE
/1 EN EMD
W1 E#FFFF — |y AR
QT "ID2value”

Copyright © 2017 Moxa Inc.
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*  Metwork 6: 1f1ID3's command is success, copy Slot 3's walue to ID3value,
Comment
kA0, 2
"ID35tatus" MCWE
| | EN  ENO
Wl P b
“Input3":P 1M QUTT "ID3value"
*  Network 7: |fID3's cormmand is fail, copy OxFFFF to ID3Yalue.
Comment
Lk A0 2
"ID35tatus" MONVE
/1 EN END
Wi EHFFFF — |y A
QT "IDSvalue"

re there are no errors.

"',‘ﬁ Siemens - CWsers\PWC\Documents\automationdGate51 110 Gate5111

Project Edit

Devices

al L

YWiews  Insert  Online  Options  Tools  window  Help
3 Hsevepoies & X % 2 X O] FME YR coonine
Project tree m 4 [,
Caornpile
H XA, EEEE!«H}

=8
[

* ] MGate5111
B Add new device
iy Devices & networks

.t

1 HF Ak —— 7} = &

* | PLC_1[CPU 315-2 PN/DP]

[l'f Cevice configuration
| Online & diagnostics
- r:i:; Pragram blocks
B ~dd new block

%kAT0
"ID25tatus" M CE
L |71 EMN ENG
1 Wi ERFFFF — |y S p A

Copyright © 2017 Moxa Inc.
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"','ﬁ Siemens - CAUsers\WPYC\DocumentstiutomationtGate511 1 MGate5111

Project  Edit  Yiew Insert  Online

F (% B save project S M g

Project tree

Devices

Optiohs  Tools  Window  Help
T2 % oy Az ) [I‘!\rj]r,?rﬁ'ﬁ online ¥ Go
1a3
o 4 Download to device

L
=R

* ] MGateS111
E ~dd new device
iy Devices & netwarks

Wikl B o

-
o, =

fif

= IE

~ [7g PLC_1 [CPU 315-2 PRJDP]

) [ pevice configuration
% Online & diagnostics
7 r:i:. Frograrn blocks
ﬁ Add new block

Fema

4 i —0— —

Click Start Search to search for an accessible PLC.

WekA 107
"ID25tatus" M OWE
1 /1 EN ENO
1 W GHFFFF Il o b
. LU T e TP Y L

Configured access nodes of "PLC_1"

Device Device type Slot Type Address Subnet
FLC_1 CFU 315-2 PNIDP 2H2 FRIIE 192.168.32.229
CFU 315-2 FNIDP 2% FROFIEUS 2 FROFIEUS_1
—1
Type of the PGIPC interface: |i_PNIIE |'|
PGIFCinterface: W Realtek RTLA16804E1 11D Family PO-E Gigabi... | = |

Connection to interfacel/subnet: | Direct at slot '2 x2' |V| @
st gateway | |v| @

Select target dewvice:

Dewvice

Flash LED

Online status infarmation:

Intetface type
PHIE

Device type

|V|

Show all compatible devices

Address

Access address

Target device

Start search

[ Display anly errar messages

Copyright © 2017 Moxa Inc.

Page 19 of 29




How to Use the TIA Portal to Set

Moxa Tech Note a Siemens PLC and the MGate 5111

After locating an accessible PLC, execute Load.

Select target device: Show all compatible devices -
Device Device type Intetface type Address Target device

FLC 1 CPU 315-2 PNIDP FHIE 192.165.32.229 FLC_1

= = PRIIE Access address =

[ Flash LED
Start search
Online status information: [ Display anly errar messages
I Found accessible device general-chiang [192.168.32.143] ~
o Scan completed. 1 compatible devices of 2 accessible devices found.
+f2 Retrieving device information... =
Scan and information retrieval completed. w

—

The TIA Portal will check hardware and software consistency. After checking for errors,
click Load to download.

e Check before loading

Status ! Target Message Action
4 & ~ FLC Ready for laading.
1 ¥ Frotection Frotection from unauthorized access

Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, e.g. by use of firewalls and network segrmentation. For
rnore information about industrial security, please visit
httpliwenewe. siemens. comfindustrialsecurity

(] b Dewvice configurat.. Delete and replace system data in target Download to device
o » Software Download sofeware to device Consistent download
< 1l >
Refresh

Cancel
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After loading, enable Start all to start modules and then click Finish.

PR G
9 Status and actions after downloading to device
Status ! Target Message Action
*& & ~ rLC Downloading to device completed without errar.
1 b Start modules Start modules after downloading to device. & startall

(<] I 2]
I Finish |I| Load | | Cancel
—

6 Communication Test

A. Status Monitoring

(1) The PC runs a Modbus Slave tool and listens on TCP port 502. Add slave IDs 1-3
and set their register 0’s value as 1, 2, 3, respectively.

28 Modbus Slave - Mbslave3 El@

File Edit Connection Setup  Display  VWiew ‘Window Help

s =R
Mbslavel Plbslavel Mbslaved
IO =1.F=03 D=2 F =03 D=3 F=032
anooa nnooo nnooo
1| 1| 1|
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(2) Click Add new watch table to create the Watch table_1.

| Program blocks

r:* Technology chjects
External source files
r*-_a FLC tags

[ PLC data types

e

| + v v wv w

=| Watch and force tables
“b' Add new watch table

= Force table

v

=== Watch table_1

"7 rj;, COnline backups

Add the following tags to be monitored:

. » PLC 1[CPU 315-2 PN/DP] » Watch and force tables » Watch table 1

I

00 =1 M N = Rd =

5 e 71 A 2 %
i MNarme Address Display format Maonitor value

*Inputl® %0 Hex

"Input2” FlVi2 Hex

*Input3® g Hex

“InputStatus” *%IEB Hex

"ID1Value® AN Hex

"ID2Value® AEhANZ Hex

"ID3Value® Tahiid Hex

"StatusByte" %MET10 Hex
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(3) Click Go online and then click Monitor all.

1L
N 5 L"_, rj] E rn?r & Go |:||'|Ii|'uE~|m‘il Go offline ﬁqu? I [E > g

# & [ld 2 2 2
i Marne Address Display format Monitor value
1 "RegBit” %M11.0 Bool [H] TRUE
2 "ID1Value® SehA0 Hex 1650001
3 "ID2Value”® Tl Hex 16#0002
= "ID3value” T Hex 1680003
5 *RecordByte” %ME10 Hex 16807
& "Outputd” W00 Hex 1680000
7 "Outputs” WOW2 Hex 1650000
8 "Outputs” WOV Hex 16#0000

When Input Status module shows a value of 7, then commands 1-3 are successful.
ID1Value- ID3Value are running as 1, 2, 3, respectively.

AX D 5 MNEE R Fcoonline ¥ ooffine gp B I 2

st @ 8 REDF F. 7%

i Marne Address Display farmat Monitor walue Force
1 "Input] P B | Hex || 1e#0001
2 “Ihput2":P Yliy2: P Hex 16#0002
3 “Input3":P Yol P Hex #0003
4 "InhputStatus":P %IBA:FP Hex 16#07
5 "ID1value" “ohdw0 Hex 16#0001
& "ID2value" o2 Hex 1a#0002
7 "ID3value" “ohdhid Hex 16#0003
g "StatusByte" %MET10 Hex 16#07
9 <Add neswe
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(4) We can use the MGate’s Protocol Diagnostics tool on the Web Console to check
Modbus and PROFIBUS communication status:

Via System Monitoring = Protocol Status > Modbus TCP Diagnose, we can see its
connection status is OK with no invalid responses.

Modbus TCP Diagnose

Main Menu [V Auto refresh
Quick Setup
Overview Category Item Value
Basic Settings Modbus
Network Settings Mode Master
) . MNumber of connection 1
Serial Settings Sent request 503
- Protocol Seftings Received valid response 503
- System Management Received invalid response i}
- System Monitoring Received exception 0
Gystem Stat Timeout o]
- System Stalis Connections
- Protocol Status Client 1 I Status DK I
IfO Data View Remate IP:Fort 192.168.32.143 :502
Modbus TCP Diagno Sent request 503
PROFIBUS Siave Diagnose Rece!ved T.ral Id. response 503
Received invalid response i}
Modbus TCP Traffic Received exception 0
Restart Timeout 0

Via System Monitoring 2> Protocol Status > Modbus TCP Traffic, we can log Modbus

TCP communication traffic:

Modbus TCP Traffic

Main Menu [[] Auto scroll
Overview
Basic Settings No. Time Send/Receive Remote IP : port Slave ID  Function Code Data
Network Setlings T oSt Seng TEZ 10032 153,002 Z = TAUT UU U0 U0 00 UZ U5 00 U0 U001
Serial Seftings 2 0.108 Receive 102.168.32.143:502 2 3 1A 6100 00 00 05 02 03 02 00 02
 Frotocol Seftings 3 0116 Send 10216832 143:502 3 3 1A 62 00 00 00 06 03 03 00 DO 00 01
4 0.127 Receive 102.168.32.143:502 3 3 1A 62 00 00 00 05 02 03 02 00 03
- System Management
5 0807 Send 10216832 143:502 1 3 1A 83 00 00 00 08 01 03 00 DO 00 01
- System Meniloring 5 0,807 Receive 192168.32 1435021 3 146300 00 00 05 01 03 02 00 01
- System Staius 7 1.087 Send 102.168.32.143:502 2 E 1A 64 D 00 DD 06 02 03 00 00 00 04
- Protocol Status 8 1.107 Receive 192.168.32.143:502 2 3 1A 64 00 00 00 05 02 03 02 00 02
10 Data View 9 1116 Send 10216832 143502 3 3 1A 65 00 00 00 05 03 03 00 DO 00 01
Modbus TCP Diagnose 10 1127 Receive 192.168.32.143:502 3 3 1A 65 00 00 00 05 03 03 02 0003
PROFIBUS Stave Disgncal " 1.897 send 192.168.32.143:502 1 3 1A 66 00 00 00 08 01 03 00 0O 0D 01
12 1.908 Receive 10216832 143:502 1 3 1A 66 00 00 00 05 01 03 02 00 01
Modbus TCP Traffic 13 2008 send 192.182.32. 143502 2 3 1A 67 00 00 00 06 02 03 00 00 00 01
Restart 14 2108 Receive 10216832 143:502 2 3 1A 67 00 00 00 05 02 03 02 00 02
Logout 15 2116 Send 102.168.32.143:502 3 3 1A 68 00 00 00 0§ 02 03 00 0O 0D 01
16 2128 Receive 102.168.32.143:502 3 3 1A 68 00 00 00 05 02 03 02 00 03

. .——Qodhead =
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Via System Monitoring 2> Protocol Status > PROFIBUS Slave Diagnose, we can see

State’s value is note as Data Exchange:

- Main Menu
Quick Setup
Cverview
Basic Settings
Metwork Setlings
Serial Settings
- Protocol Settings
- System Management
- System Monitoring
- System Status
- Protocol Status
10 Data View
Modbus TCP Diagnose

FROFIBUS Slave Diagnose

Madbus TCP Traffic

PROFIBUS Slave Diagnose

[ Auto refresh

Category
PROFIBUS

Item

State

Baudrate

Address

Output

Input

lllegal 1/O Config
Restart Data Exchange

Value

Data Exchange
1500000

3

& byles

7 bytes

0

0

Via System Monitoring > Protocol Status > I/0 Data View, we can choose
PROFIBUS Master < Modbus TCP Server data flow side to see Modbus slave input

data:

_Main Menu |
Quick Setup
Overview
Basic Settings
MNetwork Settings
Serial Settings
- Protocol Settings
- System Management
- Systemn Monitoring
- System Status
- Protocol Status
Modbus TCP Diagnose
PROFIBUS Slave Diagnose

¥l Auto refresh

Internal Address
0000h
0010h
0020h
0030h
0040h
0050h
0060h

I/0 Data View
| Data flow direction [PRGFIBUS Master < Madbus TCP Server v | | Stataddress(Hex) [0 |
M1 2 3

00 01 02 03 04 05 06 07 08

| oo 01] | oo 02 | [oo 03] o0 00 00

00 00 0 0 000 00 00 00

0o 00 ] Gl 00 00 00 00 @D

0o 00 oo 0o 00 00 00 00 0D

0o 00 il 0o 00 00 00 00 0D

0o 00 oo 0o 00 00 00 00 0D

0o 00 0o 0o 00 00 00 00 00

0o 00 il 0o 00 00 00 00 0D

0070h
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(5) Disable Modbus Slave ID 2 on the Modbus Slave tool, so Modbus Command 2
can’t receive any responses. Check Watch table; Input Status module shows
a value of 5 and ID2Value a value of OxFFFF.

I Y ek
i Mame Address

1 *Inputl® %EIWD

2 *Input2* %2

3 "Input3” el Vi

- *InputStatus” %IB6

5 "ID1value® %N

6 "ID2Value” Y2

7 *ID3Value® A

8 "StatusByte” %ME10

Display format
Hex
Hex
Hex
Hex
Hex
Hex
Hex

Hex

ronitor value K
1680001
1650002
1650003

16805

1650001

1650003
16805

f—

Disable Modbus Slave ID 1 and 3 on the Modbus Slave tool. Check Modbus TCP Diagnose;
Status shows that the Request_timeout and Timeout counters are increasing:

Modbus TCP Diagnose

[ Auto refresh

Category Item Value

Madbus
Mode Master
Number of connection 1
Sent request 1705
Received valid response 1600
Received invalid response 0
Received exception 0
Timeout 104

Connections

Client 1 | status Request_timeout |

Remote IP:Port

Sent request

Received valid response
Received invalid response
Received exception

192.168.32.143 :502
1705

1600

0

0

ITimeout

1o4|
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B. Fault Protection
(1) Add slave ID4-ID6 on the Modbus Slave tool as below:

Mbslavel EI Mbslave2 EI@ Mbslavel EI@
ID=4:-F=03 ID=5F=03 ID=6:F=03
00000 B 00000 = 00000 2
0 |E| 0 ‘E 0 E
1 R 0 1 W
2 2 2
3 i 3 il 3 il

(2) On the Watch table, set Modify value on QW0 as 0x0004, QW2 as 0x0005, Qw4
as 0x0006. Then click the Modify button.

® @ [WL[7lk 2 [F=
I Mame Display format Manitor value Modify value F
1 “Input1® Hex 16#0001
2 “Input2® YelWi2 Hex 16#0002
3 “Input3® FolWid 1650003
4 “InputStatus” %IB6 Hex 16205
5 "ID1Value® BN Hex 16#0001
6 “ID2Value® FaNAZ Hex FFF
7 "ID3Value® B AN Hex 16#
8 "StatusByte” %MB10 Hex 16205
9 *Outputd” BOWO Hex 16%0004 16£0004 |1
10 "Dutputs”® QW2 Hex 16%0005 16%0005 @ !
11 "Outputs” QW Hex 16#0006 1650006 E !

(3) Check Modbus Slave IDs 4-6; they are updated as 0x0004, 0x0005, 0x0006,
respectively.

Mbslavel |- | = |fa3e] | (A Mbslave2 [ = [[E ][ | Mbslaves [= |[@ |[ 52 ]
D=4 F=03 ID=5F=03 ID=6:F=03
00000 B 00000 L 00000 =
o Ellg 1 |[rm—
1 | | E B 1 mn
2 2 2
3 1l 3 il 3 il
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Via System Monitoring > Protocol Status > I/0 Data View, we can choose
PROFIUS Master > Modbus/TCP Server data flow side to see the PROFIBUS output
data:

I/0 Data View

¥ auto refresh

Data flow direction | FROFIEUS Master —= Maodbus TCF Server s | Start addre
D4 D5 ID6

Internal Address 00 01 02 03 04 05
0000h foo 04] foo ik | oo 06|
0010h oo 00 00 00 0o ]
0020h ] 0o 00 00 00 0o
0030h ] 0o 00 00 0o ]
0040h ] 0o 00 00 0o 0o
0050h oo 0o 00 00 0o ]
00600 ] 0o 00 00 0o 0o
0070h ] 0o 00 00 0o ]

(4) Remove the PROFIBUS cable. After 10000 ms, the Fault Timeout is on. Check
whether Modbus Slave ID 4’s register 0 value is still 0x0004. Slave ID 5’s register
0 value is updated to 0x0000 and Slave ID 6’s register 0 to OxFFFF.

Mbslavel EI@ Mbslave2 = @@ Mbhslaved | = |[[® | 22

ID=4:F=03 ID=5F=03 ID =6:F =03
1] H o ‘E 0 E‘

1 1 1
2 2 2
3 3 3

1
1
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Check PROFIBUS Master > Modbus/TCP Server data flow side. We can see they all
updated as its Fault Value:

T .
I/0 Data View
[ Auto refresh
Data flow direction [ PROFIBUS Master —= Modbus TCP Server v | Start addre
D4 D5 ID6
Internal Address 0o 01 02 03 04 05
0000h [oo 04 | [oo oo | [FE FF|
D010h 00 00 00 00 00 00
D020h 0o 00 00 00 00 00
0030h 00 00 00 00 0o 00
D040h 0o i) 00 00 0o 00
DOD50h 0o i) 00 00 00 00
D060 00 00 00 00 00 00
0070h 0o 00 00 00 00 00

Check PROFIBUS Slave. Its Baudrate shows Not Found and State shows Wait
Parameterization:

PROFIBUS Slave Diagnose

V1 Auto refresh
Category [tem Value
FROFIEUS
State \Wait Parameterization
Baudrate Mot Found
Address 3
Cutput 6 hytes
Input T ytes
lllegal 11D Config 0
Restart Data Exchange 1
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