


4. Select output module IP address.

4" Peer to Peer

m Destination

Mode O Disable O Basic @® Advanced

Perlodically @

Transmission
QoS Level for no response v
Response
Destination Port 5048
Basic Mode

Destination IP

IP Selection
Enable/Disable Index
0
1
2
3

5. Set period time or C.O.S. or user can use both.

Basic Mode

DI change of state or Al deviation ¥ cos o

o Period Time 5

4

256.265.255.256

255.265.255.255

255.265.255.255

255,265.255.256

255.265.255.256

6. Select the channel to use P2P function.
7. Click “Apply” to finish P2P setting.
o Configuration

Channel Enable Invert Signal

DI_1 ] ]

DI_2 O O

DI_3 ] ]

All O O
Result:

Module

WISE-4250-5250

WISE-4250-5252

WISE-4012

WISE-4012

WISE-4012

Apply

WISE-4250-S251 is set as dry contact, the DI channel 0 status will trigger the status

of the WISE-4250-S250 DO channel 0.
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4.2.10.5 P2P Example (Advanced Mode)

Output

Input
Module

Module
WISE-4250-S214 WISE-4250-S250

AT high alarm DO
192.168.0.107 192.168.0.100

1. Set Al high alarm threshold: We set this Al with high alarm and set the threshold
as 8 volts which means when Al value is higher than 8 volts, it will trigger DO of

other WISE modules.

Ll 1O Status

Configuration
Common Settings Channel Settings
Channel 0 v
Tag Name W4250_A3BEB2-AI0
Range +-10V -
Channel Mask Enabled/Disabled
Refresh
Calibration
Low Scaling Value 0 Vv
High Scaling Value 0 Y
Physical Min Scaling Value 0
Physical Max $caling Value 0
Enable Low Alarm O  Enabled/Disabled

Enable High Alarm Enabled/Disabled

High Alarm Mode Momentary

High Alarm Value Vv
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2. Set P2P as Advanced mode on input module. (WISE-4250-S214,
192.168.0.107)
3. Click “Submit Mode” to choose advanced mode.

(4" Peer to Peer

Destination

Advanced -
% Mode © Disable Bao . D
Advanc
Periodically @

Transmission

QoS Level no response A Encryption AES-12¢£
for Type
Response

4. Change to “Destination” tab and type-in the destination module IP, model name
and password. Then click on “Apply”. (WISE-4250-S250, 192.168.0.100)

(4" Peer to Peer

Index IP address Model Name Password
0 265.255.255.255 v
1 255.255.255.255 WISE-4250-5252 v
2 255.255.255 255 WISE-4012 v
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5. Set up the source and the destination, then click on “apply”.
In this case, Al “high alarm” is used.
Will trigger DO of WISE-4250-S250 (according to the destination IP).

6. Click “Apply” to finish P2P setting.

4 Peer to Peer

m Destination
Mode O Disable O Basic @ Advanced S
Periodically @

Transmission

QoS Level for no response v Encryption Type AES-128 v
Response
Destination Port 5048

Advanced Mode

@ Note: Detail Configuration Parameters are shown in Config Dialog.

Configuration

Channel Enable Input Mode Output Mode cos Period Time Map to CH Config
DI 0 false DO No 5 0 ﬂ
DI_1 false DO No 5 0 ﬂ

Advanced Mode Configuration

Source

Channel DI O Enable Peer to Peer [J Enable
Channel Qutput Mode DO mode 4

Period Time 5 sec DI Change of State 0 c.0s.
Invert Signal [ Invert Signal

Destination

w 0

Channel 0 v

Result:

WISE-4250-S214 Al channel which is alarm mode is going to control the DO of
WISE-4250-S250.
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Ll 10 Status Ll 1O Status
Seting n o oo o n
Sas Sots Trena
Status Status

Channel

Channel: 0 @
Range: 110V @

vaue: 10
Low atarm ststus: () @
o Alsm Status: - (P2 RIAIfaIarm trigger —
N - oY )

4.2.10.6 SNMP
SNMP function support user to get module information or IO data via SNMP protocol.
When IO/Alarm changed, module send trap message to destination |IP address set
by user. User can parse SNMP message by MIB file.

& SNMP
Destination
Configuration
SNMP Enabled/Disabled
Dead Band 100
Trap Version Version 1 v
Read C y String Version 2¢
Write Community String private
Trap Community String public

WISE-4250 can control 16 devices (maximum), if the user turns on or off an I/O on
the main device, the other 16 devices would turn or off an 1/0.

éea SNMP

Index Enable Destination IP Address
0 O 255 255 255255

1 O 255.256.255.255

2 U 255.255.255.255

3 O 255 255 255 255

4 O 255.255.255.255

5 O 255.255.255.255

6 U 255.255.255.255

7 a

255.255.255.255
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4.3 General Concept of WISE-4000 Site Survey

How to do the site survey is really important at beginning. In the site survey stage, the
Installation, RSSI, Communication Quality are three very basic and important ele-
ments. Therefore, following will show how to do the good survey.

4.3.1 Installation

The Wi-Fi signal is influenced by the shelter easily, like pillar, wall and partition. To
avoid this kind of barrier, WISE should be put at the higher place where it can be
Line-of-Sight (Figure 1) to AP. Line-of-Sight means no obstruction in the middle of
point A (antenna 1) and point B (antenna 2). It can perform the better communication
interface between AP and WISE. Moreover, WISE can’t be wrapped by the metal.
The metal around WISE will shield the signal and the signal can’t go out.

Line of Sight (LOS)

— Fresnei Zone

Line of Sight

Figure 4.1 Line of Sight (LOS)

4.3.2 RSSI

The relationship between the Wi-Fi signal strength and the number of LED(s) on the
panel of WISE-4000 module shows in Figure 2. To achieve good communication
quality of Wi-Fi environment, suggest to keep the RSSI above -64dBm, which means
the WISE-4000 module should at least shows 3 LEDs. Because the AP plays an
important role in Wi-Fi environment, all wireless clients will leverage the AP ability to
connect to the outer network.

¢ A. A
Pt L
<> < <
Excellent Good Weak
#LED RSSI Range

4 RSSI > -48dBm
3 -48dBm > RSSI > -64dBm
2 -64dBm > RSSI > -72dBm

1 -72dBm > RSSI

Figure 4.2 The Relationship between RSSI Level and LED Indicators on WISE-
4000 Module

Therefore, when there’s a RSSl issue, it is better to determine whether ALL or Just a
Few are facing the poor signal issue. That means:

B If ALL of the RSSI of Wi-Fi clients (such as WISE) are poor, it probably means
the position of AP is not correct installed and the signal of AP can’t reach to
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4.3.3

wireless client. Therefore, in that case, it is better to adjust the position/attitude/
angle of AP to make the signal cover all of the wireless client.

B If Just a Few RSSI of Wi-Fi clients are bad, there might be have several rea-
sons. Here provides step by step to help user to narrow down this problem.

1. Adjust the Tx Power of AP

Tx power influences the signal coverage. If Tx power is stronger, then the signal cov-
erage can be wider. The industrial AP usually has the function to adjust the Tx power
to fit the site environment. Figure 2 shows the Tx power setting section of AP EKI-
6332GN-AE as example.

o
=

Antenna Gain; = |8 dBi

12
Qutput Power: . 1= 5 12 dBEm

Figure 4.3 Tx Power Setting of EKI-6332GN-AE AP

2. Adjust WISE Installation
Please try to adjust different position/attitude/antenna angle of WISE. Because
antenna of wireless devices (AP) has omni-directional and directional type.
Some installation of wireless client (WISE) doesn't fit to the type of antenna. If
the type of antenna of AP is omni-directional. The attitude/angle of WISE are the
key point to influence the RSSI. If the type of antenna of AP is directional. The
position/angle is the key point to influence the RSSI.

3.  Adjust the Distance between WISE and AP
Move WISE close to AP and observe whether the signal strength of WISE’s
LED improved or NOT. If it does improve, the distance (i.e. or interference
where WISE being installed) are the possible reasons to cause this. It means
that the signal of AP/WISE can’t reach to each other.

4. Enhance the Signal Strength
Based on the step (3), if WISE cannot be moved due to environmental limitation,
then change antenna of AP or add extra AP is another way to enhance the sig-
nal strength between the AP and wireless client device (WISE).

Communication Quality

After checking the Installation and RSSI value, there is a site survey tool to verify the
communication quality between WISE and AP. This tool can keep sending packet to
the WISE and receive ACK to diagnosis whether losing data. As well as Average
Response Time, Good Packets Percentage, Average Signal Strength(dBm) etc. Rel-
evant details will introduce in Section 2.
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4.4 How to Execute the Site Survey Tool of WISE in
WISE Studio?

Site Survey is very important to make sure that the stability connection between AP
and WISE. WISE has a site survey tool to let customer to do this test. Because this
tool is to test the connection stability between AP and WISE, the connection between
AP and the test equipment need to be stable. Therefore, the PC with WISE Studio
software and the AP must connect to each other by LAN port. The topology shows in

Figure 4.
g
WISE LAN 1
| -l)) ———————————————
i e o e 1 =
PC(with WISE Studio) AP(EKI 6333AC-2G) WISE-4051
192.168.1.101 192.168.1.250 192.168.1.113
Default GW:192.168.1.1 Default GW:192.168.1.1 Default GW:192.168.1.1

Figure 4.4 Topology of WISE Site Survey

Next, follow the steps below to execute the Site Survey Tool of WISE in WISE Studio.
1. Open the WISE Studio software from personal computer.
Advantech WISE Studio (Win32) Version 1.02.01 (B06)

WISE Series

loT Wireless Sensor Devices

i7-8550U CPU @ 1.80GHz

Serial Port

Available Serial Ports: 0

Lenovo USB-C Travel Hub
IP Address: 192.168.1.101

MAC Address : 3C18A0BF2FCY

Go To Configuration .

Figure 4.5 WISE Studio Entry Page

Download WISE Studio Software
https://www.advantech.com/zh-tw/support/details/utility ?id=1-1MJSJKX
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2. Find the Device from WISE Studio Software
a. Click “Go To Configuration” button in Figure 5.
b. Wait for software scanning the device. The device will display as Figure 6.

Advantech WISE Studio (Win32) Version 1.02.01 (B06)

Welcome, Jim.Chen DEVICE SEARCH  DE ONFIGURATION

Intel(R) Core(TM) i7-8550U CPU @ 1.80GHz
15.86G RAM

Device Information

Device Name IP Address Default Gateway Subnet Mask MAC Address Firmware Version
= WISE-4051 192.168.1.113 192.168.1.1 255.255.255.0 74-FE-48-78-04-7F A2.13 B02

Serial Port

Available Senal Ports: 0
Lenovo USB-C Travel Hub

IP Address: 192.168.1.101

MAC Address : 3C18A0BF2FC1

CONNECT SETTING REFRESH

Figure 4.6 Scan the device

3. Use WISE Studio Connect the WISE Device.
a. Select your WISE device and Click “Go To CONNECT” button in Figure 7.
b. The entry page of WISE device will come out as Figure 8.

Advantech WISE Studio (Win32) Version 1.02.01 (B06)

DEVICE SEARCH

Device Information

Device Name IP Address Default Gateway Subnet Mask MAC Address Firmware Version

WISE-4051  192.168.1.113 192.168.1.1 255.255.255.0 74-FE-48-78-04-7F A2.13 B02

Serial Port

Available Serial Ports: 0

Lenovo USB-C Travel Hub
IP Address: 192.168.1.101

MAC Address - 3C18A0BF2FC1

SETTING REFRESH

Figure 4.7 Connect to the WISE Device
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WISE-4051 Web Utility

[l Logininfo [@]Device Info [BFQR [ Site Survey

WISE-4051 Config Web

Account: root
Password:

Login

Figure 4.8 Entry Page of WISE Device

4. Execute the Site Survey Tool.
a. Click “Site Survey” button in Entry Page of WISE device, shows in Figure 9.

b. Enter to Site Survey Page and click “START" button to start the site survey, shows
in Figure 10.

c. When start to execute site survey, the LED indicators on WISE-4000 will start to
blink and user will not be allowed to enter to the WISE-4000 module.

WISE-4051 Web Utility - O X

[f]Login Info  [@]Device Info [SFQR _j

WISE-4051 Config Web

Account: root
Password:

Login

Figure 4.9 Site Survey Button
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WISE Wi-Fi Network Site Survey

Chent IP Address
Network Name(SSID)
Use Port - 8000

Item Content [

» Response Time (second)

Execution Pentod (second)

Total Packets

Pass Packets

Wrong Packets

Lost Packets

BSSID

Signal Strength (dBm) v

Average Signal Strength
..-lII|||IIIIII|||I||||||||

Packet Eror Rate

EXIT

iy

Figure 4.10 Site Survey Page

5. Troubleshooting

If there is no data shown in WISE studio site survey page, user need to enable
“‘Advantech Public” firewall setting of laptop. User can enter this page by this path:
Control Panel\System and Security\Windows Defender Firewall\Allowed apps.

W Allowed apps

1~|ﬂ > Control Panel » System and Security » Windows Defender Firewall > Allowed apps |

Allow apps to communicate through Windows Defender Firewall
To add, change, or remove allowed apps and ports, dlick Change settings

p to communicate? ®change settings

e risks of allowing an ap)

O For your security, some settings are managed by your system administrator.

Allowed apps and features:

Name Domain Private Public Group Policy
& @FirewalIAP| dIl.-8020 “ “ “ N
3l N

Figure 4.11 Enable Firewall Setting
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6. Result of Site Survey

After clicking “START” button to start sending test packets and test for 10 mins to get
more reliable average data. The result will show as Figure 11. Please noticed that the
Average Signal Strength (RSSI) and Packet Error Rate these two indicators. RSSI
value can refer to Figure 2 and make this indicator number above -64dBm as possi-
ble as you can. The Packet Lost Rate indicates the rate of lost packets over total
packets. The smaller the Packet Lost Rate is, the better transmission status is.

WISE Wi-Fi Network Site Survey

Client IP Address
Network Name(SSID)

Use Port =0 8000
ltem Content ~
» Response Time (second) 0.048
Execution Period (second) 307
Total Packets 12639
Pass Packets 12657
Wrong Packets 0
Lost Packets 1
B3SID 74-FE-48-5A-D9-6D
Signal Strength (dBm) 23 v
i RSSI
e S st (155 i} = =~
_.lllllll
Packet Error Rate 0.01 %

RESTART  STOP
Figure 4.12 Result of Site Survey
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Appendix A

Modbus Mapping
Table




A.1 Modbus Function Code Introduction

Table A.1: System Configuration File

Code (Hex) [Name Usage

01 Read Coil Status Read Discrete Output Bit

02 Read Input Status Read Discrete Input Bit

03 Read Holding Registers Read 16-bit register. Used to read integer or
04 Read Input Registers floating point process data.

05 Force Single Coil Write data to force coil ON/OFF

06 Preset Single Register Write data in 16-bit integer format

08 Loopback Diagnosis Diagnostic testing of the communication port
OF Force Multiple Coils Write multiple data to force coil ON/OFF

10 Preset Multiple Registers Write multiple data in 16-bit integer format

A.2 Modbus Mapping Table

A.2.1 WISE-4250-S232 (Coming soon)

Table A.2: WISE-4250-S231 Modbus Mapping Table

Address 0X |Ch |Description Attribute |Address 4X [Ch|Description Attribute
00101 0 |Reset Historical Max. |Write 40001 0 Read
- Sensor Value (*2)
00102 1 |Sensor Value Write 40002 0 Read
00111 0 |Reset Historical Min. |Write 40021 0 |Historical Max. Read
00112 1 |Sensor Value Write 40022 0 |[Sensor Value (*2) |Read
00131 0 . Read 40041 0 Historical Min. Read
High Alarm Flag .
00132 1 Read 40042 0 |Sensor Value (*2) |Read
40101
00141 0 Read ~40102 0 Read
Low Alarm Flag Sensor Status (*1)
00142 1 Read 40103 1 Read
~40104
40201 0 Read
**Type Code
40202 1 Read
Address 0X |Ch |Description Attribute |Address 4X |Ch|Description Attribute
05001 RTC Battery Low ~ |Read  |45101 tha Logger Sta- | poad
45302 RSSI Read
Address 0X |Ch |Description Attribute |Address 4X |Ch|Description Attribute
40211 Module Name 1 Read
40212 Module Name 2 Read
40213 Module Name 3 Read
40214 Reserved for Mod- Read
ule Name
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Table A.3: **Data format defined by sensor

Sensor code Sensor value Data

0x1000 Temperature (°C) signed short
0x1001 Temperature (°F) signed short
0x1002 Temperature (K) signed short
0x1020 Humidity signed short

Table A.4: *1 Al/Sensor Status: (1st Register at Low Address)

Bit Order Description 1/0 Type

0 Fail to provide Al value or sensor data Al, AO Sensor
Type Code Input range

0x1000 Temperature (°C)

0x1001 Temperature (°F)

0x1002 Temperature (K)

0x1020 Humidity (%)

A.2.2 WISE-4250-S214

Table A.6: WISE-4250-S214

Sensor (Max 10) 0 DI (Max 12) 4 DO (Max 12) 0
Al (Max 12) 4 COM(MAX 2) 0
DI
Address 0X|Ch Description |Attribute |Address 4X |Ch Description Attribute
00001 0 Read 40017~40018 |0 Read
00002 1 DI Value Read 40019~40020 |1 Counter/Fre- Read
00003 2 Read 40021~40022 |2 quency Value  |Read
00004 3 Read 40023~40024 |3 Read
00033 0 R/W 40301 All DI Value Read
00034 1 Counter — Ippy
Start(1)/
00035 2 Stop(0) R/W
00036 3 R/W
00037 0 Write
00038 1 Clear Write
00039 2 Counter(1)  |Write
00040 3 Write
00041 0 R/W
00042 1 Clear Over- |R/W
00043 2 flow R/W
00044 3 R/W
00045 0 R/W
00046 1 DI Low Latch |[R/W
00047 2 Status R/W
000438 3 R/W
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00049 0 R/W
00050 1 DI High R/W
00051 2 Latch Status [R/W
00052 3 R/W
Al
Address 0X|Ch Description |Attribute |Address 4X |Ch Description Attribute
00101 0 Write 40001 0 Read
00102 1 Reset Hist Write 40002 1 Read
00103 2 ic:ISE/IaxI.SA?r Write 40003 2 Al Value Read
00104 3 Value Write 40004 3 Read
00105 é‘r’]e(;‘i%e Write 40005 ’é‘r’]egf%e Read
00111 0 Write 40101~40102 |0 Read
00112 1 o |write 40103~40104 |1 . Read
00113 2 Ezf:/ltir':'itfr' Write  |40105~40106 |2 AlStatus (1) 1 ead
00114 3 Value Write 40107~40108 |3 Read
00115 éﬁegf%e Write
00121 0 Read 40111 0 Read
00122 1 Open-Circuit [Reaq 40112 1 Read
Flag (Burn- .
00123 2 out) Read 40113 2 Historical Max. |Read
00124 3 Read 40114 3 Al Value Read
40115 é‘r’fgf%e Read
00131 0 Read 40121 0 Read
00132 1 Read 40122 1 Read
00133 2 High Alarm |Read 40123 2 Historical Min. |Read
00134 3 Flag Read 40124 3 Al Value Read
00135 é‘r’fgf%e Read 40125 é‘r’]e(r)f%e Read
00141 0 Read 40131~40132 |0 Read
00142 1 Read 40133~40134 |1 Read
00143 2 LowAlarm  |Read 40135~40136 |2 C;l':';’a””g Read
00144 3 Flag Read 40137~40138 |3 (IEEE754) Read
ootas |9 Read  |40139~40140 [1'°1°9° Read
40151~40152 |0 Read
40153~40154 |1 Historical Max. |Read
40155~40156 |2 Al Floating Read
40157~40158 |3 Value Read
Average | IEEE754)
40159~40160 |, ° "2 Read
40171~40172 |0 Read
40173~40174 |1 Historical Min. Read
40175~40176 |2 Al Floating Read
40177~40178 |3 Value Read
Average | (EEE754)
40179~40180 |, ° "3 Read
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Table A.6: WISE-4250-S214

Module Name

40191 0 Read
40192 1 Read
40193 2 Al value after Read
40194 3 scaling Read
Average
40195 Ch 0~3 Read
40201 0 Type Code (*3) R/W
40202 1 (The type codes RIW
40203 2 of channels for |R/W
40204 3 average value R/
Average can't be
40205 Ch 0~3 changed.) Read
40221 Al Al Channel RIW
Enable
Physical Al
40231~40232 |0 Floating Value |Read
(IEEE754)
40233~40234 |1 Read
40235~40236 |2 Read
40237~40238 |3 Read
_ Average
40239~40240 Ch 0~3 Read
Miscellaneous
Address 0X|Ch Description |Attribute |Address 4X |(Ch Description Attribute
5001 RTC Battery | 2 oad 45101 Data Logger |0
Low Status
45302 RSSI Read
Addresses for Internal Use
Address 0X|Ch Description |Attribute |Address 4X |(Ch Description Attribute
40211 Module Name 1 |Read
40212 Module Name 2 |Read
40213 Module Name 3 [Read
40214 Reserved for Read

Table A.7: *1 Al/Sensor Status: (1st Register at Low Address)

Bit Order Description /0 Type
0 Fail to provide Al value or sensor data Al, AO Sensor
1 Over Range Al

2 Under Range Al

3 Open Circuit (Burnout) Al

4 Reserved

5 Unavailable Channel Configuration Al

6 Reserved

7 ADC initializing/Error Al

8 Reserved

9 Zero/Span Calibration Error Al, AO
10~15 Reserved
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Table A.8: *1 Al Status: (2nd Register at High Address)

Bit Order Description /0 Type
0 DI triggered to Safety Value AO
1 DI triggered to Startup Value AO
2~15 Reserved AO
Type Code Input range

0x0148 0~10V

0x0147 0~5Vv

0x0145 0~1V

0x0106 0~500mV

0x0105 0~150mV

0x0143 +/-10V

0x0142 +/-5V

0x0140 +-1V

0x0104 +/-500mV

0x0103 +/-150mV

0x0182 0~20mA

0x0180 4~20mA

A.2.3 WISE-4250-S250

Table A.10: WISE-4250-S250

Address 0X |Ch |Description Attribute |Address 4X |Ch |Description Attribute
00001 0 Read 40001~40002 |0 Read
00002 1 Read 40003~40004 |1 Read
00003 2 DI Value Read 40005~40006 |2 Counter/Frequency Read
00004 3 Read 40007~40008 |3 |Value Read
00005 4 Read 40009~40010 |4 Read
00006 5 Read 40011~40012 |5 Read
00033 0 R/W 40301 All |DI Value Read
00034 1 R/W

00035 2 |Counter Start(1)/ |R/W

00036 3 |Stop(0) R/W

00037 4 R/W

00038 5 R/W

00039 0 Write

00040 1 Write

00041 2 Write

Clear Counter(1) -

00042 3 Write

00043 4 Write

00044 5 Write
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00045 0 R/W

00046 1 R/W

00047 2 R/W

Clear Overflow

00048 3 R/W

00049 4 R/W

00050 5 R/W

00051 0 R/W

00052 1 R/W

00053 2 |DI Low Latch Sta- |RIW

00054 3 |tus R/W

00055 4 R/W

00056 5 R/W

00057 0 R/W

00058 1 R/W

00059 2 _|DI High Latch Sta- [R/W

00060 3 |tus R/W

00061 4 R/W

00062 5 R/W

DO

Address 0X |Ch |Description Attribute |Address 4X |[Ch |Description Attribute

00017 0 R/W 40013~40014 |0 |pulse Output Low |R/W

DO Value .

00018 1 R/W 40015~40016 |1 |Level Width R/W
40017~40018 |0 |Pulse Output High |R/W
40019~40020 |1 |Level Width R/W
40021~40022 |0 R/W

Set Absolute Pulse
40023~40024 |1 R/W
40025~40026 |0 |Set Incremental R/W
40027~40028 (1 |Pulse R/W
40303 All |DO Value R/W
Modbus RTU

Address 0X |Ch |Description Attribute |Address 4X |[Ch |Description Attribute

01001~01064 g; Bit value (COM 1) |R/W 41001~41064 g; Word value (COM1) |[R/IW
41101~41164 gs ?C't(;’:‘/l':‘f error c0de | pead
41201~41264 83 X\ézr:(‘g‘g‘“‘;%”or Read

Miscellaneous

Address 0X |Ch |Description Attribute |Address 4X |(Ch |Description Attribute

05001 RTC Battery Low |Read 45101 Data Logger Status |Read
45302 RSSI Read

Addresses for Internal Use

Address 0X [Ch |Description Attribute |Address 4X |Ch |Description Attribute
40211 Module Name 1 Read
40212 Module Name 2 Read
40213 Module Name 3 Read
40214 ReservodforMod- | Read
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A.2.4 WISE-4250-S251

Sensor (Max 10) 0 DI (Max 12) 6 (DO (Max 12) 0

Al (Max 12) 0 COM(MAX 2) 1

DI

Address 0X [Ch |Description Attribute |Address 4X |Ch |Description Attribute

00001 0 Read 40001~40002 |0 Read

00002 1 Read 40003~40004 |1 Read

00003 2 Bl Value Read 40005~40006 |2 |Counter/Fre- Read

00004 3 Read 40007~40008 |3 |quency Value Read

00005 4 Read 40009~40010 |4 Read

00006 5 Read 40011~40012 |5 Read

00033 0 R/W 40301 All |DI Value Read

00034 1 R/W

00035 2 |Counter Start(1)/ |R/W

00036 3 |Stop(0) R/W

00037 4 R/W

00038 5 R/W

00039 0 Write

00040 1 Write

00041 2 Write

Clear Counter(1) -

00042 3 Write

00043 4 Write

00044 5 Write

00045 0 R/W

00046 1 R/W

00047 2 R/W

Clear Overflow

000438 3 R/W

00049 4 R/W

00050 5 R/W

00051 0 R/W

00052 1 R/W

00053 2 |DI Low Latch Sta- |R/W

00054 3 |tus R/W

00055 4 R/W

00056 5 R/W

00057 0 R/W

00058 1 R/W

00059 2 _|DI High Latch Sta- [R/W

00060 3 |tus R/W

00061 4 R/W

00062 5 R/W

Modbus RTU

Address 0X |Ch |Description Attribute |Address 4X |[Ch |Description Attribute

01001~01064| 07 [Bit value (COM 1) [RW  |41001~41064 | ° z’c\’:‘(’;&‘;?'“e RIW
41101~41164 g 6 ?C't(;’:‘/::“; errorcode | poad
41201~41264 g 6 X\ézf(‘g"g‘l\‘jl%”or Read
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Table A.11: WISE-4250-S251

Miscellaneous

Address 0X |Ch |Description Attribute |[Address 4X |[Ch |Description Attribute

05001 RTC Battery Low [Read 45101 Data Logger Status |Read
45302 RSSI Read

Addresses for Internal Use

Address 0X |Ch |Description Attribute |Address 4X |Ch |Description Attribute
40211 Module Name 1 Read
40212 Module Name 2 Read
40213 Module Name 3 Read
40214 E{Ieessg’rﬁg forMod- | pead
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Appendix B

REST for WISE-4250
Series



B.1 Introduction

REST is the short for Representational State Transfer. It's a software architecture
style widely used for creating scalable web services. It is web standards based archi-
tecture and uses HTTP Web service. APIs that adhere to the REST architectural con-
straints are called RESTful APIs.

HTTP-based RESTful APIs are defined with these aspects:
B Base URI, such as http://fexample.com/resources/

B An Internet media type for the data. This is often JSON but can be any other
valid Internet media type (e.g., XML, Atom, microformats, images, etc.)

B Standard HTTP methods (e.g., GET, PUT, POST, or DELETE)

User could find the REST resources for WISE-4000 series in the appendix b of user
manual.

Take the web-service that related to DI as an example, you could find it meets the
definition of RESTful.

URL structure:
http://10.0.0.1/di_value/slot_index (Collection URI)
http://10.0.0.1/di_value/slot_index/ch_num (Element URI)

Internet media type:
application/json
{

"Ch":2,

"Md":1,
"Stat":0,
"Val":3378,
"Cnting™:0,
"ClrCnt":1,
"OvLch": 0

}

(Please note that ADAM-6000-CE and ADAM-6200 series use XML as the Internet
media type)

HTTP methods:

GET:Returns the representation of all of digital input value resource.
PUT:Replace all of digital input value resource

PATCH:Apply partial modifications to digital input value resource.
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B.2 REST Resources for WISE-4250 Series

B.2.1 Device Control

/control
Table B.1: Device control
Description The system can be controlled by command objects.
URL Structure http://10.0.0.1/control
HTTP Method PATCH: Send the control command to module.
GET None
PUT None
Request: PATCH /control
[Example]:
B Request: PATCH /control, Reset the module to default settings and
restart it.
PATCH Content-type: application/json
"RFD":1
}
Response: 200 OK
B Resource value definitions:
. . Data .
Field Abbreviation Type Property Description
1: Restart the system
System Restart Rst Number W * Module will automatically restart.
Module Locate Lc Number W 1: Locate the module.
function 0: Stop locating the module
Reset to Facto 1: Reset to factory default settings
ry RFD Number w and then restart the system
Default *
User must restart module.
F_{eset to Calibra- RCD Number W 1.: Reset to Calibration default coeffi-
tion Default Value cient
Reset Password RPw Number w 2: Reset the system password
User must restart module.
1: Reset the built-in log data (10 data)
Clear Log data CirLg Number w 2: Reset the built-in log data (System
diagnosis)
The new password. <ref to Note 1>
. Example, Set the password
Change password Pw String w ‘00000000’ from ‘123"
Account
user “73370FOFOFOFOFOFOFO
FOEODOC1F1F1F1F1F”
admin “72370FOFOFOFOFOFOFO
FOEODOC1F1F1F1F1F”
root “77370FOFOFOFOFOFOFO
FOEODOC1F1F1F1F1F”
Al calibration AlIC Number w 0 or 1: Al calibration.
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0 Span Calibration
1 Zero Calibration

1: Reset all of Modbus RTU response

Reset Modbus RTU RRS Number W status in COM1
response status 2: Reset all of Modbus RTU response

status in COM2

<Note 1> Password encoding
Only ‘root’ account has the right to change the passwords.

The encoding procedure:

1. Make the source data array, S, according to the order, Account Type (1 byte), password valid
byte-Length (1 byte), New Password (8 bytes), and Current Password (8 bytes).

Account(1) Len(1) New Password (8) |Current Password (8)
user: ‘L’ New Password Current Password
admin: ‘M’ Number (1 —8) |(Use 0x20 for un- (Use 0x20 for un-used
root: ‘H’ used bytes.) bytes.)

2. Perform a XOR(") operation on array S and the constant value, 0x3F. The result is named R.

3.  Convert each byte in R into two ASCII characters. The length of the configured password string
will be 20.

For example, encode a new password string ‘123456’ for admin account with the original password,

‘00000000’

1. S will be [0x4D, 0x06, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x20, 0x20, 0x30, 0x30, 0x30, 0x30,
0x30, 0x30, 0x30, 0x30].

2. XOR with 0x3F. Get R to be [0x72, 0x39, O0xOE,0x0D, 0x0C, 0x0B, 0x0A, 0x09, 0x1F, 0x1F, OxOF,
O0xOF, 0xOF, OxOF, OxOF, 0xOF, OxOF, OxOF].
3. The result string will be “72390EO0DOCOBOA091F1FOFOFOFOFOFOFOFOF”.

Remarks ‘
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B.2.2 Digital Input

Idi_config/slot_0
/di_config/slot_0/ch_num

Table B.2: Digital Input

Description Retrieves information about the digital input configuration resource.

http://10.0.0.1/di_config/slot_maclID

http://10.0.0.1/di_config/slot_maclID/ch_num

URL Structure where maclD = xxyyzziijjkk: the MAC ID of WISE-4210 end device (node)
= 0: for other models.

where num =0 ~ : the channel number

GET: Return the representation of all of digital input configurations resource.
HTTP Method PUT: Replace all of digital input configurations resource.
PATCH: Apply partial modifications to digital input configurations resource.

Multi Channel Request:
GET /di_config/slot_macID
Single Channel Request:
GET /di_config/slot_maclID/ch_num

[Example]:
In case of WISE-4210 I/O node, such as WISE-4210-S250 with 6 DI channels
Request: GET /di_config/slot_AD4210112233

Content-type: application/json
Response: 200 OK
{
"DICfg": [
{
"Ch":0,
"En":1,
"Md":0,
"Inv":0,
"Fltr": 1,
"FtLo": 100,
GET "FtHi": 150,
"FqT": 5,
"FgP": 0,
"CntlV"; 0,
"CntKp": 0,
"Tag": "Digital Input 0"

"Ch":A1,
"En":1,
"Md":0,
"Inv":1,
"Fltr": 0,
"FtLo": 1000,
"FtHi": 1000,
"FqT": 10,
"FgP": 0,
"CntlV"; 0,

" CntKp": 0,
"Tag": "Digital Input 1"
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"Ch":2,
"En":1,
"Md":0,
"Inv":0,

"Fltr": 1,
"FtLo": 500,
"FtHi": 500,
"FqT™ 10,
"FqP": 0,
"CntlV": 1000,
" CntKp": 1,
"Tag": "Input Counter”

"Ch"3,
"En":1,
"Md":0,
"Inv":0,
"Fltr": 0,
"FtLo": 100,
"FtHi": 100,
"FqT" 2,
"FqP": 1,
"CntlV": 0,
" CntKp": 0,

GET (Cont.) { "Ch"4

"En":1,
"Md":255,
"Inv":0,

"Fltr": 1,
"FtLo": 500,
"FtHi": 500,
"FqT": 10,
"FgP": 0,
"CntlV": 1000,
" CntKp": 1,
"Tag": "Input 5"

"Ch":5,
"En":1,
"Md":255,
"Inv":0,
"Fltr": 0,
"FtLo": 100,
"FtHi": 100,
"FqT": 2,
"FgP": 1,
"CntlV": 0,
" CntKp": 0,
"Tag": "Input 6"

"Tag": "Input Frequency'
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GET (Cont.)

Request : GET /di_config/slot AD4210112233/ch_2

Content-type: application/json
Response: 200 OK

{

"Ch":2,

}

"En":1,
"Md":0,
"Inv":1,

"Fltr": 0,
"FtLo": 10000,
"FtHi": 10000,
"FqT": 10,
"FgP": 0,
"CntlV": 0,

" CntKp": 0,
"Tag": "FrontDoor"

PUT

Single/Multi Channel Request:

PUT /di_config/slot_macID

Single Channel Request:

PUT /di_config/slot_macID/ch_num

[Example]:
Request: PUT /di_config/slot_AD4210112233
Content-type: application/json

{

"DICfg": [

{
"Ch"0,
"En":1,
"Md":0,
"Inv":0,
"Fltr": 1,
"FtLo": 100,
"FtHi": 150,
"FqT": 5,
"FgP": 0,
"CntlV": 0,
" CntKp": 0,
"Tag": "Digital Input 0"

"Ch"1,
"En":1,
"Md":0,
"Inv":1,
"Fltr": 0,
"FtLo": 1000,
"FtHi": 1000,
"FqT": 10,
"FgP": 0,
"CntlV": 0,

" CntKp": 0,
"Tag": "Digital Input 1"

115

WISE-4250 Series User Manual




"Ch"3,
"En":1,
"Md":255,
"Inv":0,
"Fltr": 0,
"FtLo": 100,
"FtHi": 100,
"FqT" 2,
"FqP": 1,
"CntlV": 0,
" CntKp": 0,

"Ch":4,
"En":1,
"Md":255,
"Inv":0,

"Fltr": 1,
"FtLo": 500,
"FtHi": 500,
"FqT": 10,
"FgP": 0,
"CntlV": 1000,
" CntKp": 1,
"Tag": "Input 5"

PUT (Cont.)

"Ch"5,
"En":1,
"Md":255,
"Inv":0,
"Fltr": 0,
"FtLo": 100,
"FtHi": 100,
"FqT" 2,
"FqP": 1,
"CntlV": 0,
" CntKp": 0,
"Tag": "Input 6"
}
|
}

Response: 200 OK

"Tag": "Input Frequency'
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PUT (Cont.)

B Request: PUT /di_config/slot_AD4210112233/ch_3

Content-type: application/json

{

"Ch":3,
"En":1,
"Md":255,
"Inv":0,
"Fltr": 1,
"FtLo": 5000,
"FtHi": 5000,
"FqT": 2,
"FgP": 1,
"CntlV": 0,

" CntKp": 1,

"Tag": "Station_A"
}

Response: 200 OK

PATCH

Single/Multi Channel Request:
PATCH /di_config/slot_macID
Single Channel Request:
PATCH /di_config/slot_macID/ch_num

[Example]:
B Request: PATCH /di_config/slot_AD4210112233
Content-type: application/json
{
"DICfg": [
{
"Ch"0,
"Inv":0
13
{
"Ch":2,
"CntKp": 0
13
{
"Ch":3,
"Md":0,
"Fltr": 1,
"FtLo": 500,
"FtHi": 500

}
]
}

Response: 200 OK

B Request: PATCH /di_config/slot_AD4210112233/ch_3
Content-type: application/json

{

"Ch":3,
"Md":255

}

Response: 200 OK
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JSON array name definition:

Field

Abbreviation

Data Type

Array of Digital input configurations

DICfg

Array

Resource value definitions:

Field

Abbreviation

Data
Type

Property

Description

Channel Number

Ch

Number

R

0, 1, ...: Digital input channel number.

Channel Enable

En

Number

RW

1/0: Enable / Disable function of this
input channel.

Mode

Md

Number

RW

Digital input mode.

DI

Counter

LowToHighLatch

HighToLowLatch

AlW|IN|I-~|O

Frequency

255 Invalid (Read only)

*Frequency is not supported in low
power mode.

Invert Signal

Inv

Number

RW

1 or 0: Enable or Disable invert signal
function.

Digital Filter

Fltr

Number

RW

1 or 0: Enable or Disable digital filter
function

Min. Low Signal
Width

FtLo

Number

RW

Minimum low signal width of digit filter
1 — 4294967295 (0.1 ms)

*UDI unit: 5000 (0.1ms), and round
up to multiple of 5000

Ex: If value is 5001, the filter width will
be 1000 ms

Min. High Signal
Width

FtHi

Number

RW

Minimum high signal width of digit fil-
ter
1 —-4294967295 (0.1 ms).

*UDI unit: 5000 (0.1ms), and round
up to multiple of 5000

Ex: If value is 5001, the filter width will
be 1000 ms

Frequency Value
Reset (to zero)
Time

FqT

Number

RW

The frequency measurement will be
cleared to 0 if no input signal
changed within this period of time.
1-255 (0.1 sec),

default: 100 (i.e. 10 sec)

(Taking 0.1 Hz frequency precise for
example, it will take up to 10 seconds
to verify the input signal is indeed
removed. Users could configure this
parameter to reduce the response
time.)

*No effect in UDI
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Frequency Precise

1 or 0: Enable / Disable Frequency
Precise 0.01Hz
(Frequency Precise is 0.01Hz or

FqP Number RwW 0.1Hz. Default Frequency Precise is
0.01Hz
0.1Hz)
*No effect in UDI
Counter Startup User defined initial counter value
Value Cntlv: Number — RW 4~ 4294067295
Keep Counter Value 1 or 0: Enable / Disable keep last
When Poweroff Cntkp Number RW value when power off.
. The description tag for this channel.
Tag Name Tag String RW Max. 21 characters
Eower Output Delay DTim Number RW 1~1809, unit: s
time Default: 1
Power Output PE Number ~ RW  Default: 0
Selection
0 Disable
1 Power Output 0
2 Power Output 1
The interval for DI conversion for
DI conversion inter- power saving
val CRT Number W 1~86400, unit: Sec (Default: 1)
*No use for power output is disable.
Remarks
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B.2.3 DI Data Acquisition

Idi_value/slot_0
/di_value/slot_0/ch_num

Table B.3: DI Data Acquisition

Description Retrieves information about the digital input value resource.

http://10.0.0.1/di_value/slot_macID

http://10.0.0.1/di_value/slot_macID/ch_num

URL Structure where maclD = xxyyzziijjkk: the MAC ID of WISE-4210 end device (node)
= 0: for other models.

where num =0 ~ : the channel number

GET: Returns the representation of all of digital input value resource.
HTTP Method PUT: Replace all of digital input value resource
PATCH: Apply partial modifications to digital input value resource.
Multi Channel Request:

GET /di_value/slot_macID
Single Channel Request:

GET /di_value/slot_macID/ch_num

[Example]:
In case of WISE-4210 I/O node, such as WISE-4210-S250 with 6 DI channels
B Request: GET /di_value/slot_AD4210112233

Content-type: application/json
Response: 200 OK

GET “DIVal”: [
{
“Ch™:0,
"En":1,
"Md":0,
“Stat”:1,
“Cnting”:0,
“OvLch™: 0,
“CtFq”: 10,
“Fqg”: 100,
“Leh™: 0,
“Hch™: 0
h
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GET (Cont.)

{ {
“Ch”A1,
"En":1,
"Md":0,
“Stat”.0,
“Cnting”:0,
“OvLch™: 0,
“CtFq” : 10,
“Fq”: 100,
“Leh™: 0,
“Hech™ 0
|3
{
“Ch”:2,
"En":1,
"Md":0,
“Stat”.0,
“Cnting™:1,
“OvLch™: 0,
“CtFq” : 10,
“Fq”: 100,
“Leh™: 0,
“Hech™ 0
|3
{
“Ch™:3,
"En":1,
"Md":255,
“Stat”.0,
“Cnting™:0,
“OvLch™: 0,
“CtFq” : 0,
“Fg™: 0,
“Leh™: 0,
“Hech™ 0
|3
{
“Ch™:4,
"En":1,
"Md":255,
“Stat”.0,
“Cnting™:0,
“OvLch™: 0,
“CtFq” : 0,
“Fg™: 0,
“Leh™ 0,
“Hech™ 0
}
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GET (Cont.)

{
“Ch”:5,
"En":A1,
"Md":255,
“Stat”:0,
“Cnting”:0,
“OvLch™ 0,
“CtFq” : 0,
“Fq”: 0,
“Leh™ 0,
“Hch™: 0
}
]
}

B Request: GET /di_value/slot_ AD4210112230/ch_2
Content-type: application/json
Response: 200 OK

{

“Ch”:2,

"En":1,

"Md":0,

“Stat”:1,

“Cnting™:0,

“OvLch™: 0,

“CtFq” : 10,

“Fqg”: 100,

“Leh™ 0,

“Hch™: 0

}

PUT

“CtFq”: 0,
‘Fq™ 0,
“Leh™: 0,
“Hch™: 0

Single/Multi Channel Request:

PUT /di_value/slot_macID

Single Channel Request:

PUT /di_value/slot_macID/ch_num

[Example]:
In case of WISE-4210 I/O node, such as WISE-4210-S250 with 6 DI channels
B Request: PUT /di_value/slot_AD4210112200
Content-type: application/json

{

“DIVal”: [

{
“Ch™0,
"En":1,
"Md":0,
“Stat”:0,
“Cnting”:0,
“ClrCnt”:0,
“OvLch”: 0,

3
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PUT (Cont.)

{

“Ch”™1,
"En":1,
"Md":0,
“Stat”:0,
“Cnting”:0,
“ClrCnt":1,
“OvLch”: 0,

“CtFq” : 0,
“Fg™: 0,
“Leh”: 0,
“Heh”™: 0

|3

{
“Ch”:2,
"En":1,
"Md":0,
“Stat”.0,
“Cnting”:0,
“ClrCnt”:1,
“OvLch™: 0,

“CtFq” : 0,
“Fg™: 0,
“Leh”: 0,
“Heh”™: 0

}!

{
“Ch”:3,
"En":1,
"Md":0,
“Stat”:0,
“Cnting”:0,
“ClrCnt”:0,
“OvLch”: 0,

“CtFq” : 0,
“Fg™: 0,
“Leh”: 0,
“Heh”™: 0

}!

{
“Ch”4,
"En":1,
"Md":0,
“Stat”:0,
“Cnting”:0,
“ClrCnt":1,
“OvLch”: 0,

“CtFq” : 0,
“Fg™: 0,
“Leh”: 0,
“Heh”™: 0

b
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{
“Ch”:5,
"En":A1,
"Md":0,
“Stat”:0,
“Cnting”:0,
“ClrCnt”:0,
“OvLch™ 0,
“CtFq” : 0,
“Fq”: 0,
“Leh™ 0,
“Hch™: 0
}
|
}

Response: 200 OK
PUT (Cont.)

B Request: PUT /di_value/slot_AD4210112200/ch_2
Content-type: application/json

{
“Ch”:2,
"En":1,
"Md":0,
“Stat”:0,
“Cnting™:0,
“CIrCnt”A1,
“OvLch™: 0,
“CtFq” : 0,
“Fq”: 0,

“Leh™: 0,
“Hch™: 0

}

Response: 200 OK
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PATCH

Single/Multi Channel Request:
PATCH /di_value/slot_macID
Single Channel Request:
PATCH /di_value/slot_macID/ch_num

[Example]:
B Request: PATCH /di_value/slot_AD4210112200
Content-type: application/json

{
“DIVal’: [

“Ch”:2,
“Cnting”: 1
}1
{
“Ch™3,
“OvLch™0
}
]
}

Response: 200 OK

B Request: PATCH /di_value/slot_AD4210112200/ch_3
Content-type: application/json

{
HChl!:B’
“ClrCnt”:1
}
Response: 200 OK
B JSON array name definition:
Field Abbreviation Data Type
Array of Digital input configurations |DICfg Array
u Resource value definitions:
. o Data i
Field Abbreviation Type Property Description
Channel Number Ch Number R 0, 1, ...: Digital input channel number.

1/ 0: Enable / Disable function of this

Channel Enable En Number RW .

input channel.
Enable/Disable Md Number R  Enable/Disable DI/UDI channel
Channel

0 DI

1 Counter

2 LowToHighLatch

3 HighToLowLatch

4 Frequency

055 Ir?valld mode, when UDI

disable

*Frequency mode is not supported in
UDI module

*Frequency is not supported in low
power mode.
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1, 0: Input signal is Logic High or

Signal Logic Status Stat Number R
Low.
Start/Stop counter counting
Read 1: counter is counting
Start Counter Cnting Number RwW 0: not counting
Write 1: start counting
0: stop counting
Clear Counter CIrCnt Number w 1: Clear the counter value
counter overflow
Get/Clear Counter OvLch Number RW Read 1:_ overflow occurred.
Overflow 0: no overflow
Write 0: clear the overflow
Counter Value CtFq Number R The counter value
B Value is multiplied by 10 if fre-
quency precise is 0.1Hz
B Value is multiplied by 100 if fre-
quency precise is 0.01Hz
Frequency Value Fq Number R
*Frequency is not supported in low
power mode.
*WISE-4210-AP only support fre-
quency precise is 0.01Hz.
L2H latch status
Get/Clear L2H Read 1:L2H latch occurred.
Latch Status Leh Number — RW 0: no L2H latch
Write O: clear the L2H latch status
H2L latch status
Get/Clear H2L Read 1: H2L latch occurred.
Latch Status Hch Number RW 0: no H2L latch
Write O: clear the H2L latch status
tC;r;annel Event Sta- Evt Number R DI statuses
Bit Order |Description
0 DI Not Ready
1~7 Reserved
Remarks
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B.2.4 Digital Output

Ido_config/slot_0
Ido_config/slot_0/ch_num

Table B.4: Digital Output

Retrieves information about the digital output configuration resource on spe-
cific slot.

http://10.0.0.1/do_config/slot_macID
http://10.0.0.1/do_config/slot_macIiD/ch_num
URL Structure where macID = xxyyzziijjkk: the MAC ID of WISE-4210 end device (node)
= 0: for other models.

where num =0 ~ : the channel number
GET: Return the representation of all of digital output configurations resource.
HTTP Method PUT: Replace all of digital output configurations resource.
PATCH: Apply partial modifications to digital output configurations resource.

Multi Channel Request:
GET /do_config/slot_macID
Single Channel Request:
GET /do_config/slot_macID/ch_num

Description

[Example]:
B Request: GET /do_config/slot_0

Content-type: application/json
Response: 200 OK
{
"DOCfg": [
{

"Ch"0,

"En":1,

"Md":0,

"FSV".0,

"PsLo":0,

"PsHi":0,

"HDT": O,

"LDT": 0,

"ACh": 0,

"AMd": O,

"Tag": "Digital Output 0"

GET

"Ch":A1,
"En":1,
"Md":3,
"FSV":0,
"PsLo":0,
"PsHi":0,
"HDT": 20000,
"LDT": 0,
"ACh": 0,
"AMd": 0,
"Tag": "Digital Output 1"
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"Ch":2,
"En":1,
"Md":1,
"FSV":.0,
"PsLo":5000,
"PsHi":15000,
"HDT": 0,
"LDT": 0,
"ACh": 0,
"AMd": 0,
"Tag": "Pulse"

"Ch"3,
"En":1,
"Md":2,
"FSV":.0,
"PsLo":0,
"PsHi":0,
"HDT": 0,
"LDT": 3000,
GET (Cont.) ﬁl(\:/lrc]i %
"Tag": "Low2High"
}
]
}

Content-type: application/json
Response: 200 OK
{
"Ch":9,
"En":1,
"Md":0,
"FSV":0,
"PsLo":0,
"PsHi":0,
"HDT": 0,
"LDT": 0,
"ACh": 0,
"AMd": 0,
"Tag": "DigOut"

B Request: GET /do_config/slot_AD4210112233/ch_9
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PUT

Single/Multi Channel Request:
PUT /do_config/slot_macID
Single Channel Request:
PUT /do_config/slot_macID/ch_num

[Example]:
B Request: PUT /do_config/slot_0
Content-type: application/json
{
"DOCTg": [
{

"Ch":0,

"En":1,

"Md":0,

"FSV":0,

"PsLo":0,

"PsHi":0,

"HDT": 0,

"LDT": 0,

"ACh": 0,

"AMd": 0,

"Tag": "DOutput 0"

"Ch"1,
"En":1,
"Md":3,
"FSV":0,
"PsLo":0,
"PsHi":0,
"HDT": 20000,
"LDT": 0,
"ACh": 0,
"AMd": O,
"Tag": "Digital Output 1"

"Ch":2,
"En":1,
"Md":1,
"FSV":0,
"PsL0":5000,
"PsHi":15000,
"HDT": 0,
"LDT": 0,
"ACh": 0,
"AMd": 0,
"Tag": "Pulse"
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"Ch":3,
"En":1,
"Md":2,
"FSV":.0,
"PsLo":0,
"PsHi":0,
"HDT": 0,
"LDT": 3000,
"ACh": 0,
"AMd": 0,
"Tag": "Low2High"
}
|
}
Response: 200 OK
PUT (Cont.) [ ] Request: PUT /do_config/slot_0/ch_3
Content-type: application/json

{
"Ch":3,
"En":1,
"Md":1,
"FSV"1,
"PsLo":3000,
"PsHi":7000,
"HDT": 0,
"LDT": 0,
"ACh": 0,
"AMd": O,
"Tag": "Station_A"
}

Response: 200 OK
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PATCH

Single/Multi Channel Request:
PATCH /do_config/slot_ macIlD
Single Channel Request:
PATCH /do_config/slot_macIiD/ch_num

[Example]:

B Request: PATCH /do_config/slot_0
Content-type: application/json

{
"DOCAg": [

"Ch"0,
"Md":1
12
{
"Ch":2,
"FSV": 0
}
]
}

Response: 200 OK

[ | Request: PATCH /do_config/slot_0/ch_3
Content-type: application/json

{
IlChll:B’
"Md":0
}
Response: 200 OK
B JSON array name definition:
Field Abbreviation Data Type
Array of Digital input configurations |DOCfg Array
u Resource value definitions:
. oy Data i
Field Abbreviation Type Property Description
Channel Number Ch Number R 0, 1, ...: Digital output channel number.
Channel Enable En Number RW 1/ 0: Enable / Disable function of this
output channel.
Mode Md Number R Digital output mode.
Value |Mode Note
0 DO
1 Pulse Output
2 LowToHighDelay
3 HighToLowDelay
. ADAM-T110.
4 Al Alarm Drived ADAM-3600
Fail Safety Value ESV Number RW 10r0: Ena_ble or Disable fail safety
value function.
Low Signal Width PsLo Number ~ Rw oW signal width of pulse
9 1-65535 (0.1 ms)
High Signal Width PsHi Number ~ Rw  High signal width of pulse

1-65535 (0.1 ms).
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High To Low Delay Time for High To Low Delay

Time HDT Number — RW 4" 65535 (0.1 ms)

Low To High Delay Time for Low To High Delay

Time LDT  Number — RW 4 65535 (0.1 ms).

Tag Name Tag String RW The description tag for this channel.

Max. 21 characters

The Number of Al
Channel which ACh Number RW
drives the DO signal

The Driving Alarm

0, 1, ...: Analog input channel number
to drive the DO

Mode AMd Number RW  The driving mode
0 No
1 High alarm drived
2 Low alarm drived
Remarks ‘

B.2.5 DO Data Acquisition

Ido_value/slot_0
/do_ value/slot_0/ch_num

Table B.5: DO Data Acquisition

Description Retrieves information about the digital input value resource on specific slot.
http://10.0.0.1/do_value/slot_macID
http://10.0.0.1/do_value/slot_maclID/ch_num
URL Structure where index =0 : the core module
1 ~ : the identifier of /O extension slot

where num =0 ~ : the channel number
GET: Returns the representation of all of digital output value resource.
HTTP Method PUT: Replace all of digital output value resource
PATCH: Apply partial modifications to digital output value resource.

GETMulti Channel Request:

GET /do_value/slot_macID

Single Channel Request:

GET /do_value/slot_maclD/ch_num

[Example]:
?Request : GET /do_value/slot_0

Content-type: application/json
GET Response: 200 OK

"DOVal": [
{

"Ch":0,
"En":1,
"Md":0,
"Stat":1,
"Val":1,
"PsCtn":0,
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GET (Cont.)

"PsStop":0,
"PsIV": 0

13

{
"Ch":1,
"En":1,
"Md":0,
"Stat".0,
"Val":0,
"PsCtn":0,
"PsStop":0,
"PsIV": 0

"Ch":2,
"En":1,
"Md":1,
"Stat":1,
"Val":3378,
"PsCtn":0,
"PsStop":0,
"PsIV": 0

"Ch":3,
"En":1,
"Md":3,
"Stat":1,
"Val":1,
"PsCtn":0,
"PsStop":0,
"PsIV": 0
}
]
}

B Request: GET /do_value/slot_0/ch_2

Content-type: application/json

Response: 200 OK

{
"Ch":2,
"En":1,
"Md":0,
"Stat":1,
"Val":1,
"PsCtn":0,
"PsStop":0,
"PsIV": 0

}

PUT

Single/Multi Channel Request:
PUT /do_value/slot_maclID
Single Channel Request:
PUT /do_value/slot_macID/ch_num

[Example]:
B Request: PUT /do_value/slot_0
Content-type: application/json
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{
"DOVal": [

"Ch"0,
"En":1,
"Md":0,
"Stat":1,
"Val":1,
"PsCtn":0,
"PsStop":0,
"PsIV": 0

"Ch":A1,
"En":1,
"Md":0,
"Stat":0,
"Val":0,
"PsCtn":0,
"PsStop":0,
"PslIV": 0

"Ch":2,
"En":A1,
"Md":1,
"Stat":1,
"Val":3378,
"PsCtn":0,
"PsStop":0,
PUT (Cont.) "PsIV": 0

"Ch"3,
"En":1,
"Md":3,
"Stat":1,
"Val":1,
"PsCtn":0,
"PsStop":0,
"PsIV": 0
}
]
}

Response: 200 OK

[ | Request: PUT /do_value/slot_0/ch_2

Content-type: application/json

{
"Ch":2,
"En":1,
"Md":2,
"Stat":0,
"Val":0,
"PsCtn":0,
"PsStop":0,
"PsIV": 0

}

Response: 200 OK

WISE-4250 Series User Manual 134



PATCH

Single/Multi Channel Request:
PATCH /do_value/slot_maclID
Single Channel Request:
PATCH /do_value/slot_macID/ch_num

[Example]:
B Request: PATCH /do_value/slot_0
Content-type: application/json

{
"DOVal": [

"Ch":2,
"Md": 2
3
{
"Ch":3,
"PsStop":1
}
]
}

Response: 200 OK

[ | Request: PATCH /do_value/slot_0/ch_3
Content-type: application/json

{

"Ch":3,
"PsCtn":1

}

Response: 200 OK

B JSON array name definition:

Field Abbreviation Data Type
Array of Digital input configurations |DOVal Array
u Resource value definitions:
. oy Data i
Field Abbreviation Type Property Description

Channel Number Ch Number R 0, 1, ...: Digital output channel number.

Channel Enable En Number R 1/ 0: Enable / Disable function of this
output channel.

Mode Md Number R Digital output mode.
1 Pulse Output
2 LowToHighDelay
3 HighToLowDelay

Signal Logic Status Stat Number R 108\/ Output signal is Logic High or

Channel Value Val Number RW DO measurement data

Output Mode |Value Description

Get the current signal
status or set its status
Get or set the abso-

lute pulse count value
LowToHighDe- |Get the current signal
lay status or set its status

DO

Pulse Output
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HighToLowDe- |Get the current signal
lay status or set its status

Eulse Output Con- PsCin Number RW 1/ 0: Pulse outputting is continuous or
tinue State not.

1: Stop the pulse outputting.
(Continue is disabled, Absolute and
incremental values are reset to zero.
DO signal status is set to logic low.)

Stop Pulse Output PsStop Number W

Incremental Pulse

Output Value PslV Number RW  Incremental Pulse Output Value

Remarks ‘

B.2.6 Analog Input

lai_genconfig/slot_index

Table B.6: Analog Input

Retrieves information about the analog input configuration resource on spe-
cific slot.

http://10.0.0.1/ai_genconfig/slot_index
where index =0 : the core module
URL Structure 1 ~ : the identifier of I/O extension slot
For WISE-4210 Sub-1G nodes, index is maclID of node.
index = xxyyzziijjkk: the MAC ID of end device (node)

GET: Return the representation of all of analog input configurations resource.
HTTP Method PUT: Replace all of analog input configurations resource.
PATCH: Apply partial modifications to analog input configurations resource.
Multi Channel Request:

GET /ai_genconfig/slot_index

Description

[Example]:
B Request: GET /ai_genconfig/slot_1

Content-type: application/json
Response: 200 OK

{
GET "Res":16,
"EnB":1,
"BMd":0,
"AiT":255,
"Smp":i1,
"AvgM™":5,
"Inv":1

}

Single/Multi Channel Request:
PUT /ai_genconfig/slot_index

[Example]:
B Request: PUT /ai_genconfig/slot_0
Content-type: application/json

{

PUT

"Res":16,
"EnB":1,
"BMd":0,
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"AiT":255,

"Smp":1,
"AvgM":0,
PUT (Cont.) "Inv":1
}
Response: 200 OK
Single/Multi Channel Request:
PATCH /ai_genconfig/slot_index
[Example]:
B Request: PATCH /ai_genconfig/siot_0
Content-type: application/json
PATCH {
"EnB":0,
"Smp":0
}

Response: 200 OK

[ | Resource value definitions for all channels:

. - Data ...
Field Abbreviation Type Property Description
1 ~ 32: Number of bits for Al value.
Al Resolution Res Number R For example, the resolution of ADAM-
T110 Al is 12-bit.
Burn-out Detection EnB Number RW 1/0: I_Enable / Disable Al burn-out
Enable detection
Burn-out Up/Down BMd Number RW  The burn-out value
Scale Mode
0 Down scale
1 Up scale
Al Filter Mode AT Number R The Al filter mode
0 Auto (50/60HZz)
1 50 Hz
2 60 Hz
255 None
Channel Mask for AvgM Number RW  The channel mask for average value.
Al Average
The interval for Al conversion for
Al conversion inter- power saving
val Inv Number — RW 4 86400, unit: Sec (Default: 1)
*No use for performance mode
Allow two power
ports output simul- Alt Number RW  Default: 0
taneously
0 Disable
1 Enable
Remarks
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B.2.7 Al Configuration

lai_config/slot_0
lai_config/slot_0/ch_num

Table B.7: Al Configuration

Retrieves information about the digital input configuration resource on specific
slot.
http://10.0.0.1/ai_config/slot_macID
http://10.0.0.1/ai_config/slot_macID/ch_num
URL Structure where maclD = xxyyzziijjkk: the MAC ID of WISE-4210 end device (node)
= 0: for other models.

where num =0 ~ : the channel number
GET: Return the representation of all of analog input configurations resource.
HTTP Method PUT: Replace all of analog input configurations resource.
PATCH: Apply partial modifications to analog input configurations resource.

Multi Channel Request:
GET /ai_config/slot_macID
Single Channel Request:
GET /ai_config/slot_macID/ch_num

Description

[Example]:
B Request: GET /ai_config/slot_BF1234567899

Content-type: application/json
Response: 200 OK

{
"AICfg": [
{

GET "Ch":0,
"En":1,
"Rng":328,
"EnLA": 1,
"EnHA": 0,
"LAMd": O,
"HAMd": 0,
"LoA" "2.0",
"HiA": "6.3",
"LoS": "0.0",
"HiS": "10",
"Tag": "Analog Input 0"
"LoP": "10.5",
"HiP": "110.3"

b
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GET (Cont.)

"Ch":2,
"En":1,
"Rng":328,
"EnLA": 0,
"EnHA": 0,
"LAMd": 0,
"HAMd": O,
"LoA": "0.0",
"HiA": "0.0",
"LoS": "0.0",
"HiS": "10",
"Tag": "Al2"
"LoP": "10.5",
"HiP": "110.3",

"Ch":3,
"En":0,
"Rng":328,
"EnLA": 0,
"EnHA": 1,
"LAMd": O,
"HAMd": 0,
"LoA": "0.0",
"HiA": "0.0",
"LoS": "0.0",
"HiS": "10",
"Tag": "Analog"
"LoP": "10.5",
"HiP": "110.3",

"Ch":4,
"En":1,
"Rng":328,
"EnLA": 0,
"EnHA": 0,
"LAMd": O,
"HAMd": 0,
"LoA": "0.0",
"HiA": "0.0",
"LoS": "0.0",
"HiS": "10",
"Tag": "Average Al"
"LoP": "10.5",
"HiP": "110.3",
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B Request: GET /ai_config/slot_AD4210112233/ch_0

Content-type: application/json
Response: 200 OK
{
"Ch":0,
"En":1,
"Rng":328,
"EnA": 1,
"AMd": O,
"LoA": "2.0",
"HiA": "6.3",
"LoS": "0.0",
"HiS": "10",
"Tag": "Analog Input 0"
"LoP": "10.5",
"HiP": "110.3",

GET (Cont.)

}

Single/Multi Channel Request:
PUT /ai_config/slot_maclD

Single Channel Request:

PUT /ai_config/slot_maclD/ch_num

[Example]:
B Request: PUT /ai_config/slot_AD4210112233
Content-type: application/json
{
"AICfg": [
{
"Ch":0,
"En":1,
PUT "Rng":328,
"EnLA": 1,
"EnHA": 1,
"LAMd": 0,
"HAMd": 0,
"LoA"; "2.0",
"HiA": "6.3",
"LoS": "4.0",
"HiS": "6",
"Tag": "Analog Input 0"
"LoP": "10.5",
"HiP": "110.3",
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PUT (Cont.)

"Ch"1,
"En":0,
"Rng":328,
"EnLA": 0,
"EnHA": 0,
"LAMd": 0,
"HAMd": 0,
"LoA"; "0.0",
"HiA": "0.0",
"LoS"; "2",
"HiS": "10",
"Tag": "Analog Input 1"
"LoP": "10.5",
"HiP": "110.3",

"Ch":2,
"En":1,
"Rng":328,
"EnLA": 0,
"EnHA": 1,
"LAMd": O,
"HAMd": 0,
"LoA": "0.0",
"HiA": "0.0",
"Tag": "Al2"

"Ch":3,
"En":0,
"Rng":328,
"EnLA": 0,
"EnHA": 0,
"LAMd": O,
"HAMd": 0,
"LoA"; "0.0",
"HiA": "0.0",
"LoS"; "5",
"HiS": "10",
"Tag": "Analog"
"LoP": "10.5",
"HiP": "110.3",
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"Ch":4,
"En":0,
"Rng":328,
"EnLA": 0,
"EnHA": 0,
"LAMd": 0,
"HAMd": 0,
"LoA": "0.0",
"HiA": "0.0",
"LoS": "0",
"HiS": "10",
"Tag": "Analog"
"LoP": "10.5",
"HiP": "110.3",
1
]
}

Response: 200 OK
PUT (Cont.)
B Request: PUT /ai_config/slot_AD4210112233/ch_3
Content-type: application/json
{
"Ch":3,
"En":0,
"Rng":328,
"EnLA": 0,
"EnHA": 0,
"LAMd": 0,
"HAMd": 0,
"LoA": "0.0",
"HiA": "0.0",
"LoS": "4",
"His": "5",
"Tag": "Station_A"
"LoP™: "2.5",
"HiP": "30.3",
}

Response: 200 OK
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Single/Multi Channel Request:
PATCH /ai_config/slot_macID
Single Channel Request:
PATCH /ai_config/slot_macID/ch_num

[Example]:
B Request: PATCH /ai_config/slot_AD4210112233
Content-type: application/json

{
"AICfg": [
llChll:O,
llLoAll: |l3.0|l
}1
{
"Ch":2,
PATCH llLoAll: ll2.0|l,
llHiAll: |l8.0|l
}
]
}
Response: 200 OK
B Request: PATCH /ai_config/slot_AD4210112233/ch_3
Content-type: application/json
{
"Ch":3,
"Tag": "Station_A12"
}
Response: 200 OK
B JSON array name definition:
Field Abbreviation Data Type
Array of Analog input configurations |AICfg Array
u Resource value definitions by Each Channel (Total channels = Al channel number + 1 average
channel):
Field Abbreviation 22 propert Description
Type perty Y
Channel Number Ch Number R 0, 1, ...: Analog input channel number.
1/0: Enable / Disable Al conversion
Channel Enable En Number RW Notice: Average channel is read pnly.
When channel mask of average is not
0, the value is 1.
Analog input range.
Input Range Rng Number RW Notice: Average channel is read only.
Range
code
328 |(0x0148)0-10V
327 |(0x0147)0~5V
325 |(0x0145)0~1V
262 |(0x0106) 0 ~500 mV
261 (0x0105) 0 ~ 150 mV
323 |(0x0143) +/-10V
322 |(0x0142) +/-5V
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321 (0x0141) +/-2.5V

320 |(0x0140) +/-1V

260 |(0x0104) +/- 500 mV

384 |(0x0180)4 ~ 20 mA

385 |(0x0181) +/- 20 mA

386 |(0x0182) 0 ~ 20 mA
0x01EOQ) DI

480 Ewhen crzannel in DI mode)

037 (Ox03A9) PT100(385) -200~
+600°C

969 (0x03C9) PT100(392) -200~
+600°C

994  |(0x03E2) PT1000 -40~ +160°C

65535 Invalid range, when average
channel is disable

Enable Low Alarm EnLA

Number

RW

1/0: Enable / Disable Al low alarm
function

Enable High Alarm EnHA

Number

RW

1/0: Enable / Disable Al high alarm
function

Alarm Low Mode LAMd

Number

RW

The alarm mode

0 Momentary

1 Latch

Alarm High Mode HAMd

Number

RW

The alarm mode

0 Momentary

1 Latch

Low Alarm Value LoA

String

RW

Set/get the low alarm limit value.
Data format is “£xxxxxxx.yyy”
Value range: -2147483.647 ~
+2147483.647

For example, “+0003.250” or “3.25”

High Alarm Value HiA

String

RW

Set/get the high alarm limit value.
Data format is “Exxxxxxx.yyy”

Value range: -2147483.647 ~
+2147483.647

For example, “+0015.250” or “15.25”

Al Min Scaling

Value LoS

String

RW

Set/get the scaling min value

Data format is “£xxxxxxx.yyy”
Value range: -2147483.647 ~
+2147483.647

For example, “+0004.350” or “4.35”

Al Max Scaling

Value .

String

RW

Set/get the scaling max value

Data format is “Exxxxxxx.yyy”

Value range: -2147483.647 ~
+2147483.647

For example, “+0016.720” or “16.72”

Tag Name Tag

String

RW

The description tag for this channel.
Max. 21 characters

Physical value for

Min scaling LoP

String

RW

Set/get the min scaling physical value
Data format is “Exxxxxxx.yyy”

Value range: -2147483.647 ~
+2147483.647

For example, “+0004.350” or “4.35”
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Set/get the max scaling physical value
. Data format is “£xxxxxxx.yyy”
;hys'ca'l."a'“e for HiP String Value range: -2147483.647 ~
ax scaling +2147483.647
For example, “+0120.350” or “120.35”
Power Output PE Number ~ RW  Default: 0
Selection
0 Disable
1 Power Output 0
2 Power Output 1
Power Output Delay DTim Number RW 1~1800, unit: s
time Default: 5
Remarks ‘

B.2.8 Al Data Acquisition

lai_value/slot_0
/ai_value/slot_0/ch_num

Table B.8: Al Data Acquisition

Description Retrieves information about the analog input value resource on specific slot.
http://10.0.0.1/ai_value/slot_macID
http://10.0.0.1/ai_value/slot_maciD/ch_num
URL Structure where maclD = xxyyzziijjkk: the MAC ID of WISE-4210 end device (node)
= 0: for other models.

where num =0 ~ : the channel number
GET: Returns the representation of all of analog input value resource.
HTTP Method PUT: None
PATCH: Apply partial modifications to analog input value resource.

Multi Channel Request:

GET /ai_value/slot_macID

Single Channel Request:

GET /ai_value/slot_maclD/ch_num

[Example]:
B Request: GET /ai_value/slot_BF1234567899

Content-type: application/json
Response: 200 OK

{
GET "AlVal": [

{
"Ch":0,
"En":1,
"Rng":328,
"Val":148,
"Eg":650,
"Evt":0,
"LoA": 0,
"HiA": 0,
"HVal":190,
"HEg": 1250,
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"LVal":15,
"LEg":500,
"SVal":148,
"CIrH": 0,
"CIrL": 0,
“PEg™: 6123,
"EgF":0.650,
"HEgF":1.250,
"LEgF":0.500,
"PEgF":6.123,

"Ch":1,
"En":1,
"Rng":328,
"Val"0,
"Eg":0,
"Evt":0,
"LoA":0,
"HiA™0,
"HVal"0,
"HEg":0,
"LVal"0,
"LEg":0,
"SVal":0,
"CIrH": 0,
"CIrL": 0
“PEg”: 2000,
"EgF":0.000,
"HEgF":0.000,
"LEgF":0.000,
"PEgGF":2.000,

GET (Cont.)

"Ch":2,
"En":1,
"Rng":328,
"Val":0,
"Eg":0,
"Evt":8,
"LoA™0,
"HiA™0,
"HVal":0,
"HEg":0,
"Lval":0,
"LEg"0,
"Sval":0,
"CIrH": 0,
"CIrL™: 0
“PEg”: 2000,
"EgF":0.000,
"HEgF":0.000,
"LEgF":0.000,
"PEgF":2.000,

"Ch"3,
"En":1,
"Rng":328,
"Val":0,
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GET (Cont.)

"Eg":0,
"Evt":0,
"LoA":0,
"HiA":0,
"HVal":0,
"HEg":0,
"Lval":0,
"LEg":0,
"Sval":0,
"ClIrH": 0,
"CIrL™: 0
“PEg”: 2000,
"EgF":0.000,
"HEgF":0.000,
"LEgF":0.000,
"PEgF":2.000,

"Ch":4,
"En":1,
"Rng":328,
"Val":0,
"Eg":0,
"Evt":0,
"LoA":0,
"HiA":0,
"HVal":0,
"HEg":0,
"Lval":0,
"LEg":0,
"Sval":0,
"ClIrH": 0,
"CIrL™: 0
“PEg”: 2000,
"EgF":0.000,
"HEgF":0.000,
"LEgF":0.000,
"PEgF":2.000,
}
]
}

B Request: GET /ai_value/slot_BF1234567809/ch_2

Content-type: application/json
Response: 200 OK

"Ch":2,
"En":1,
"Rng":328,
"Val":0,
"Eg":0,
"Evt":8,
"LoA"0,
"HiA":0,
"HVal":0,
"HEg":0,
"Lval":0,
"LEg"0,
"SVval":0,
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GET (Cont.)

"CIrH": 0,
"CIrL™: 0
"PEg”: 2000,
"EgF":0.000,
"HEgF":0.000,
"LEgF":0.000,
"PEgF":2.000,
}

PUT

None

PATCH

Single/Multi Channel Request:
PATCH /ai_value/slot_macID
Single Channel Request:
PATCH /ai_value/slot_macID/ch_num

[Example]:
B Request: PATCH /ai_value/slot_BF1234567890
Content-type: application/json

{
"AlVal": [
{
"Ch":2,
"LoA": 0
2
{
"Ch":3,
"HiA":0
}

]
}

Response: 200 OK

| Request: PATCH /ai_value/slot_BF1234567899/ch_3
Content-type: application/json

"LoA™0
}

Response: 200 OK

B JSON array name definition:

Field Abbreviation Data Type
Array of Analog input value AlVal Array
u Resource value definitions (Total channels = Al channel number + 1 average channel):
. oy Data _r
Field Abbreviation Type Property Description

0, 1, ...: Analog input channel number.

Channel Number ch Number R Note for the average channel:
The average channel number for a 4-
ch Al module is 4.

Input Range Rng Number R Analog input range.
Range
code

328 |(0x0148)0-10V

327 [(0x0147)0~5V

325 [(0x0145)0~1V
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262 |(0x0106) 0 ~500 mV

261 (0x0105) 0 ~ 150 mV

323 |(0x0143) +/-10V

322 |(0x0142) +/-5V

321 (0x0141) +/-2.5V

320 |(0x0140) +/-1V

260 |(0x0104) +/- 500 mV

384 |(0x0180) 4 ~20 mA

385 |(0x0181) +/- 20 mA

386 |(0x0182) 0 ~20 mA

480 (0x01EOQ) UDI .
(when channel in UDI mode)

037 (0x03A9) PT100(385) -200~
+600°C

969 (0x03C9) PT100(392) -200~
+600°C

994  |(0x03E2) PT1000 -40~ +160°C

65535 Invalid range, when average

channel is disable

1/ 0: Enable / Disable Al conversion
Notice: Average channel is read only.

Channel Enable En Number R When channel mask of average is not
0, the value is 1.
Channel Raw Value Val Number R 28186)5535: Al measurement data (Raw
tCur;annel Event Sta- Evt Number R Al statuses
(B)': der Description
0 Fail to provide Al value (UART
timeout, ADC error)
1 Over Range
2 Under Range
3 Open Circuit (Burnout)
4 Al Not Ready
Unavailable Channel Configu-
5 ration .
(Channel Disabled, DI Mode
Used)
6 Reserved
7 ADC initializing/Error
8 Reserved
9 Zero/Span Calibration Error
10~31 |Reserved
Low alarm status
Low Alarm Value LoA String RW Read 1 : low alarm occurred.

0 : not occurred

Write O : clear the low alarm status
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High alarm status
Read 1 : high alarm occurred.

High Alarm Value HiA String RW .
0 : not occurred
Write 0 : clear the high alarm status
\I\;I;)u(l;num Al Raw HVal Number R Al max. measurement data (Raw data)
\'\;l;ﬂ:rgum Al Raw LVval Number R Al min. measurement data (Raw data)
Channel Raw Value 0 ~65535: Al measurement data (Raw
. Sval Number R ;
After Scaling data) after scaling
Clear Maximum Al CIrH Number w 1: Clear the Maximum Al value
Value
Clear Minimum Al CirL Number 1: Clear the Minimum Al value
Value
Al engineering data, the value is float-
Channel Engineer- ing type. Unit: mV or mA
ing data (floating EgF Number R For example,
type) 999.120 -> 999.12 mV
-3.220-> -3.22 mA
Al max. engineering data, the value is
Maximum Al Engi- is floating type. Unit: mV or mA
neering data (float- HEgF Number R For example,
ing type) 10.200 -> 10.2 mV
-5.120 -> -5.12 mV
Al min. engineering data, the value is
Minimum Al Engi- floating type. Unit: mV or mA
neering data (float- LEgF Number R For example,
ing type) 250.350 -> 250.35 mV
-0.120-> -0.12 mV
Physical value after Al physical value after scaling, the
scaling (floating PEgF Number R value is floating type
type) For example: 150.350
Remarks
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B.2.9 Sensor Input

Isensor _config/slot_0/ch_num

Table B.9: Sensor input

Retrieves information about the sensor input configuration resource on spe-
cific slot.
http://10.0.0.1/sensor_config/slot_macID
http://10.0.0.1/sensor_config/slot_maclID/ch_num
URL Structure where maclD = xxyyzziijjkk: the MAC ID of WISE-4210 end device (node).

= 0: for other models.
where num = 0 ~ : the channel number

GET: Return the representation of all of sensor input configurations resource.
HTTP Method PUT: Replace all of sensor input configurations resource.
PATCH: Apply partial modifications to sensor input configurations resource.

Multi Channel Request:
GET /sensor_config/slot_index
Single Channel Request:
GET /sensor_config/slot_index/ch_num

Description

[Example]:
B Request: GET /sensor_config/slot_0

Content-type: application/json
Response: 200 OK

{

"SCfg": [
{
"Ch":0,
"En":1,
"Rng":4096,
"EnLA": 1,
"EnHA": 0,
"LAMd": 0,
"HAMd": 0,
GET "LoA": "2.0",
"HiA" "6.3",
“Dev”: “10.5”
“Plvt”: 1500,
“Val”: “0”,
“Tag"™: "W4220 _CCO0001-Temp"

"Ch":1,
"En":1,

"Rng":4128,

"EnLA": 1,

"EnHA" 1,

"LAMd"; 0,

"HAMd"; 0,

"LoA": "0.0",

"HiA": "10.0",

“Dev’; “10.5”

“Plvt’; 1500,

“Val”: “1.0”,

"Tag": " W4220_CC0001-RH"
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"Ch":2,
"En":1,
"Rng":4160,
"EnLA": 0,
"EnHA": 0,
"LAMd": O,
"HAMd": 0,
"LoA": "0.0",
"HiA": "0.0",
“Dev”: “10.5”
“Plvt”: 1500,
“Val”: “1.0”,
"Tag": "W4220_CC0001-Press"

"Ch":3,
"En":1,
"Rng":4192,
"EnLA": 0,
"EnHA": 1,
"LAMd": O,
"HAMd": 0,
"LoA": "0.0",
"HiA": "0.0",
“Dev”: “10.5”
“Plvt”: 1500,
“Val”: “1.0”,
"Tag": "W4220 _CCO0001-Lt"
}
]

GET (Cont.)

}

B Request: GET /sensor_config/slot_0/ch_0

Content-type: application/json
Response: 200 OK
{
"Ch":0,
"En":1,
"Rng":4096,
"EnA": 1,
"AMd": 0,
"LoA™ "2.0",
"HiA": "6.3",
“‘Dev”: “10.5”
“Plvt’: 1500,
“Val”: “1.0”,
"Tag": "W4220_CCO0001-Temp"
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PUT

Single/Multi Channel Request:

PUT /sensor_config/slot_index

Single Channel Request:

PUT /sensor_config/slot_index/ch_num

[Example]:
?Request: PUT /sensor_config/slot_0
Content-type: application/json

{

" SCfg": [

{
"Ch":0,
"En":1,
"Rng":4096,
"EnLA": 1,
"EnHA": 1,
"LAMd": 0,
"HAMd": 0,
"LoA": "2.0",
"HiA": "6.3",
“Dev”: “10.5”
“Plvt”: 1500,
“Val”: “1.0”,
"Tag": "W4220_CC0001-Temp"

3

{
"Ch":1,
"En":1,
"Rng":4128,
"EnLA": 0,
"EnHA": 0,
"LAMd": 0,
"HAMd": 0,
"LoA": "0.0",
"HiA": "0.0",
“Dev”: “10.5”
“Plvt”: 1500,
“Val”: “1.0”,
"Tag": "W4220_CC0001-RH"

3

{
"Ch":2,
"En":1,
"Rng":4160,
"EnLA": 0,
"EnHA": 1,
"LAMd": 0,
"HAMd": 0,
"LoA": "0.0",
"HiA": "0.0",
“Dev”: “10.5”
“Plvt”: 1500,
“Val”: “1.0”,

"Tag": "W4220_CC0001-Press"
}!
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"Ch":3,
"En":A1,
"Rng":4192,
"EnLA": 0,
"EnHA": 0,
"LAMd": 0,
"HAMd": 0,
"LoA": "0.0",
"HiA": "0.0",
“Dev”: “10.5”
“Plvt’: 1500,
“Val”: “1.0”,
"Tag": "W4220_ CCO0001-Lt"
}
|
}

Response: 200 OK
PUT (Cont.)
B Request: PUT /sensor_config/slot_0/ch_3
Content-type: application/json
{

"Ch":3,

"En":1,

"Rng":4192,

"EnLA": 0,

"EnHA": 0,

"LAMd": 0,

"HAMd": 0,

"LoA": "0.0",

"HiA": "0.0",

“Dev”: “10.5”

“Plvt”: 1500,

“Val”: “1.0%,

"Tag": "W4220_CCO0001-Lt"

}

Response: 200 OK
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Single/Multi Channel Request:
PATCH /sensor_config/slot_index
Single Channel Request:
PATCH /sensor_config/slot_index/ch_num

[Example]:
B Request: PATCH /sensor_config/slot_0
Content-type: application/json

{

"SCfg": [
"Ch":0,
"LoA": "3.0"

b
{"Ch" 2
PATCH "LoA": "2.0",
"HiA": "8.0"
}
]
}

Response: 200 OK

[ | Request: PATCH /sensor_config/slot_0/ch_3
Content-type: application/json

{
"Ch":3,
"Tag": "Sensor 3"

}

Response: 200 OK

B JSON array name definition:

Field Abbreviation Data Type
Array of Analog input configurations |SCfg Array
B Resource value definitions by Each Channel (Total channels = Al channel number):
. o Data i
Field Abbreviation Type Property Description

Channel Number Ch Number R 0, 1, ...: Sensor input channel number.

Channel Enable En Number RW 1/ 0: Enable / Disable function of this
sensor channel.
Sensor input range.

Input Range Rng Number RW (Refer to Sensor type code table)

Enable Low Alarm EnLA Number RW 1 /0:_Enable / Disable Al low alarm
function

Enable High Alarm EnHA Number RW 1 /0:_Enable / Disable Al high alarm
function

Alarm Low Mode LAMd Number RW  The alarm mode
0 Momentary
1 Latch

Alarm High Mode HAMd Number RW  The alarm mode
0 Momentary
1 Latch
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Low Alarm Value LoA

String

RW

Set/get the low alarm limit value.
Data format is “Exxxxxxx.yyy”
Value range: -99999.999 ~
+99999.999

For example,

“+0003.250” or “3.25”

High Alarm Value HIiA

String

RW

Set/get the high alarm limit value.
Data format is “£xxxxxxx.yyy”
Value range: -99999.999 ~
+99999.999

For example,

“+0015.250” or “15.25”

Sensor Deviation

Value Dev

String

RW

Sensor deviation value

Data format is “+xxxxxxx.yyy”

If deviation value is 0, the module will
not check deviation.

(Positive only)

Value range: 0 ~ 99999.999

One Measurement

Interval Pltv

Number

RW

The interval of measurement.

Value range: 100 ~ 8640000
(Unit:10ms)

Default: 1500

*The measurement interval is retrieved
the minimum value between tempera-
ture and humidity setting.

Sensor Offset Value Val

String

RW

The sensor offset value

Data format is “Exxxxxxx.yyy”

Value range: -1000.000 ~ +1000.000
For example,

“+0015.250” or “15.25”

Input Range for

sensor offset value RCD

Number

RW

Sensor input range for user input offset
only.
(Refer to Sensor type code table)

Tag Name Tag

String

RW

The description tag for this channel.
Max. 21 characters

Remarks
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B.2.10Sensor Data Acquisition

Isensor _value/slot_0/ch_num

Table B.10: Sensor Data Acquisition

Description Retrieves information about the sensor input value resource on specific slot.
http://10.0.0.1/sensor_value/slot_macID
http://10.0.0.1/sensor_value/slot_maclID/ch_num

URL Structure where macID = xxyyzziijjkk: the MAC ID of WISE-4210 end device (node).

= 0: for other models
where num = 0 ~ : the channel number

HTTP Method

GET: Returns the representation of all of sensor input value resource.
PUT: None
PATCH: Apply partial modifications to sensor input value resource.

GET

Multi Channel Request:
GET /sensor_value/slot_index
Single Channel Request:
GET /sensor_value/slot_index/ch_num

[Example]:
B Request: GET /sensor_value/slot_0

Content-type: application/json
Response: 200 OK

"SVal": [

{
"Ch":0,
"En":A1,
"Rng":4096,
"Evt":0,
"CIrH": 0,
"ClIrL": 0,
"EgF":0.650,
"HEgF":1.250,
"LEgF":0.500,
“LoA”: 0,
“HiA™: 0

|3

{
"Ch":1,
"En":A1,
"Rng":4128,
"Evt":0,
"CIrH": 0,
"CIrL": 0
"EgF":0.000,
"HEgF":0.000,
"LEgF":0.000,
“LoA”: 0,
“HiA™: 0

}

]
}
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B Request: GET /sensor_value/slot_0/ch_1

Content-type: application/json

Response: 200 OK

{
"Ch":1,
"En":1,
"Rng":4128,

GET (Cont.) "Evt".0,
"CIrH": 0,
"CIrL": 0
"EgF":0.000,
"HEgF":0.000,
"LEgF":0.000,
“LoA™: 0,
“HiA”™: 0

}

PUT None

Single/Multi Channel Request:
PATCH /sensor_value/slot_index
Single Channel Request:
PATCH /sensor_value/slot_index/ch_num

[Example]:
[ | Request: PATCH /sensor_value/slot_0

Content-type: application/json

{
" SVal": [
{
"Ch":0,
"CIrH": 0
3
PATCH {
"Ch"1,
"ClIrL":0
}
]
}

Response: 200 OK

B Request: PATCH /sensor_value/slot_0/ch_1
Content-type: application/json

{
}

Response: 200 OK

"CIrL":0

®  JSON array name definition:

Field Abbreviation Data Type

Array of Sensor value Sval Array

B Resource value definitions (Total channels = Al channel number):

. oy Data —r
Field Abbreviation Type Property Description
Channel Number Ch Number R 0, 1, ...: Sensor input channel number.

WISE-4250 Series User Manual 158



1/ 0: Enable / Disable function of this

Channel Enable En Number R
sensor channel.
Sensor input range.
Input Range Rng Number R (Refer to Sensor type code table)
t(fjr;annel Event Sta- Evt Number R Al statuses
Bit .
Order Description
Fail to provide Al (sensor)
0 value (UART timeout, ADC
error)
1~31 |Reserved
Clear Maximum ) .
CirH Number w 1: Clear the Maximum Sensor value
Sensor Value
Clear Minimum CirL Number w 1: Clear the Minimum Sensor value
Sensor Value
Sensor engineering data, the value is
. floating type. Unit: According sensor
Channel Engineer- tvoe code
ing data (floating EgF Number R yp
type) For example,
999.120 -> 999.12 °C
-3.220 ->-3.22°C
Sensor max. engineering data, the
Maximum Sensor ;/naluseelnsslsrf:annC% :tjyepe. Unit: Accord-
Engineering data HEgF Number R 9 yp
(floating type) For example,
10.200 -> 10.2°C
-5.120-> -5.12 °C
Sensor min. engineering data, the
Minimum Sensor \Slzlrtjseolrstflostér‘;%;ype. Unit: According
Engineering data LEgF Number R yp
(floating type) For example,
ghp 250.350 -> 250.35 °C
-0.120 ->-0.12°C
Low alarm status
Low Alarm Status LoA Number RW Read 1 :_ low alarm occurred.
0 : not occurred
Write O : clear the low alarm status
High alarm status
High Alarm Status HIA Number ~ Rw read 1:high alarm occurred.

0 : not occurred
Write O : clear the high alarm status

Remarks
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B.2.11 Counter Configuration

lent_genconfig/slot_index

Table B.11: Counter Configuration

Retrieves information about the counter configuration resource on specific

Description slot.

http://10.0.0.1/cnt_genconfig/slot_index
URL Structure where index =0 : the core module
1 ~ : the identifier of /0O extension slot

GET: Return the representation of all of Counter configurations resource.
HTTP Method PUT: Replace all of Counter configurations resource.
PATCH: Apply partial modifications to Counter configurations resource.

Multi Channel Request:
GET /cnt_genconfig/slot_index

[Example]:
[ | Request: GET /cnt_genconfig/slot_1

GET Content-type: application/json

Response: 200 OK

{
"Ft": 10,
"Fac": 1

}

Single/Multi Channel Request:
PUT /cnt_genconfig /slot_index

[Example]:
B Request: PUT /cnt_genconfig /slot_0
PUT Content-type: application/json
"Ft": 30
"Fac": 100
}

Response: 200 OK

Single/Multi Channel Request:
PATCH /cnt_genconfig /slot_index

[Example]:
B Request: PATCH /cnt_genconfig /slot_0
PATCH Content-type: application/json
" Ft":50
}

Response: 200 OK
B Resource value definitions by Each Channel:
Data

Field Abbreviation Type Property Description
Digital filter Ft Number RW  Digital filter(0~40000 us)
Freq Acq Time Fac Number RW rI;r;a)quency Acquire Timer(0~10000

Remarks
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/ent_config/slot_index/ch_num

Table B.12:

Retrieves information about the counter configuration resource on specific

Description slot.
http://10.0.0.1/cnt_config/slot_index
http://10.0.0.1/cnt_config/slot_index/ch_num
URL Structure where index =0 : the core module

1 ~ : the identifier of /0 extension slot
where num = 0 ~ : the channel number

HTTP Method

GET: Return the representation of all of Counter configurations resource.
PUT: Replace all of Counter configurations resource.
PATCH: Apply partial modifications to Counter configurations resource.

GET

Multi Channel Request:
GET /cnt_config/slot_index
Single Channel Request:
GET /cnt_config/slot_index/ch_num

[Example]:
B Request: GET /cnt_config/slot_1

Content-type: application/json

Response: 200 OK

{

"CntCfg": [
{

"Ch":0,
"Md":5,
"CntlV": 16,
"Act": 1,
"Type": 0,
"GtEn": 0,
"MGt": 0,
"GtTyp": 0,
"TgMd": 0

"Ch":A1,
"Md":5,
"CntlV": 16,
"Act": 1,
"Type": 0,
"GteEn": 0,
"MGt": 0,
"GtTyp": 0,
"TgMd": 0

"Ch":2,
"Md":5,
"CntlV": 16,
"Act": 1,
"Type": 0,
"GtEn": 0,
"MGt": 0,
"GtTyp": 0,
"TgMd": 0
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"Ch"3,
"Md":5,
"CntlV": 16,
"Act": 1,
"Type": 0,
"Gten": 0,
"MGt": 0,
"GtTyp": 0,
"TgMd": 0
}
|
}

GET (Cont.) B Request: GET /cnt_config/slot_0/ch_0

Content-type: application/json

Response: 200 OK

{
"Ch":0,
"Md":5,
"CntlV": 16,
"Act": 1,
"Type": 0,
"GtEn": 0,
"MGt": 0,
"GtTyp": 0,
"TgMd": 0

}

Single/Multi Channel Request:
PUT /cnt_config/slot_index
Single Channel Request:
PUT /cnt_config/slot_index/ch_num

[Example]:
B Request: PUT /cnt_config/slot_0

Content-type: application/json

{

PUT "C{)nthg": [
"Ch"0,
"Md":5,
"CntlV": 16,
"Act": 1,
"Type": 0,
"GtEn": 0,
"MGt": 0,
"GtTyp": 0,
"TgMd": 0
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PUT (Cont.)

"Ch":1,
"Md":5,
"CntlV": 16,
"Act": 1,
"Type": 0,
"GtEn": 0,
"MGt": 0,
"GtTyp": 0,
"TgMd": 0

"Ch":2,
"Md":5,
"CntlV": 16,
"Act": 1,
"Type": O,
"GtEn": 0,
"MGt": 0,
"GtTyp": 0,
"TgMd": 0

"Ch":3,
"Md":5,
"CntlV": 16,
"Act": 1,
"Type": O,
"Gten": 0,
"MGt": 0,
"GtTyp": 0,
"TgMd": 0
}
]
}

Response: 200 OK

B Request: PUT /cnt_config/slot_0/ch_3

Content-type: application/json

{
"Ch":3,
"Md":5,
"CntlV": 16,
"Act": 1,
"Type": 0,
"GtEn": 0,
"MGt": 0,
"GtTyp": 0,
"TgMd": 0

}

Response: 200 OK
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Single/Multi Channel Request:
PATCH /cnt_config/slot_index
Single Channel Request:
PATCH /cnt_config/slot_index/ch_num

[Example]:
B Request: PATCH /cnt_config/slot_0
Content-type: application/json

{
"CntCfg": [

"Ch"0,
"Md":5
b
{
"Ch":2,
"CntlV": 32,
PATCH "Act": 1
}
]
}

Response: 200 OK

[ | Request: PATCH /cnt_config/slot_0/ch_3
Content-type: application/json

{
"Ch":3,
"Md":5,
"CntlV": 16,
"Act": 0,
"Type": 0

}

Response: 200 OK

B JSON array name definition:

Field Abbreviation Data Type
Array of Counter configurations CntCfg Array
u Resource value definitions by Each Channel (Total channels = Al channel number + 1 average
channel):
Field Abbreviation Data Property Description
Type

Channel Number Ch Number R 0, 1, ...: Counter channel number.

Mode Md Number RW  Counter Mode
Value Mode Note
0 Bi direction
1 Up and down
2 Up
3 High frequency
4 A/B-1X
5 A/B-2X
6 A/B-4X
7 Low frequency
8 Wave width
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Startup Value Cntlv Number R/W  Counter Startup Value

Counter Action Act Number RW  Counter Action
Value Mode Note
0 Stop
1 Start

2 Reset

3 Clear Flag

1 or 0 of each bit: Enable or Disable

Counter Type Type Number RW the Counter Type
(B)': der Description
0 0: Once, 1:Repeat
1 0: Reload to Zero, 1: Reload To
Startup
Gate Enable GtEn Number RIW 1Sét€[)i:r]5nable/Dlsable Counter Gate
Mapping gate MGt Number R/W  The gate that counter is mapped to
Gate active Type GtTyp Number RW  Counter Gate Active Type
Value Type Note
0 Low level
1 Falling edge
2 High level
3 Rising edge
Trigger Mode TgMd Number RW  Counter Gate Active Type
Value Type Note
0 Non re-trigger
1 Re-trigger
2 Edge start
Channel Number Ch Number R 0, 1, ...: Counter channel number.
Mode Md Number RW  Counter Mode
Value Mode Note
0 Bi direction
1 Up and down
2 Up
3 High frequency
4 A/B-1X
5 A/B-2X
6 A/B-4X
7 Low frequency
8 Wave width
Startup Value Cntlv Number R/W  Counter Startup Value
Counter Action Act Number R/W  Counter Action
Value Mode Note
0 Stop
1 Start
2 Reset
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3|

Clear Flag

Counter Type

Type

Number

R/W

1 or 0 of each bit: Enable or Disable
the Counter Type

Bit
Order

Description

0

0: Once, 1:Repeat

1

0: Reload to Zero, 1: Reload To

Startup

Gate Enable

GtEn

Number

R/W

1/ 0: Enable/Disable Counter Gate

Setting

Mapping gate

MGt

Number

R/W

The gate that counter is mapped to

Gate active Type

GtTyp

Number

R/W

Counte

r Gate Active Type

Value

Type

Note

0

Low level

Falling edge

High level

1
2
3

Rising edge

Trigger Mode

TgMd

Number

R/W

Counte

r Gate Active Type

Value

Type

Note

Non re-trigger

Re-trigger

Edge start

Remarks
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B.2.12Counter Data Acquisition

lent_value/slot_index/ch_num

Table B.13: Counter Data Acquisition

Description Retrieves information about the Counter value resource on specific slot.
http://10.0.0.1/cnt_value/slot_index
http://10.0.0.1/cnt_value/slot_index/ch_num
URL Structure where index =0 : the core module
1 ~ : the identifier of I/O extension slot

where num = 0 ~ : the channel number
GET: Returns the representation of all of Counter value resource.
HTTP Method PUT: None
PATCH: Apply partial modifications to Counter value resource.

Multi Channel Request:
GET /cnt_value/slot_index
Single Channel Request:
GET /cnt_value/slot_index/ch_num

[Example]:
B Request: GET /cnt_value/slot_0

Content-type: application/json
Response: 200 OK

"CntVal": [
{
"Ch"0,
"Stat": 1,
"Val":0
12
{
"Ch"1,
"Stat": 1,
"Val":0
GET i

"Ch":2,
"Stat": 1,
"Val":0

12
{
"Ch":3,
"Stat": 1,
"Val":0
}
]
}

B Request: GET /cnt_value/slot_0/ch_2

Content-type: application/json
Response: 200 OK

{
"Ch":2,
"Stat": 1,
"Val":0

}
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PUT None

PATCH None
B JSON array name definition:
Field Abbreviation Data Type
Array of Counter configurations CntVal Array

B Resource value definitions (Total channels = Al channel number + 1 average channel):

Field Abbreviation TD;;Z Property Description
Channel Number Ch Number R 0, 1, ...: Counter channel number.
Counter Status Stat Number R Counter Status
Value Mode Note
0 None
1 Normal
8 Over flow
9 Under flow
10 Over and Under
flow
Channel Raw Value Val Number R 0 ~ 65535 :Counter measurement data

(Raw data)

Remarks ‘

B.2.13RS-485 Configuration

Iserial_config/com_x

Table B.14: RS-485 Configuration

Description Retrieves the configuration for RS-485 format

http://10.0.0.1/serial_config/com_x

URL Structure where x =1 ~: the identifier of COM number
GET: Returns the representation of all of RS-485 configuration resource.
HTTP Method PUT: Replace all of RS-485 configuration resource.
PATCH: Apply partial modifications to RS-485 configuration resource.
Request:
GET /serial_config/com_x
[Example]:
B Request: GET /serial_config/com_1
Content-type: application/json
GET Response: 200 OK
{
HBRH:2’
“DB™:1,
HPH: O’
“SB™.0,
“Prot™:.0
}
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PUT

Request:
PUT /serial_config/lcom_x

[Example]:

B Request: PUT /serial_config/com_1

Content-type: application/json

{
“BR”:2,
“DB”:1,
“P”: 0,
“SB™:0,
“Prot”:0

}

Response: 200 OK

PATCH

Request: PATCH /serial_config/com_x
[Example]:

B Request: PATCH /serial_config/com_1
Content-type: application/json

{
}

Response: 200 OK

“‘BR":7,

| Resource value definitions:

Field Abbreviation 'Il?ya;Z Property Description

Baud rate BR Number ~ Rw ~ Daud rale Seuing g‘;‘;RS"‘%
0 1200 bps
1 2400 bps
2 4800 bps
3 9600 bps
4 19200 bps
5 38400 bps
6 57600 bps
7 115200 bps

Data bit DB Number ~Rw %2PHIOTESA8Y
0 7 bit
1 8 bit

Parity P Number RW I:P)zgﬁlz%i?\l-sr?g
0 None
1 Odd
2 Even

. Stop bit for RS-485

Stop bit SB Number RW Defgult: 0->1 bit
0 1 Stop bit
1 2 Stop bit
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Protocol Prot Number RW  The protocol used for RS-485
0 Modbus/RTU (Client) |

Quick configuration or function support
Support FCS Number RW  of RS-485 COM port.
Default: 0->None

Bit R/W Description

Quick config. setup
0 W for WISE-2460P
(Write Only)

1: Device WISE-
2460P is detected.
R 0: WISE-2460P No
found

(Read Only)

Quick config. setup
1 w for WISE-S100 (Write
Only)

1: Device WISE-S100
is detected.

R 0: WISE-S100 No
found

(Read Only)

Quick config. setup

2 w for WISE-2460 (Write
Only)

1: Device WISE-2460
is detected.

R 0: WISE-2460 No
found

(Read Only)

3~ - Reserved

Remarks

B.2.14Modbus/RTC General Configuration

Imodbusserver_genconfig/com_x

Table B.15: Modbus/RTC General Configuration

Description Retrieves the configuration for Modbus/RTU general configuration

http://10.0.0.1/modbusserver_genconfig/com_x
where x =1 ~: the identifier of COM number
GET: Returns the representation of all of RS-485 general configuration
resource.
PUT: Replace all of RS-485 general configuration resource.
PATCH: Apply partial modifications to RS-485 general configuration resource.

URL Structure

HTTP Method
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Request:
GET /modbusserver_genconfig/com_x

[Example]:
B Request: GET /modbusserver_genconfig/com_1

GET Content-type: application/json
Response: 200 OK
{
“RT”: 100,
“DBP”: 50,
“EnC”:1
}
Request:
PUT /modbusserver_genconfig/com_x
[Example]:
B Request: PUT /modbusserver_genconfig/com_1
Content-type: application/json
PUT
“RT”: 100,
“DBP”: 50,
“EnC”:1
}
Response: 200 OK
Request: PATCH /modbusserver_genconfig/com_x
[Example]:
B Request: PATCH /modbusserver_genconfig/com_1
Content-type: application/json
PATCH {
“BR”:7,
}

Response: 200 OK

| Resource value definitions:

Field

. Data oy
Abbreviation Type Property Description

Server response
timeout

The maximum time for waiting server
device response

Receive timeout: 50-5000 ms
Default: 200 ms

RT Number RW

Delay Between
Polls

Delay time for sending next request
DBP Number RW  Delay time: 1-1000 ms
Default: 200 ms

Enable Modbus
RTU CRC check

1/ 0: Enable / Disable CRC checksum

EnC Number RW 4
verification

Remarks
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B.2.15Modbus/RTU Polling Rules Setting

Imodbusserver_config/slot_0/com_x
Imodbusserver_config/slot_0/com_x/idx_num

Table B.16: Modbus/RTU Polling Rules Setting

Description Retrieves information about the Modbus/RTU coil poll setting

http://10.0.0.1/modbusserver_config/slot_0/com_x
http://10.0.0.1/modbusserver_config/slot_0/com_x/seg_y http://10.0.0.1/modbus-
URL Structure server_config/slot_0/com_x/idx_num
where x =1 ~: the identifier of COM number
where y=0 ~: the index of data resource requisition, 8 rules in each segment
where num =0 ~ 20 : the rule number
GET: Returns the representation of all of Modbus/RTU coil poll resource.
HTTP Method PUT: Replace all of all of Modbus/RTU coil poll resource
PATCH: Apply partial modifications to Modbus/RTU coil poll resource.

Multi-Channel Request:
GET /modbusserver_config/slot_0/com_x
GET /modbusserver_config/com_x (only get first 8 rules)
GET /modbusserver_config/icom_x/seg_0 (get rule 0~ 7)
GET/modbusserver_config/icom_x/seg_1 (get rule 8 ~ 15)
GET/modbusserver_config/com_x/seg_2 (get rule 16 ~ 19)

Single Channel Request:
GET /modbusserver_config/slot_0/com_x/idx_num

[Example]:
Request: GET /modbusserver_config/slot_0/com_1
Request: GET /modbusserver_config/slot_0/com_1/seg_0

Content-type: application/json

GET Response: 200 OK

{

"RtuCfg": [
{

“Idx”:0
“SID™:1,
“FC”:1,
“Addr™:1,
“NOP”:4,
“Sltv”:1000,
“Prop™:1,
“MCh”:0,
“LgE™: 0,
“DevE™:0,
"Dev":300
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GET (Cont.)

“Idx™:1
“SID”:2,
“FC":1,
“Addr’:1,
“‘NOP”:4,
“Sltv”:1000,
“Prop”™:1,
“MCh”:4,
“LgE™ 0,
“DevE™:0,
"Dev":3276

|3

{
“ldx™:2
“SID”:3,
“FC":1,
“Addr”:17,
“‘NOP”:4,
“Sltv”:1000,
“Prop”™:1,
“MCh”:8,
“LgE™ 0,
“DevE”:0,
"Dev":100

|3

{
"ldx":3,
“SID”:3,
“FC":1,
“Addr”:2,
“‘NOP”:4,
“Sltv”:1000,
“Prop”™:1,
“MCh”:12,
“LgE™ 0,
“DevE™:0,
"Dev":30

|3

{
"ldx":4,
“SID”.0,
“FC”:.0,
“Addr”:0,
“NOP”:1,
“Sltv”:1000,
“Prop”™:1,
“MCh”:255,
“LgE™ 0,
“DevE”:0,
"Dev":3276
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GET (Cont.)

{
"ldx":7,
“SID™: 0,
“FC”:0,
“Addr”:0,
“NOP”:1,
“Sltv”:1000,
“Prop™:1,
“MCh”:255,
“LgE™: 0,
“DevE™:0,
"Dev":300

}

]
}

B Request: GET /modbusserver_config/slot_0/com_1/idx_2

Content-type: application/json
Response: 200 OK

{
"ldx":2,
“SID™:3,
“FC”:1,
“Addr”:1,
“NOP”:4,
“Sltv”:1000,
“Prop™:1
“MCh”:8,
“LgE™: 0,
“DevE”:0,
"Dev":300
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PUT

Multi-Channel Request:
PUT /modbusserver_config/slot_0/com_x
PUT /modbusserver_config/slot_0/com_x/seg_y

Single Channel Request:
PUT /modbusserver_config/slot_0/com_x/idx_num

[Example]:
B Request: PUT /modbusserver_config/slot_0/com_1
[ | Request: PUT /modbusserver_config/slot_0/com_1/seg_0

Content-type: application/json
{
"RtuCfg": [
{

“ldx™:0
“SID”:1,
“FC™1,
“Addr”:1,
“NOP”:4,
“Sltv”:1000,
“Prop™:1,
“MCh™:0,
“LgE™: 0,
“DevE”:0,
"Dev":3276

“Idx”:1
“SID”:2,
“FC”:1,
“Addr’:1,
“NOP”:4,
“Sltv”:1000,
“Prop™:1,
“MCh”:4,
“LgE™ 0,
“DevE”:0,
"Dev":500

|3

{

“Idx”:2
“SID”:3,
“FC”:1,
“Addr’:1,
“NOP”:4,
“Sltv”:1000,
“Prop™:1,
“MCh”:8,
“LgE™ 0,
“DevE”:0,
"Dev":1
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{
"ldx":3,
“SID™:3,
“FC”:1,
“Addr”:2,
“NOP”:4,
“Sltv”:1000,
“Prop™:1,
“MCh™:12,
“LgE™: 0,
“DevE”:0,
"Dev":300
h
{
"ldx":4,
“SID™:0,
“FC”:0,
“Addr”:0,
“NOP”:1,
“Sltv”:1000,
“Prop™:1,
PUT (Cont.) “ﬁ"g%r,‘,_'g%’
“DevE”:0,
"Dev":3276

"ldx"7,
“SID™: 0,
“FC”:0,
“Addr”:0,
“NOP”:1,
“Sltv”:1000,
“Prop™:1,
“MCh”:255,
“LgE™: 0,
“DevE”:0,
"Dev":300
}
|
}

Response: 200 OK
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B Request: PUT /modbusserver_config/slot_0/com_1/idx_2

Content-type: application/json

{
"ldx":3,
“SID”:3,
“FC”"1,
“Addr”:2,
“NOP”:4,

PUT (Cont.) “Sltv”:1000,
“Prop™1,
“MCh™:12,
“LgE™: 0,
“‘DevE™0,
"Dev":300

}

Response: 200 OK

Single/Multi Channel Request:
PATCH /modbusserver_config/slot_0/com_x
Single Channel Request:
PATCH /modbusserver_config/slot_0/com_x/idx_num

[Example]:
B Request: PATCH /modbusserver_config/slot_0/com_1
Content-type: application/json

{
"RtuCfg": [

{
"ldx":2,
“SID™1
}!
{
PATCH " dx":3,

“Sltv”:500

}
]
}

Response: 200 OK

?Request: PATCH /modbusserver_config/slot_0/com_1/idx_2
Content-type: application/json

{
}

Response: 200 OK

“Addr’:211

B JSON array name definition:
Field Abbreviation Data Type

Array of Modbus RTU poll configura-
tions

RtuCfg Array

B Resource value definitions (Total index = 8):

. oy Data oy
Field Abbreviation Type Property Description
ltem Index ldx Number R 0, 1, ...7: Rule Index number of Mod-

bus RTU set
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Modus RTU Server device ID

Server ID SID Number RwW 1.255
Modbus RTU function code used for
Function code FC Number RW  polling
Default: 0->Disable
0 Disable
1 Coil status
2 Input status
3 Holding register
4 Input register
Modbus RTU polling address
Address Addr Number RW  1-65535
Default: 1
The number of the address length
Number of points NOP Number RW  1-32
Default: 1
. 1~65535 s
Scan interval Sltv Number RwW Default: 60 s
R/W property Prop Number RW  RW property of the polling address
0 Read only
1 Write only
2 Read or write
The mapping start channel number for
Mapping channel MCh Number RwW §~E3S1TfUI request
Default: 0
Log enable LgE Number RW 0/1: _Enable/dlsable Modbus RTU log
function
0/1:
Deviation and COS DevE Number RW Enza”ble/dlsa_ble Modbu? RTU “devia-
enable tion” for registers, and “change of
state” for coils.
The deviation value of register raw
Raw Data Devia- data.
tion Value Dev Number — RW 465535
Default: 3276
Remarks
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B.2.16 Modbus/RTU Response Status

Imodbusserver_status/com_x
Imodbusserver_status/com_x/idx_num

Table B.17: Modbus/RTU Response Status

Description Retrieves information about the Modbus/RTU coil poll status
http://10.0.0.1/modbusserver_status/com_x
http://10.0.0.1/ modbusserver_status/com_x/idx_num
where x =1 ~: the identifier of COM number
where num = 0 ~ : the channel number
GET: Returns the representation of all of Modbus/RTU polling status
resource.
PUT: None
PATCH: None

Multi-Channel Request:
GET / modbusserver_status/com_x
Single Channel Request:
GET / modbusserver_status/com_x/idx_num

URL Structure

HTTP Method

[Example]:
Request: GET / modbusserver_status/com_1

Content-type: application/json
Response: 200 OK

"RtuStat": [
{
“Idx”:0,
“CRT”:33,
“HRT”:35,
“LRT”:32,
“‘Evt”:0

GET “ldx”:1,
“CRT":9,
“HRT”:11,
“LRT":6,
“BEvt”:0

“ldx”:2,
“CRT":9,
“HRT”:11,
“LRT":6,
“BEvt”:0

“Idx”:3,
“CRT":9,
“HRT”:11,
“LRT":6,
“BEvt”:0
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{
"ldx":7,
“CRT":0,
“HRT":0,
“LRT”:65535,
“Evt”:16
}
]
}
GET . .
B Request: GET /Imodbusserver_status/com_1/idx_2
Content-type: application/json
Response: 200 OK
{
“ldx™:2,
“CRT":9,
“HRT”:11,
“LRT”:6,
“Evt™:0
}
PUT None
PATCH None
®  JSON array name definition:
Field Abbreviation Data Type
Array of Modbus RTU polling status |RtuStat Array
B Resource value definitions (Total index = 8):
. oy Data r
Field Abbreviation Type Property Description
ltem Index ldx Number R 0, 1, ...7: Index number of Modbus
RTU set
The last (current) 0~65535: The last response time of
server device CRT Number R polling server device.
response time Unit: ms
The max server 0~65535: The maximum response
device response HRT Number R time of polling server device.
time Unit: ms
The min server 0~65535: The minimum response time
deivce response LRT Number R of polling server device.
time Unit: ms
Modbus RTU Poll- The status code of Modbus RTU poll-
. Evt Number R .
ing Status Code ing

Remarks
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B.2.17 Modbus/RTU Status Code

Table B.18: Modbus/RTU Status Code

Event Value |Description Polling Status |Read function |Write function
0 (0x00) No error \% \% \%
1 (0x01) lllegal function \Y \% \%
2 (0x02) lllegal data address \% V Vv
3 (0x03) lllegal data value \Y \% \%
4 (0x04) Server device failure \% V Vv
5 (0x05) Acknowledge \Y \% \%
6 (0x06) Server device busy \% V Vv
7 (0x07) Negative acknowledge \Y \% \%
8 (0x08) Memory parity error \% V \%
9 (0x09) Reserved

10 (Ox0A) Gateway path unavailable \%

11 (0x0B) iz’geg:;y target device failed to Vv Vv Vv
12 ~15 Reserved

16 (0x10) Unavailable \Y \%

17 (0x11) Server response timeout \% V Vv
18 (0x12) Checksum error \Y \% \%
19 (0x13) Received data error \% V Vv
20 (0x14) Send request fail \Y \% \%
21(0x15) Unprocessed \% V Vv
22(0x16) Read only \%
23(0x17) In processing \Y
24(0x18) Invalid Protocol \%

181 WISE-4250 Series User Manual




B.2.18 Expansion tag data — bit data

lexpansion_bit/slot_0/com_x
lexpansion_bit/slot_0/com_x/idx_y
lexpansion_bit/slot_0/com_x/ch_num

Table B.19: Expansion tag data — bit data

Retrieves information about the expansion tag bit data resource, the data

Description information is defined by user configuration
http://10.0.0.1/expansion_bit/slot_0/com_x (GET only)
http://10.0.0.1/expansion_bit/slot_0/com_x/idx_y (GET only)
http://10.0.0.1/expansion_bit/slot_0/com_x /ch_num

URL Structure

where x =1 ~: the identifier of COM number
where y=0 ~ : the index of data resource requisition, 8 channel in each index
where num =0 ~ : the channel number

HTTP Method

GET: Returns the representation of all of expansion bit data resource.
PUT: None.
PATCH: Apply partial modifications to expansion bit data resource.

GET

Multi-Channel Request:
GET /expansion_bit/slot_0/com_x (only get first 32 channel)
GET /expansion_bit/slot_0/com_x/idx_0 (get first 8 channel)
GET /expansion_bit/slot_0/com_x/idx_1 (get second 8 channel)

Single Channel Request:
GET /expansion_bit/slot_0/com_x/ch_num

[Example]:
B Request: GET /expansion_bit/slot_0/com_1

Content-type: application/json
Response: 200 OK
{
"ExpBit": [
{
"Ch":0,
“Val”:1,
“Evt”:0,
“SID":A1,
“Addr”:1,
“MAddr”:1001,
“WEvt”:0
h
{
"Ch":1,
“Val™:0,
“Evt”:0,
“SID":A1,
“Addr”:2,
“MAddr”:1002,
“WEvt”:0
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GET (Cont.)

}

{

}
{

}
{

}
]

{

llE

"Ch":2,
“Val”:1,
“Evt”:0,
“SID":1,
“Addr”:3,
“MAddr”:1003,
“WEWt”:.0

"Ch":3,
“Val”:1,
“Evt”:0,
“SID":1,
“Addr”:4,
“MAddr’:1004,
“WEWt”:.0

"Ch":4,
“Val”:1,
“Evt”:0,
“SID":2,
“Addr”:1,
“MAddr”:1005,
“WEWt”:.0

"Ch":31,
“Val”:0,
“Evt”:0,
“SID™:3,
“Addr’:17,
“MAddr’:1032,
“WEWt”:0

Request: GET /expansion_bit/slot_0/com_1/idx_4
xpBit": [

"Ch":32,
“Val”:1,
“Evt”:0,
“SID”:1,
“Addr’:1,
“MAddr”:1001,
“WEW”:0
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{
"Ch":33,
“Val”:0,
“Evt”:0,
“SID”:A1,
“Addr”:2,
“MAddr”:1002,
“WEvVt”:0

"Ch":39,
“Val”:0,
“Evt”:0,
“SID™:3,
“Addr:17,
“MAddr”:1032,
“WEvVt”:0
}
|
}

B Request: GET /expansion_bit/slot_0/com_1/ch_2

Content-type: application/json
Response: 200 OK

{
"Ch":2,
“Val”:1,
“Evt”:0,
“SID”:1,
“Addr”:3,
“MAddr”:1003,
“WEWt”:0

}

PUT None

Single Channel Request:
PATCH /expansion_bit/slot_0/com_x/ch_num

[Example]:
] Request: PATCH /expansion_bit/slot_0/com_1/ch_3
PATCH Content-type: application/json

{
}

Response: 200 OK

"Val":1

B JSON array name definition:

Field Abbreviation Data Type
Array of Modbus RTU polling status |RtuStat Array
B Resource value definitions (Total channels = 32):
. oy Data _
Field Abbreviation Type Property Description
Channel Number Ch Number R 0, 1, ...: expansion tag data channel
number
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The channel value of expansion tag

data
Value: 0/1
Channel Value Val Number R/W
*After writing action, user must poll the
“expansion bit writing status” to get
process result.
Channel Status The channel status code of expansion
Code for Read Evt Number R tag data
Operation (Refer to Modbus/RTU Status Code)
Server ID sID Number R (I\)/lgglés RTU Server device ID

Modbus RTU Server device polling

Server Modbus Addr Number R address

Address

1-9999

Modbus TCP mapping address of
Modbus TCP Map- MAddr Number R expansion value
ping Address 1-9999

The status for preview writing action.
(Refer to Modbus/RTU Status Code)

Expansion bit writ- WEvt Number R

ing status *Event value 0x17: the writing process
is not finish, user should poll the status
later.
Remarks
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B.2.19Expansion tag data — word data

lexpansion_word/slot_0/com_x/ch_num

Table B.20: Expansion tag data — word data

Retrieves information about the expansion word data resource, the data infor-

Description mation is defined by user configuration
http://10.0.0.1/expansion_word/slot_0/com_x (GET only)
http://10.0.0.1/expansion_word/slot_0/com_x/idx_y (GET only)
http://10.0.0.1/expansion_word/slot_0/com_x/ch_num

URL Structure

where x =1 ~: the identifier of COM number
where y=0 ~ : the index of data resource requisition, 8 channel in each index
where num =0 ~ : the channel number

HTTP Method

GET: Returns the representation of all of expansion word data resource.
PUT: None
PATCH: Apply partial modifications to expansion word data resource.

GET

Multi-Channel Request:
GET / expansion_word/slot_0/com_x (first 32 channel)
GET / expansion_word /slot_0/com_x/idx_0 (get first 8 channel)
GET / expansion_word /slot_0/com_x/idx_1 (get second 8 channel)

Single Channel Request:
GET /expansion_word/slot_0/com_x/ch_num

[Example]:
] Request: GET /expansion_word/slot_0/com_1

Content-type: application/json

Response: 200 OK

{

"ExpWord": [
{

"Ch":0,
"Val":32768,
“Evt”:0,
“SID™:1,
“Addr”:1,
“MAddr”:1001,
“WEvt”:0

"Ch":A,
"Val":1235,
“Evt™:0,
“SID”:1,
“Addr”:2,
“MAddr”:1002,
“WEwVt":.0
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GET (Cont.)

]
}

{

{
"Ch":2,
"Val":65535,
“Evt”:0,
“SID":1,
“Addr”:3,
“MAddr”:1003,
“WEWt”:.0

|3

{
"Ch":3,
"Val":33358,
“Evt”:0,
“SID":1,
“Addr”:4,
“MAddr’:1004,
“WEWt”:.0

|3

{
"Ch":4,
"Val":4095,
“Evt”:0,
“SID":2,
“Addr:211,
“MAddr”:1005,
“WEWt”:.0

"Ch":31,
"Val":0,
“Evt”:0,
“SID™:3,
“Addr”:1,
“MAddr’:1032,
“WEWt”:0
}

Request: GET /expansion_word/slot_0/com_1/idx_0

"ExpWord": [
{

"Ch": 0,
"Val": 32767,
"Evt": O,
"SID": 2,
"Addr": 1,
"MAddr": 1001,
"WEwWt": 0
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"Val":32768
}

Response: 200 OK

"Ch": 7,
"Val"; 65535,
"Evt": 0,
"SID": 2,
"Addr": 8,
"MAddr": 1008,
"WEvt": 0
}
]
}
GET (Cont,) B Request: GET /expansion_word/slot_0/com_1/ch_2
Content-type: application/json
Response: 200 OK
"Ch":2,
"Val":65535,
“Evt”:0,
“SID”:1,
“Addr”:3,
“MAddr”:1003
}
PUT None
Single Channel Request:
PATCH /expansion_word/slot_0/com_x/ch_num
[Example]:
B Request: PATCH /expansion_word/slot_0/com_1/ch_3
PATCH Content-type: application/json

B JSON array name definition:

Field Abbreviation Data Type
Array of Analog input configurations |ExpWord Array
B Resource value definitions (Total channels = 32):
. oy Data _r
Field Abbreviation Type Property Description

Channel Number ch Number R 0, 1, ...: expansion tag data channel
number
The channel value of expansion data

Channel Value Val Number R/W  *After writing action, user must poll the
“expansion bit writing status” to get
process result.

Channel Status The channel status code of expansion

Code for Read Evt Number R word value

Operation (Refer to Modbus/RTU Status Code)

Server ID SID Number R Modus RTU server device ID

0-255
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Modbus RTU server device polling

Server Modbus Addr Number R address

Address

1-9999

Modbus TCP mapping address of
Modbus TCP Map- MAddr Number R  expansion value
ping Address 1-9999

The status for preview writing action.
(Refer to Modbus/RTU Status Code)

Expansion word WEvt Number R

writing status *Event value 0x17: the writing process
is not finish, user should poll the status
later.
Remarks
B.2.20Network
Table B.21: Network
Description Retrieves the network link information.
URL Structure http://10.0.0.1/net_basic
GET: Returns the representation of all of network link information resource.
HTTP Method PUT: Replace all of network link information resource.
PATCH: Apply partial modifications to network link information resource.
Request:

GET /net_basic

[Example]:
B Request: GET /net_basic

Content-type: application/json

GET Response: 200 OK

{
"MAC":"00-D0-C9-F0-63-F7",
"DHCP":0,
"IP":"10.0.0.1",
"Msk":"255.255.0.0",
"GwW":."0.0.0.0"

}

Request:

PUT /net_basic

[Example]:
B Request: PUT /net_basic
Content-type: application/json

{
PUT "MAC":"00-D0-C9-F0-63-F7",
"DHCP":0,
"IP":"192.168.0.1",
"Msk":"255.255.255.0",
"GW":"0.0.0.0"
}

Response: 200 OK
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[Example]:

Request: PATCH /net_basic

B Request: PATCH /net_basic

PATCH Content-type: application/json

{
}

"DHCP":1

Response: 200 OK

| Resource value definitions :

Field Abbreviation .?;;: Property Description
MAC address.
MAC ID MAC String R (12+5) characters, ex, "00-D0-C9-F0-
63-F7"
Get IP Method
0: static IP
Get IP Method DHCP Number RW  1: DHCP
2: Static IP According to Dip Switch
Settings (ADAM-3600-A1F Only)
IP Address IP String RW  IP v4 IP address
Subnet Mask Msk Msk Msk  IP v4 Subnet Mask
Gateway Address GW String RW  IP v4 Gateway address
Remarks
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B.2.21 Wi-Fi Wireless network

Iwlan_config

Table B.22: Wi-Fi Wireless network

Description Retrieves the wireless network configuration.
URL Structure http://10.0.0.1/wlan_config

GET: Returns the representation of all of WLAN configuration resource.
HTTP Method PUT: Replace all of WLAN configuration resource.
PATCH: Apply partial modifications to WLAN configuration resource.
Request:

GET /wlan_config

[Example]:
B Request: GET /wlan_config

Content-type: application/json
Response: 200 OK
{
"Md":0,
"ISSID":"corega",
"ISec":2,
"IKey":"12345678",
"ISSID2":"Giant",
"ISec2":0,
"IKey2":"",
GET "ASSID":"WISE-4050_4D63A1",
"AHid":0,
"ACnty":0,
"ACh":6,
"ASec":0,
"AKey":"",
"MAC":"00-D0-C9-F0-63-F7",
"AlP":"192.168.1.1",
"AMsk":"255.255.255.0",
"AGW":"192.168.1.1",
"DHCP":0,
"IP":"10.0.0.100",
"Msk":"255.255.0.0",
"GW":"10.0.0.1",
"IWId": "E6-F4-C6-12-C5-DE",
"En": 0
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PUT

Request:
PUT /wlan_config

[Example]:
B Request: PUT /wlan_config
Content-type: application/json
{
"Md":0,
"ISSID":"corega",
"ISec":2,
"IKey":"12345678",
"ISSID2":"Giant",
"ISec2":0,
"IKey2":"",
"ASSID":"WISE-4050_4D63A1",
"AHid":0,
"ACnty":0,
"ACh":6,
"ASec"0,
"AKey":"",
"DHCP":0,
"IP":"10.0.0.100",
"Msk":"255.255.0.0",
"GW":"10.0.0.1",
"IWId": "E6-F4-C6-12-C5-DE",
"En": 0
}
Response: 200 OK

PATCH

Request: PATCH /wlan_config
[Example]:

B Request: PATCH /wlan_config
Content-type: application/json

{
}

Response: 200 OK

"IKey":"advantech"

Field

Data

Abbreviation
Type

Property Description

WLAN Operation
Mode

Md Number RW  The WLAN mode of operation

0 Infrastructure Mode

1 Reserved

2 AP Mode

Country Code

The country code (channel value

Number RW range depends on the country).

ACnty

US (US FCC)

CA (IC Canada)

—_

SG (Singapore)

EU (ETSI)

AU (Australia)

KR (Repubilc Of Korea)

O WIN|=|O

~~~ |~

FR (France)
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7 JP (Japan)

8 CN (China)

MAC address.

MAC ID MAC String R (12+5) characters, ex, "00-D0-C9-FO-
63-F7"
AP Mode
AP — As an access point role, the Service
The SSID of the AP ASSID String RW Set I_dent|f|er (SSID) name should be
mode configured.
Max. characters: 32
AP — As an access point role, it can choose
Enable SSID Hid- AHid  Number  RW Egg:%*; the Service Set |dentifier
den 1/0: Enable/Disable SSID hidden.
The channel value range depends on
AP — the country.
Operational Chan- ACh Number RW  0~165
nel for the AP 0: Auto (2.4G only)
*Reference frequency table
AP — .
Security Type ASec Number RW  The security type of the AP.
0 Security Open
5 Security WPA/WPA2
7 Security WPA3
(MPF must enabled)
WPA/WPAZ2 pass phrase of the AP
AP — . Max. characters:
Security Key AKey String RW For WPA/WPA2: 8 to 63 characters
For WPAS3: 8 to 255 characters
AP — . .
IP Address AIP String R IP v4 IP address applied to AP mode
AP — . IP v4 Subnet Mask applied to AP
Subnet Mask AMsk String R mode
AP — . IP v4 Gateway address applied to AP
Gateway Address AGW String R mode
AP — MPF Number RwW |0 Disable
Management 1 Enable
Frame Protection 2 Option (Capable)
Infrastructure Mode
Infrastructure — In Infrastructure mode, enable that
Enable lock AP of En Number RW  WISE only connect to the AP with
particular BSSID BSSID setting.
0 Disable
1 Enable
In Infrastructure mode, the BSSID of
Infrastructure — the remote access point
The BSSID. of the IWid String RW (12+5) characters, ex, "B8-55-10-86-
Access Point "
56-F7
Infrastructure — .
The SSID of the 1SSID String RW The SSID of the remote access point.

Access Point

Max. characters: 32
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Infras’fructure - ISec Number RW Th_e security type of the remote access
Security Type point.
0 Security Open
5 Security WPA/WPA2
7 Security WPA3
(MPF must enabled)
8 EAP-PEAP
9 EAP_TLS
Infrastructure — WPA2 enterprise identity of the AP,
. . ld String RW  cannot have any colon in EAP identity
802.1x EAP identity .
Max. characters:255
WPA/WPA2/WPA3 pass phrase of the
AP
Infrastructure — Max. characters:
Security Ke IKey String RW  For WPA/WPA2: 8 to 63 characters
y ey For WPA2 Enterprise: 1 to 255 charac-
ters
For WPAS3: 8 to 255 characters
Management 1 Enable
Frame Protection 2 Option (Capable)
Infrastructure —
The SSID of the . The SSID of the remote access point.
Second Access ISSID2 String RW Max. characters: 32
Point
Infrastructure — 1Sec2 Number RW The security type of the remote access
Security Type of the point.
Second AP 0 Security Open
5 Security WPA/WPA2
7 Security WPA3
(MPF must enabled)
8 EAP-PEAP
9 EAP_TLS
Infrastructure — WPA2 enterprise identity of the AP,
802.1x EAP identity Id2 String RW  cannot have any colon in EAP identity
of the Second AP Max. characters: 255
WPA/WPA2/WPA3 pass phrase of the
AP
Infrastructure — Max. characters:
Security Key of the IKey2 String RW  For WPA/WPAZ2: 8 to 63 characters
Second AP For WPA2 Enterprise: 1 to 255 charac-
ters
For WPAS3: 8 to 255 characters
Management 1 Enable
Frame Protection 2 Option (Capable)
Infrastructure — Get IP Method
Get IP Method DHCP Number RW  0: static IP
1: DHCP
Infrastructure — .
IP Address IP String RW IP v4 IP address
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Infrastructure —

Subnet Mask Msk String RW  IP v4 Subnet Mask
Infrastructure — .
Gateway Address GW String RW  IP v4 Gateway address
. The operation channel mask for infra-
Operatlona_l Chan- ICh Number RW  structure mod.
nel for Station mode )
0: Auto
Bit Channel
0~13 |1-14
14~21 |36 — 64
22~32 1100 - 140
33~37 {149 — 165
*Reference frequency table
; 0/1: Disable/Enable roaming function
Roaming Rng Number — RW\ot supported if lock BSSID.
RSSI Threshold ™m Number RW The RSSI th_rt.ashold to trigger roaming.
-1 ~-127 unit: dBm
- . The hysterisis level to switch AP.
RSSI Hysterisis HiS Number RwW 1 ~ 127 unit: dBm
Scan Interval of The scan interval for roaming.
Roaming Inv Number RW 10 ~ 65535 unit: sec
The WDT mode of WiFi connection.
WiFi WDT Mode CWDT  Number Rw O:Disable
1: Disassociate
2: Ping
The action after WDT occurred.
WiFi WDT Action AMd Number ~ Rw O Reset WiFimodule
1: Reboot
2: Re-associate
Disassociate The disassociate time to trigger WDT.
time Ds Number RW 1~65535 unit: sec
L The interval to ping gateway.
Ping interval Per Number RwW 1~65535 unit: sec
Loss Counts Total Number RW ;Frgslgss counts of ping to trigger WDT.
IP v4 IP address of target IP for ping
Ping Target Tag Number RW  function.
Ex: 10.1.1.1
Remarks
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Table B.23: Frequency table

Region 2.4G 5G 5G (AP mode)
36 - 64

us 1-1 100 — 140 ?2;% 165
149-165
36 - 64
100 - 116 36-48

CA 1= 132 - 140 149-165
149 - 165
36 — 64

SG 1= 100 — 140 :1”2;;;365
149 — 165
36 — 64

EU 1-13 100 — 140 36-48
36 — 64

AU 1-13 100 — 140 36-48
36 — 64

KR 1-13 100 — 140 36-48
36 — 64

FR 1-13 100 — 140 :132;;21365
149 - 165
36 — 64

JP 1-14 100 — 140 36-48

CN 1-13 149 - 165 149 — 165
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B.2.22Data Logger
llog_dataoption/slot_0

Table B.24: Data Logger

Description Retrieves the data options for data logger.
URL Structure http://10.0.0.1/log_dataoption
GET: Returns the representation of all of logged data type resource.
HTTP Method PUT: Replace all of logged data type resource.
PATCH: Apply partial modifications to logged data type resource.
Request:

GET /log_dataoption

[Example]:
B Request: GET /log_dataoption for ADAM-T160 module

Content-type: application/json
Response: 200 OK

{
"TIM "A,
"DIChM":15,
"DOChM":1
}
GET B Request: GET /log_dataoption for ADAM-3600-A1F module

Content-type: application/json
Response: 200 OK
{
"TIM "1,
"DIChM":[65535,0,15,0,0],
"DOChM":[255,0,0,3,0],
"AlChM":[0,7,0,0,0],
"AOChM":[0,0,0,0,0],
"AlLgD":193,
"AOLgD":0,
"DILgD": 0,
"SysLgD":1
}
Request:
PUT / log_dataoption

[Example]:

B Request: PUT / log_dataoption for ADAM-T160 module

PUT {Content-type: application/json
"TIM "1,
"DIChM":3,
"DOChM":7

}
Response: 200 OK
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Request: PATCH / log_dataoption

[Example]:
u Request: PATCH / log_dataoption
PATCH {Content-type: application/json
"TIM":0
}

Response: 200 OK

| Resource value definitions:

\ L Data g
Field Abbreviation Type Property Description

Timestamp TIM Number R 1: the storage of timestamp is always
enabled.

DI Enabled Channel DIChM Number RW Mask for DI enabled channels of all

Mask slots.

DO Enabled Chan- DOChM Number RW Mask for DO enabled channels of all

nel Mask slots.
Mask for Al enabled channels of all

Al Enabled Chan- slots.

nel Mask AIChM Number RW Total channels = Al channel number +
1 average channel

AO Enabled Chan- AOChM Number RW Mask for AO enabled channels of all

nel Mask slots.
Data types enable mask for Al mea-
surement.

Al log data options AlLgD Number RW ’:hgrt)(/)ptt)af each bit: Enable or Disable

Notice: Al status always be logged
when Al data in logging.

Bit Description

0 Al raw value

1 Al engineering value

2 Al Max raw value

3 Al Max. engineering value

4 Al Min. raw value

5 Al Min. engineering value

6 Al value after scaling

7 Al status (always enabled)

8 Al physical value

9~ (Reserved)

Data types enable mask for AO mea-
AQ log data options AOLgD Number RW ?ucgfr(;](e)?gach bit: Enable or Disable

the type

Bit Description

0 AO raw value

1 AO engineering value

2 AO value after scaling

3 AOstatus

4~ (Reserved)
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Sensor Enabled
Channel Mask

SChM

Number

RW

Mask for sensor enabled channels of
all slots.

Total channels = sensor channel num-
ber

Sensor log data
options

SLgD

Number

RW

Data types enable mask for sensor
measurement.

1 or 0 of each bit: Enable or Disable
the type

Notice: Sensor status always be
logged when sensor data in logging.

Bit Description

Sensor engineering value

Sensor Max. engineering value

Sensor Min. engineering value

Sensor status (always
enabled)

Sensor high alarm

Sensor low alarm

(Reserved)

Stacklight Sensor
Enabled Channel
Mask

LSChM

Number

RW

Mask for stacklight sensor enabled
channels of all slots.

Total channels = stacklight channel
number

Stacklight log data
options

LSLgD

Number

RW

Data types enable mask for light sen-
sor measurement.

1 or 0 of each bit: Enable or Disable
the type

Notice: Light sensor status always be
logged when sensor data in logging.

Bit Description

State

Illumination

State count

0
1
2 Frequency
3
4

State total time

5~ (Reserved)

Remarks
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B.2.23Logging Conditions

Table B.25: Logging conditions

Description Retrieves the configuration for data logger.
URL Structure http://10.0.0.1/log_control
GET: Returns the representation of all of logged data configuration resource.
HTTP Method PUT: Replace all of logged data configuration resource.
PATCH: Apply partial modifications to logged data configuration resource.
Request:

GET /log_control

[Example]:
B Request: GET /log_control for ADAM-T160 module

Content-type: application/json

Response: 200 OK

{
“Per”:0,
“CWDT":0,
“Pitv”:600,
“DICOS”:15,
“DOCOS™.0,
“Cir”:1,
“Rst”:0

}

B Request: GET /log_control for ADAM-3600-A1F module
GET o
Content-type: application/json
Response: 200 OK
{
“Per”:0,
“CWDT":0,
“Pitv”:600,
“DIC0OS":[65535,0,0,0,7],
“D0OC0S™[15,0,0,8,0],
“AlC0OS™:[0,3,0,0,0],
“AOC0S”:[0,0,0,0,0],
“AIDR”:10,
“AODR”":5,
“Cir’:1,
“Rst”:0,
“IntLg”:1,
“SDLg":1,
“USBLg™:0,
“SDF”:0,
“USBF”:0
}
Request:
PUT / log_control

PUT
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[Example]:

B Request: PUT / log_control for ADAM-T160 module

Content-type: application/json

{
“Per”:0,
“CWDT":1,
“Pitv”:600,
“‘DICOS”:15,
“‘DOCOS™0,
“‘Cir’A1,
“Rst”:.0

}

Response: 200 OK

Request: PATCH / log_control

[Example]:
u Request: PATCH / log_control
PATCH {Content-type: application/json
“Per”:.0
}

Response: 200 OK

| Resource value definitions:

. o Data oy
Field Abbreviation Type Property Description

Enable Periodical Per Number RW 1 or 0: Enable or Disable the periodical
Log log
1 or 0: Enable or Disable the logging
CWDT Number RW  triggered by communication WDT.
**Not use for private server
Periodical log Time Interval (unit: 0.1s)
Default: 600 ( 1 minute)

Enable Communi-
cation WDT Trigger

Period Interval Pitv Number RW  * Normal Periodical logging
* Logging after communication fail
occurred.

DI Change of state

Enabled Channel DICOS Number RW Mask for DI enabled channels of all
slots.

Mask

DO Change of state

Enabled Channel DOCOS Nurmber RW Mask for DO enabled channels of all
slots.

Mask

L Mask for Al enabled channels of all

Al Deviation slots

Enabled Channel AICOS Number RW Total channels = Al channel number +

Mask
1 average channel

AO Deviation

Enabled Channel AOCOS  Number ~ RW g’l'stssk for AD enabled channels of all

Mask )

Al deviation value. 1 ~ 99 % FSR (Full
Al Deviation Rate AIDR Number RW  Scale Range) (Unit: %)
Default: 5 (%)

Al deviation value. 1~ 99 % FSR (Full

AO Deviation Rate AODR Number RW  Scale Range) (Unit: %)
Default: 5 (%)
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Sensor Deviation
Mask for sensor enabled channels of

Enabled Channel SCOS Number RW
all slots.

Mask

Sensor high alarm SHIA Number RW Mask for sensor high alarm enabled
channels of all slots.

Sensor low alarm SLoA Number RW Mask for sensor low alarm enabled

channels of all slots.

Stack light sensor
change of state LSCOS Number RW
channel mask

Mask for stack light sensor enabled
channels of all slots.

1 or 0: Enable or Disable the Circular
Operation for Built-in Memory
Default: 6

**Not use for private server

1 or 0: Enable or Disable to reset the
Built-in log when the system powers

Enable Circular
Operation for Built- Cir Number RW
in Memory

Reset Built-in Log

once System Rst Number RW
on.
Restart *x ;
Not use for private server
Remarks ‘

B.2.24Cloud Connections

Table B.26: Cloud Connections

Description Retrieves the Cloud configuration
URL Structure http://10.0.0.1/cloud_config
GET: Returns the representation of all of Cloud configuration resource.
HTTP Method PUT: Replace all of Cloud configuration resource.
PATCH: Apply partial modifications to WISE Cloud configuration resource.
Request:

GET /cloud_config

[Example]:
?Request : GET /cloud_config
Content-type: application/json

Response: 200 OK

{ "Sel"0,
"Code":"",
"PWeb":8080,
"SSLEN":0,
"IP":"10.0.0.1",
"Pauth":1,
"Pu":"admin",
"Pw":"password",
"Uurl":"/private_server_upload/",
"Durl":"/private_server_push/io_data/",
"Surl™:"/private_server_push/sys_event/"
"Nm":"test",
"En":"oss-cn-shanghai.aliyuncs.com",
"Id":"j6Ob8RXgaETRk66d",
"AKey":"fR6fY2Z4hGBFav6GhVGm9rjPRxwdc",
"FCS": 119

GET

}

ChungHua Telelcom IoT:
Response: 200 OK
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{"Sel":134,"FCS™:7952,"Id":" 11358917705","AKey":" DKGXXEK-
FA7XM14RF14","HbF":0,"PubQ":0,"SubQ":0}

Request:
PUT /cloud_config

[Example]:

B Request: PUT /cloud_config

Content-type: application/json

{
"Sel":0,
"Code":"GMers8WXZ4wAAAAAAAAUNIukVo8fJMZ_upibsczxs9A",
"PWeb":8080,

"SSLEN":0,
"IP":"10.0.0.1",
"Pauth":1,
"Pu":"admin",
"Pw":"password",

PUT "Uurl":"/private_server_upload/",
"Durl";"/private_server_push/io_data/",
"Surl":"/private_server_push/sys_event/"

"Nm":"test",
"En":"oss-cn-shanghai.aliyuncs.com",
"Id":"j6Ob8RXgaETRk66d",
"AKey":"fR6fY2Z24hGBFav6GhVGm9rjPRxwdc"
}

Response: 200 OK

ChungHua Telelcom IoT:

{"Sel":134,"FCS":7952,"Id":" 11358917705","AKey":" DKGXXEK-
FA7XM14RF14","HbF":0,"PubQ":0,"SubQ":0}

Response: 200 OK

Request: PATCH /cloud_config

[Example]:
B Request: PATCH /cloud_config
PATCH Content-type: application/json

{
}

Response: 200 OK

" Sel "1

[ | Resource value definitions:

Field Abbreviation 1'?;;2 Property Description
Cloud Server Select Sel Number RW  The cloud server select
Index |Description
0 Disabled
1 Dropbox
2 Aliyun OSS
4 Private Server
132 |LwM2M
134 |ChungHwa Telecom
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Others is read-only and can refer to
Cloud Service Select Table
(WISE-4000): all supported cloud in
Cloud Service Support Table can RW
Note: This Field should be the first key/
value pair in JSON object

Cloud Server sup-

Supported cloud functions, refer to

port FCS Number R Cloud Service Support Table
Private server
. Private server port
Private server port PWeb Number RW Value: 1~65535
Enable SSL secure SSLEN Number RW  Enable SSL secure of private server
0 Disable
1 Enable
2 Reserved
Set private/Azure server ip address or
Private server ip P String RW  Host Name.
Max. characters: 128
Enable prlvatfe . Pauth Number RW  Enable authorization
server authorization
0 Disable
1 Basic Authorization
2 Reserved
Authorization user Pu String RW Set authorlzatlor? user name
name Max. characters: 64
Authorization pass- . Set authorization password
word Pw String RW Max. characters: 16
Private Server . Set Private Server Upload web url
Upload web url Uurl String RW Max. characters: 128
Push I/O data web . Set push I/O data web url
url Durl String RW Max. characters: 128
Push System event Surl String RW Set push System event web url
url Max. characters: 128
iSensingMQTT
Set the host name of iSensingMQTT/
iISensingMQTT/ . Cloud
Cloud Host Name Nm String RW Max. characters: 64
Ex, "iot.eclipse.org"
iISensingMQTT/ iISensingMQTT/Cloud port
Cloud Host port PWeb — Number — RW . e 1~65535
Enable iSensing- . .
MQTT/Cloud SSL SSLEn  Number RW E?oaub(;e SSL secure of iSensingMQTT/
secure
0 Disable
1 Enable
iSensingMQTT/ Pu String RW Set the user name of iISensingMQTT/

Cloud User Name

Cloud

Model Max. characters

WISE-4220 192
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iSensingMQTT/

Set the user password of iSensing-

Cloud User Pass- Pw String RW MQTT/Cloud
word
Model Max. characters
WISE-4220 192
iSensingMQTT/ The time interval of iSensingMQTT/
Cloud Heartbeat HbF Number RW  Cloud heartbeat packet.
Frequency Value: 0~65535
. . Set publish QoS of iSensingMQTT/
|SenS|ngMQTT/ PubQ Number RW  Cloud
Cloud Publish QoS i
Value: 0~2
iSensingMQTT/ Set subscribe QoS of iSensingMQTT/
Cloud Subscribe SubQ Number RW  Cloud
QoS Value: 0~2
Enable iSensing- Enable websocket of iSensingMQTT/
MQTT/Cloud web- SEn Number ~ RW 9
Cloud
socket
0 Disable
1 Enable
Default: 1
WebSocket path Surl String RW  WebSocket authorization path
Model Max. characters
WISE-4471,
WISE-4671, 64
WISE-4210-AP
WISE-4000/Wi-
Fi, WISE-4000/ {19
LAN
Enable iSensing- . . . .
MQTT/Cloud PE Number RW Enable Publish Retain of iSensing-
. . MQTT/Cloud
Publish Retain
0 Disable
1 Enable
Default: 1
Enable iSensing- Enable Will Retain of iSensingMQTT/
MQTT/Cloud We Number ~ RW 9
) . Cloud
Will Retain
0 Disable
1 Enable
Default: 1
DI Data Recovery DIChM  Number  RW Eﬂ'aglfta Recovery Channel Enable
DO Data Recovery DOChM Number RW “Dﬂgsi)ata Recovery Channel Enable
Al Data Recovery AIChM  Number  RW Q'azlfta Recovery Channel Enable
Sensor Data Recov- SChM Nurmber RW Sensor Data Recovery Channel
ery Enable Mask
Stack Light Sensor Stack Light Sensor Data Recovery
Data Recovery LSChM Number RW Channel Enable Mask
COM1 Data Recov- Msk Nurmber RW RTU COM1 rule Data Recovery rule

ery

Enable Mask
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COM2 Data Recov-

RTU COM2 rule Data Recovery rule

ery AMsk Number RW Enable Mask
Azure HTTP
Cloud Server Select Sel Number RW  The cloud server select
Index |Description
None |Disabled
64 Azure
Others is read-only and refer to Cloud
Service Select Table
WISE-4000 has no this resource.
Azure Connection . Azure Connection String
String SAS String RW Max. characters: 192
Dropbox
Set Oauth user code for WISE device
User Code Code String RW  generate access token
Max. characters: 64
IFTTT
Webhooks event name
Event Name Evt String RW Max. 32 characters inclusive of a null-
end character
(i.e. up to 31 characters)
. Set Webhooks key
Webhooks Key AKey String RW Max. characters: 48
ChungHua Telelcom loT
. . Set the device id
CHT device id Id String RW Max. characters: 63 + 1
. : Set the device key
CHT device key AKey String RW Max. characters: 63 + 1
CHT heartbeat HbF Number RW  Set the time interval of heartbeat
Model Value (Unit: second)
WISE-4471 0 and 10 ~ 65535
Others 0 ~ 65535
CHT Publish QoS PubQ  Number ~Rw octthe Publish QoS
Value: 0~2
CHT Subscribe Set the Subscribe QoS
QoS SubQ Number RW Value: 0~2
DI Data Recovery DIChM Number RwW ll\DAIalzsta Recovery Channel Enable
DO Data Recovery DOChM Number RW I\D/lgslli()ata Recovery Channel Enable
Al Data Recovery AIChM Number RW Qlazlfta Recovery Channel Enable
Sensor Data Recov- SChM Number RW Sensor Data Recovery Channel
ery Enable Mask
Stack Light Sensor Stack Light Sensor Data Recovery
Data Recovery LSChM Number RW Channel Enable Mask
COM1 Data Recov- Msk Number RW RTU COM1 rule Data Recovery rule
ery Enable Mask
COM2 Data Recov- AMsk Number RW RTU COM2 rule Data Recovery rule
ery Enable Mask
Azure MQTT
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Azure Connection Azure Connection String

String SAS String RW Max. characters: 192
Azure Host port PWeb Number RW  Value: 1~65535
Azure Heartbeat HbF Number RW  |The time interval of heartbeat packet.
Frequency
Model Value (Unit: second)
WISE-4471 0 and 10 ~ 65535
Azure Publish QoS PubQ  Number ~Rw etpublish QoS
Value: 0~1
Azure Subscribe Set subscribe QoS
QoS SubQ Number RW Value: 0~1
Enable Azure SEn Number RW  Enable websocket
websocket 0 Disable
1 Enable
Default: 0
DI Data Recovery DIChM  Number  RW 3';3)5“ Recovery Channel Enable
DO Data Recovery DOChM  Number  RW Eﬂgsgata Recovery Channel Enable
Al Data Recovery AIChM  Number  RW ﬁnlazsta Recovery Channel Enable
Sensor Data Recov- SChM Number RW Sensor Data Recovery Channel
ery Enable Mask

Stack Light Sensor Stack Light Sensor Data Recovery

LSChM Number RwW

Data Recovery Channel Enable Mask
COM1 Data Recov- Msk Number RW RTU COM1 rule Data Recovery rule
ery Enable Mask
COM2 Data Recov- AMsk Nurmber RW RTU COM2 rule Data Recovery rule
ery Enable Mask

Remarks
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B.2.25iSensing MQTT/Cloud Configuration

Table B.27: iSensing MQTT/Cloud Configuration

Description Retrieves the iSensingMQTT/Cloud configuration
URL Structure http://10.0.0.1/iSensingMQTT_config
GET: Returns the representation of all of iSensingMQTT/Cloud configuration
resource.
HTTP Method PUT: Replace all of iSensingMQTT/Cloud configuration resource.
PATCH: Apply partial modifications to WISE iSensingMQTT/Cloud configura-
tion resource.
Request:
GET /iSensingMQTT_config

[Example]:
[ | Request: GET /iSensingMQTT_config
GET Content-type: application/json
Response: 200 OK
{
"Sel": 16,
"Nm": "172.16.12.252",
"PWeb": 8080,

"SSLEN": 0,
"Pu": "admin",
"Pw": "admin",
"HbF": 60,
"PubQ": 2,
"SubQ": 1,
"SEn": 0,
"Surl":"mqtt",
n PE |l:|l1|l,

n We |l:|l1|l

}
Request:
PUT /iSensingMQTT_config

[Example]:
B Request: PUT /iSensingMQTT_config
Content-type: application/json
{
"Sel": 16,
"Nm": "172.16.12.252",
"PWeb": 8080,
"SSLEN": 0,
"Pu": "admin",
"Pw": "admin",
"HbF": 60,
"PubQ": 2,
"SubQ": 1,
"SEn": 0,
"Surl":"maqtt"
"PE ":"1",
"We """

PUT

}
Response: 200 OK
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Request: PATCH /iSensingMQTT_config

[Example]:
B Request: PATCH /iSensingMQTT_config
PATCH Content-type: application/json

{
}

Response: 200 OK

" HbF ":10

] Resource value definitions:

Field Abbreviation ?;;:ae Property Description
Cloud Server Select Sel Number RW  The cloud server select
Index |Description
None |Disabled
16 iSensing MQTT

Others is read-only and refer to Cloud
Service Select Table
WISE-4000 has no this resource.
Set the host name of iSensingMQTT/
iSensingMQTT/ . Cloud
Cloud Host Name Nm String RW Max. characters: 64
Ex, "iot.eclipse.org"

iSensingMQTT/ iISensingMQTT/Cloud port
Cloud Host port PWeb  Number — RW . . 1-65535
Enable iSensing- . .
MQTT/Cloud SSL SSLEn  Number  RW (E;?‘fubd'e SSL secure of iSensingMQTT/
secure

0 Disable

1 Enable
iSensingMQTT/ . Set the user name of iSensingMQTT/
Cloud User Name Pu String RW Cloud

Model Max. characters

WISE-

4471, WISE-

4671, WISE-

4210-AP,

WISE-4000/Wi-|128

Fi,

WISE-

4470,WISE-

4670

Others 64
iISensingMQTT/ ; .

. Set the user password of iSensing-

Cloud User Pass- Pw String RwW MQTT/Cloud
word

Model Max. characters
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WISE-4471,
WISE-4671,
WISE-4210-AP,
WISE-4000/Wi-
Fi,

WISE-
4470,WISE-
4670

128

Others 64

iISensingMQTT/
Cloud Heartbeat
Frequency

HbF

Number

RW

The time interval of iSensingMQTT/
Cloud heartbeat packet.

Model Value (Unit: second)

WISE-4471,

WISE4671  |0and 10 ~ 65535

Others 0 ~ 65535

iSensingMQTT/

Cloud Publish QoS

PubQ

Number

RW

Set publish QoS of iISensingMQTT/
Cloud
Value: 0~2

iSensingMQTT/
Cloud Subscribe
QoS

SubQ

Number

RW

Set subscribe QoS of iSensingMQTT/
Cloud
Value: 0~2

Enable iSensing-
MQTT/Cloud
websocket

SEn

Number

RW

Enable websocket of iSensingMQTT/
Cloud

0 Disable

1 Enable

Default: 1

WebSocket path

Surl

String

WebSocket authorization path

Model Max. characters

WISE-4471,
WISE-4671,
WISE-4210-AP,
WISE-
4470,WISE-
4670

WISE-4000/Wi-
Fi, WISE-4000/ {19
LAN

Enable iSensing-
MQTT/Cloud
Publish Retain

PE

Number

RW

Enable Publish Retain of iSensing-
MQTT/Cloud

0 Disable

1 Enable

Default: 1

Enable iSensing-
MQTT/Cloud
Will Retain

Number

RW

Enable Will Retain of iSensingMQTT/
Cloud

0 Disable

1 Enable

Default: 1
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SSL Certificate

Type Cts Number RW  SSL/TLS Certificate Type
0 CA signed server certificate
1 Selfed signed certificate (CA
file, cert)
Reserved for CA certificate
2 .
only(only cert file)
Default: 0
Note: WISE-4000 only
Enable Customized ; ;
. Enable Customized Topics and JSON
'I};oplcs and JSON CtOv Number RW Keys of iSensingMQTT/Cloud
eys
0 Disable
1 Enable
Default: 0
Note: WISE-4000 only
DI Data Recovery DIChM  Number  RW |\D/|Ia2|fta Recovery Channel Enable
DO Data Recovery DOChM Number RW II\DASSEata Recovery Channel Enable
Al Data Recovery AIChRM  Number  RW Q'aZEta Recovery Channel Enable
COM1 Data Recov- Msk Number RW RTU COM1 rule Data Recovery rule
ery Enable Ma
COM2 Data Recov- MCh Number RW RTU COM2 rule Data Recovery rule
ery Enable Mask
Position Data Per Number RW  Position Data Recovery rule Enable
Recovery
Enable Restful over Enable Restful over MQTT of iSens-
MQTT Rst Number — RW i oMQTT/Cloud
0 Disable
1 Enable
Default: 0

Remarks
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B.2.26 P2P Mode & Common Configurations

Table B.28: P2P Mode & Common Configurations

Description Retrieves information about the common Peer-to-Peer configuration.
URL Structure http://10.0.0.1/p2p_mode

GET: Returns the representation of all of common Peer-to-Peer configuration
resource.

HTTP Method PUT: Replace all of common Peer-to-Peer configuration resource.

PATCH: Apply partial modifications to common Peer-to-Peer configurations
resource.

Request:
GET /p2p_mode

[Example]:
[ | Request: GET /p2p_mode

Content-type: application/json
Response: 200 OK

GET
{

"Md": 0,
"En": 1,
"QL": 0,
"ECS": 1,
"PpG": 5048

}

Request:
PUT /p2p_mode

[Example]:
] Request: PUT /p2p_mode
Content-type: application/json
{
PUT "Md": 1,
"En": 1,
|IQL|I: O’
"ECS": 1,
"PpG": 5048
}
Response: 200 OK

Request:
PATCH /p2p_mode

[Example]:
B Request: PATCH /p2p_mode
PATCH Content-type: application/json

"En": 0
}

Response: 200 OK
| Resource value definitions:

. . .. Data L.
Field Abbreviation Type Property Description
P2P Mode Md Number RW  Peer-to-Peer mode.

0 |[P2P Disabled
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1 Basic Mode
2 Advanced Mode

Enable P2P Periodi-
cally Transmission

1 or 0: Enable or Disable P2P periodi-
En Number RW  cally transmission
Default: 1

QoS level

QoS level for response
0: no response
QL Number RW 1. retry for response

Default: 0

Encryption type

Encryption type for transmission pack-
age

0: no encryption

ECS Number RW 1- AES-128

Default: 0

P2P Destination
Port

1~65534: Destination port number for
PpG Number RW  P2P remote message packets
Default: 5048

Remarks

B.2.27P2P Destination IP Table

Table B.29: P2P Destination IP Table

Description

Retrieves information about the destination table.

URL Structure

http://10.0.0.1/p2p_iptable
http://10.0.0.1/p2p_iptable/idx_index

HTTP Method

GET: Returns the representation of all the destination table resource.
PUT: Replace all the destination table resource.
PATCH: Apply partial modifications to the destination table resource.

GET

Multi Item Request:
GET /p2p_iptable
Single ltem Request:
GET /p2p_iptable/idx_index

[Example]:
[ | Request: GET /p2p_iptable

Content-type: application/json
Response: 200 OK

{
"IpTbl":

{
"ldx": O,
"IP":"172.18.3.5",
"ld": 27488,
"Pw":"OFOFOFOFOFOFOFOF"

12

{
"ldx": 1,
"IP":"172.18.3.5",
"ld": 27472,
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"Pw":"OFOFOFOFOFOFOFOF"
2
{
"ldx": 2,
"IP": "255.255.255.255",
"ld": 27488,
"Pw":"OFOFOFOFOFOFOFOF"

"ldx": 3,

"IP": "255.255.255.255",
"ld": 27488,
"Pw":"OFOFOFOFOFOFOFOF"

"ldx": 4,

"IP": "255.255.255.255",
"ld": 27488,
"Pw":"OFOFOFOFOFOFOFOF"

"ldx": 5,

"IP": "255.255.255.255",
"ld": 27488,
"Pw":"OFOFOFOFOFOFOFOF"

GET (Cont.) {

"ldx": 6,

"|P": "255.255.255.255",
"Id": 27488,
"Pw":"0FOFOFOFOFOFOF OF"

"ldx": 15,
"IP": "255.255.255.255",
"ld": 27488,
"Pw ":"OFOFOFOFOFOFOFOF"
}
]
}

B Request: GET /p2p_iptable/idx_5

Content-type: application/json
Response: 200 OK
{
"ldx": 5,
"IP": "192.168.1.2",
"|d": 27488,
"Pw ":"OFOFOFOFOFOFOFOF"

}

Single/Multi Item Request:
PUT /p2p_iptable
Single ltem Request:

PUT PUT /p2p_iptable/idx_index

[Example]:
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PUT (Cont.)

B Request: PUT /p2p_iptable
Content-type: application/json
{
"IpTbl": [
{
"ldx": 0,
"IP":"172.18.3.5",
"Id": 27488,
"Pw ":"OFOFOFOFOFOFOFOF"
13
{
"ldx": 1,
"IP":"172.18.3.5",
"Id": 27472,
"Pw ":"OFOFOFOFOFOFOFOF"
13
{
"ldx": 2,
"IP"; "255.255.255.255",
"Id": 27488,
"Pw ":"OFOFOFOFOFOFOFOF"
13
{
"ldx": 3,
"IP"; "255.255.255.255",
"Id": 27488,
"Pw ":"OFOFOFOFOFOFOFOF"
13
{
"ldx": 4,
"IP"; "255.255.255.255",
"Id": 27488,
"Pw ":"OFOFOFOFOFOFOFOF"
13
{
"ldx": 5,
"IP"; "255.255.255.255",
"Id": 27488,
"Pw ":"OFOFOFOFOFOFOFOF"
13
{
"ldx": 6,
"IP"; "255.255.255.255",
"Id": 27488,
"Pw ":"OFOFOFOFOFOFOFOF"

"ldx": 15,
"IP": "255.255.255.255",
"ld": 27488,
"Pw ":"OFOFOFOFOFOFOFOF"
}
]
}

Response: 200 OK
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{
PUT (Cont.)

}

Request: PUT /p2p_iptable/idx_3

Content-type: application/json

"ldx": 3,
"IP": "172.18.3.66",
"ld": 27488

Response: 200 OK

{
{

2
{

PATCH

2
{

}
]
}

{
"p
}

Single/Multi Item Request:
PATCH /p2p_iptable
Single ltem Request:
PATCH /p2p_iptable/idx_index

[Example]:

Request: PATCH /p2p_iptable

Content-type: application/json

"IpTbl ™ [

"ldx": 3,
"IP":"172.18.3.66"

"ldx": 5,
"IP": "172.18.3.6",
"ld": 27666

"ldx": 6,
"IP":"172.18.3.45"

Response: 200 OK

Request: PATCH /p2p_iptable/idx_3

Content-type: application/json

1"172.18.3.45"

Response: 200 OK

®  JSON array name definition:

Field Abbreviation Data Type
Array of IP table configurations IpThbl Array
B Resource value definitions:
. - Data ..
Field Abbreviation Type Property Description
Iltem Index ldx Number R 0, 1, ...15: Index number of IP set

Destination IP

The array of IP v4 Destination IP
address to receive the P2P command

ID

Address P String RW packet
Max array number: 16
Destination model Id Number RW The array of module ID.

Max array number: 16
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Destination PW

Pw String RW

Module Module ID
Name Hex decimal
WISE-4012 |0x6B 0x12 [27410
WISE-4050 |0x6B 0x50 [27472
WISE-4051 |0x6B 0x51 [27473
WISE-4060 |0x6B 0x60 [27488
WISE-4012E |0x6C 0x12 |27666
WISE-4010/

LAN 0xB6A 0x10 |27152
WISE-4050/

LAN Ox6A 0x50 |27216
WISE-4060/

LAN 0xB6A 0x60 |27232
WISE-4250- |0x42 0x50 |1,112,539,
S250 0x02 0x50 |728
Root PW

*Perform a XOR(*) operation on pass-
word and the constant value, Ox3F.
Example, password ‘00000000’-
>"0FOFOFOFOFOFOFOF”

Remarks

B.2.28 P2P Basic Mode Configurations

Table B.30: P2P Basic Mode Configurations

Description

Retrieves information about the Peer-to-Peer Basic mode configuration.

URL Structure

http://10.0.0.1/p2p_basic

HTTP Method

GET: Returns the representation of all of Peer-to-Peer Basic mode configura-

tion resource.

PUT: Replace all of Peer-to-Peer Basic mode configuration resource.
PATCH: Apply partial modifications to Peer-to-Peer Basic mode configura-

tions resource.
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GET

Request:
GET /p2p_basic

[Example]:

B Request: GET /p2p_basic, ADAM-3600-A1F for example

Content-type: application/json
Response: 200 OK
{
"DIChM ": [15,0,0,0,0],
"AlIChM": [0,0,15,0,0],
"Inv": [15,0,0,0,0],
"COSs": 1,
"Dev": 5,
"Pltv": 3,
"IP": 2,
"Id": 27488,
"BiUn": [0, 0, 15, 0, 0]
}

[Example]:
] Request: GET /p2p_basic, WISE-4012E for example

Content-type: application/json

Response: 200 OK

{

"DIChM": [3],
"AIChM": [3],

"Inv": [1],
"COSs": 1,
"Dev": 5,
"Pltv": 3,
"IP": 3,
"BiUn": [2]
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Request:
PUT /p2p_basic

[Example]:
B Request: PUT /p2p_basic, ADAM-3600-A1F for example
Content-type: application/json

{
"DIChM": [3,0,0,0,0],
"AlChM™": [0,0,0,3,0],
"Inv": [1,0,0,0,0],
"COS" 1,
"Dev": 5,
"Pltv": 3,
"IP":3,
"Biun": [0, 0, 0, 2, 0]
}
PUT Response: 200 OK
[Example]:

[ ] Request: PUT /p2p_basic, WISE-4012E for example

Content-type: application/json

{
"DIChM": [3],
"AIChM": [1],
"Inv": [3],
"COS": 1,
"Dev"; 5,
"Pltv": 3,
"IP": 3,
"BiUn": [1]

}

Response: 200 OK

Request:
PATCH /p2p_basic

[Example]:

[ | Request: PATCH /p2p_basic

PATCH Content-type: application/json
"COS™ 0

}

Response: 200 OK

[ | Resource value definitions:

Field Abbreviation Data Property Description

Type

Mask for DI Basic Peer-to-Peer
enabled channels of all slots.

The mask is including of DI and DI
Enabled DI Channel mode in Ul.
Mask DIChM Array RW *The index is sort by the I/O type. Dl is
first.
For example:
If the module is 2Dl and 2UI, the DI
mask is
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Mask Bit Channel
0 DI O
1 DI 1
2 ulLo
3 Ul 1

Enabled Al Chan-

Mask for Al Basic Peer-to-Peer
enabled channels of all slots.

The mask is including of Al and Al
mode in Ul.

Mask

nel Mask AIChM Array RW *The index is sort by the 1/O type. Al is
first.
For example:
If the module is 2Al and 2UI, the Al
mask is
Mask Bit Channel
0 Al_ 0
1 Al 1
2 Ul o
3 ul_1
. Mask for DI invert channels of all slots
Invert Signal Inv Array RW (Only for DI)
Enable DI change . .
of state or Al devia- COS Number RwW 1 or 0: Enable _or_DlsabIe DI change of
tion state or Al deviation.
Al Deviation value Dev Number RW 1 ~100: Al deviation value. (Unit: %)
Period Time (unit: sec): 0-86400
Period Time Pltv Number RW  Default: 5 sec
0: disable
Destination IP Table P Number RW  The mask of destination IP table

Mask Bit IP table index

IPO

IP1

IP2

IP3

IP 4

IP5

IP6

IP7

O|IN|O|O|B~[W|INI~|O

IP8

©

IP9

—_
o

IP 10

—_
—_

P11

N
N

P12

—_
w

IP13

—
N

P14

—_
[@)]

IP15

WISE-4250 Series User Manual

220




Al Channel Mask of
Bi-polar to Uni-polar
conversion

Al Channel Mask of Bi-polar to Uni-
polar conversion for all slots.(Only for
Al)

BiUn Array RwW

Remarks

B.2.29P2P Advanced Mode Configurations — Al mode

Table B.31: P2P Advanced Mode Configurations — Al mode

Retrieves information about the Peer-to-Peer Advanced mode configuration

Description for analog input.
http://10.0.0.1/p2p_advancedai/slot_index
http://10.0.0.1/p2p_advancedai/slot_index/ch_num

URL Structure where index =0 : the core module

1 ~ : the identifier of /0O extension slot
where num = 0 ~ : the channel number

HTTP Method

GET: Returns the representation of all of Peer-to-Peer Advanced mode con-
figuration resource.

PUT: Replace all of Peer-to-Peer Advanced mode configuration resource.
PATCH: Apply partial modifications to Peer-to-Peer Advanced mode configu-
rations resource.

GET

Multi Channel Request:

GET /p2p_advancedai/slot_index

Single Channel Request:

GET /p2p_advancedai/slot_index/ch_num

[Example]:
?Request : GET /p2p_advancedai/slot_1, ADAM-3651 for example

Content-type: application/json
Response: 200 OK

{
"Adv": [

{
"Ch": 0,
"En": 1,
"InM": 0,
"OutM": 0,
"Inv"; 1,
"AOH": 65535,
"AOL": 452,
"COS": 1,
"Dev": 0,
"Pltv"; 3,
"IP": 5,
"SL": 0,
"DCh": 1,
"BiUn": 0

}
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GET (Cont.)

"Ch": 1,
"En": 1,
"InM " 0,
"OutM": 0,
"Inv": 1,
"AOH": 65535,
"AOL": 452,
"COSs": 1,
"Dev": 0,
"Pltv": 3,
"IP": 5,
"SL": 0,
"DCh"; 1,
"BiUn": 0

"Ch": 2,
"En": 1,
"InM " 0,
"OutM": 0,
"Inv": 1,
"AOH": 65535,
"AOL": 452,
"COSs": 1,
"Dev": 0,
"Pltv"; 3,
"IP": 5,
"SL": 0,
"DCh"; 1,
"BiUn": 0

"Ch": 3,
"En": 0,
"InM " 0,
"OutM": 0,
"Inv": 1,
"AOH"; 32768,
"AOL": 0,
"COSs": 1,
"Dev": 0,
"Pltv"; 3,
"IP": 0,
"SL": 0,
"DCh"; 1,
"BiUn": 0

"Ch": 4,
"En": 0,
"InM " 0,
"OutM": 0,
"Inv": 1,
"AOH": 32768,
"AOL": 0,
"COS": 1,
"Dev": 0,
"Pltv": 3,
"IP": 0,
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GET (Cont.)

"SL": 0,
"DCh": 1,
"BiUn": 0

|3

{
"Ch"; 5,
"En": 0,
"InM " 0,
"OutM": 0,
"Inv": 1,
"AOH": 32768,
"AOL": 0,
"COSs": 1,
"Dev": 0,
"Pltv"; 3,
"IP": 0,
"SL": 0,
"DCh": 1,
"BiUn": 0

"Ch": 6,
"En": 0,
"InM " 0,
"OutM": 0,
"Inv": 1,
"AOH": 32768,
"AOL": 0,
"COSs": 1,
"Dev": 0,
"Pltv"; 3,
"IP": 0,
"SL": 0,
"DCh": 1,
"BiUn": 0

"Ch": 7,
"En": 0,
"InM " 0,
"OutM": 0,
"Inv"; 1,
"AOH": 32768,
"AOL": 0,
"COSs": 1,
"Dev": 0,
"Pltv"; 3,
"IP": 0,
"SL": 0,
"DCh": 1,
"BiUn": 0
}
]
}

B Request: GET /p2p_advancedai/slot_1/ch_1

Content-type: application/json
Response: 200 OK
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GET (Cont.)

"Ch": 1,
"En": 1,
"InM " 0,
"OutM": 0,
"Inv": 1,
"AOH": 32768,
"AOL": 0,
"COS": 1,
"Dev": 0,
"Pltv": 3,
"IP": 0,
"SL": 0,
"DCh": 1,
"BiUn": 0

}

PUT

Multi Channel Request:
PUT /p2p_advancedai/slot_index
Single Channel Request:
PUT /p2p_advancedai/slot_index/ch_num

[Example]:

B Request: PUT /p2p_advancedai/slot_2

Content-type: application/json

{

"Adv": [
{

"Ch": 0,
"En": 1,
"InM ": 0,
"OutM": 0,
"Inv"; 1,
"AOH": 32768,
"AOL": 0,
"COS": 1,
"Dev": 0,
"Pltv": 3,
"IP": 0,
"SL": 0,
"DCh": 1,
"BiUn": 0

"Ch": 1,
"En": 1,
"InM " 0,
"OutM": 0,
"Inv"; 1,
"AOH": 32768,
"AOL": 0,
"COSs": 1,
"Dev": 0,
"Pltv"; 3,
"IP": 0,
"SL": 0,
"DCh": 1,
"BiUn": 0
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PUT (Cont.)

"Ch"; 2,
"En": 1,
"InM " 0,
"OutM": 0,
"Inv": 1,
"AOH": 32768,
"AOL": 0,
"COSs": 1,
"Dev": 0,
"Pltv"; 3,
"IP": 0,
"SL": 0,
"DCh": 1,
"BiUn": 0

"Ch"; 3,
"En": 0,
"InM " 0,
"OutM": 0,
"Inv": 1,
"AOH": 32768,
"AOL": 0,
"COSs": 1,
"Dev": 0,
"Pltv"; 3,
"IP": 0,
"SL": 0,
"DCh": 1,
"BiUn": 0

"Ch": 4,
"En": 0,
"InM " 0,
"OutM": 0,
"Inv": 1,
"AOH": 32768,
"AOL": 0,
"COSs": 1,
"Dev": 0,
"Pltv"; 3,
"IP": 0,
"SL": 0,
"DCh": 1,
"BiUn": 0

"Ch": 5,
"En": 0,
"InM": 0,
"OutM": 0,
"Inv": 1,
"AOH": 32768,
"AOL": 0,
"COS": 1,
"Dev": 0,
"Pltv": 3,
"IP": 0,
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“SL“: 0’
"DCh": 1,
"BiUn": 0

h

{
"Ch": 6,
"En": 0,
"InM " 0,
"OutM": 0,
"Inv": 1,
"AOH"; 32768,
"AOL": 0,
"COSs": 1,
"Dev": 0,
"Pltv"; 3,
"IP": 0,
"SL": 0,
"DCh"; 1,
"BiUn": 0

"Ch": 7,
"En": 0,
"InM " 0,
"OutM": 0,
"Inv": 1,
"AOH"; 32768,
"AOL": 0,
"COSs": 1,
"Dev": 0,
"Pltv"; 3,
"IP": 0,
"SL": 0,
"DCh"; 1,
"BiUn": 0
}
|
}
Response: 200 OK

PUT (Cont.)

B Request: PUT /p2p_advancedai/slot_2/ch_3

Content-type: application/json

{
"Ch": 3,
"En": 0,
"InM ": 0,
"OutM": 0,
"Inv": 1,
"AOH": 32768,
"AOL": 0,
"COSs": 1,
"Dev": 0,
"Pltv": 3,
"IP": 0,
"SL": 0,
"DCh": 1,
"BiUn": 0

}

Response: 200 OK
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Multi Channel Request:
PATCH /p2p_advancedai/slot_index
Single Channel Request:
PATCH /p2p_advancedai/slot_index/ch_num

[Example]:
B Request: PATCH /p2p_advancedai/slot_0/ch_15

PATCH Content-type: application/json
{
"En": 0,
"COS" 1,
"Pltv": 5
}
Response: 200 OK
m  JSON array name definition:
Field Abbreviation Data Type
Arra_y of P2P Advanced mode config- Adv Array
urations
B Resource value definitions:
. - Data .
Field Abbreviation Type Property Description
Channel Number Ch Number R 0, 1, ...: P2P input channel number.
P2P Enabled En Number RW 1 or 0: Enable or Disable P2P function
Channel input mode InM Number Number Input mode:
0 Normal
1 High alarm
2 Low alarm
3 High or Low alarm
Channel output OutM Number RW  Output mode
mode
0 DO mode
1 AO mode
Invert Signal Inv Number RW 1or 0 Enable or Disable DO invert
function
Enable Al deviation coSs Number RW 1 or 0: Enable or Disable Al deviation.
Or Alarm changed
Input mode COS
Normal Deviation
High alarm
Low alarm Change of alarm sta-
High or Low  |tus
alarm
Al Deviation value Dev Number RW 1~ 100: Al deviation value. (Unit: %)
Period Time (unit: sec) : 0-86400
Period Time Pltv Number RW  Default: 5 sec
0: disable
I\D/Iisstll(natlon IP Table IP Number RW  The mask of destination IP table
Mask Bit IP table index
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0 IPO
1 IP1
2 IP2
3 IP3
4 IP4
5 IP5
6 IP6
7 IP7
8 IP8
9 IP9
10 IP 10
11 P11
12 P12
13 IP13
14 IP14
15 IP 15

Destination chan-

The slot index which the destination

SL Number RW .
nel slot channel is owned
The index number of the destination
channel.
Destination chan- For example,
nel index DCh Number — RW 4 _ 7. Do channels for ADAM-3600-
A1F
0 ~ 3: Do channels for WISE-4060
E,nﬁglf gllal?;t:%%l\?;r- 1 or O0: Enable or Disable Al Bi-polar to
. P s BiUn Number RW  Uni-polar conversion for Slot 0 (Core
sion [ Only positive
. module).
value valid]
AO output value for 0-65535: AO output value for DI status
DI high or Al Alarm ACH Number RW is high or Al alarm occur
AO output value for )
DI low or no Al AOL Number RW _0-65535. AO output value for DI status
is low or no Al alarm occur
Alarm
Remarks
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B.2.30P2P Advanced Mode Configurations — Sensor mode

Table B.32: P2P Advanced Mode Configurations — Sensor mode

Retrieves information about the Peer-to-Peer Advanced mode configuration
for analog input.
http://10.0.0.1/p2p_advancedsen/slot_index
http://10.0.0.1/p2p_advancedsen/slot_index/ch_num
URL Structure where index =0 : the core module
1 ~ : the identifier of I/O extension slot

where num = 0 ~ : the channel number
GET: Returns the representation of all of Peer-to-Peer Advanced mode con-
figuration resource.
HTTP Method PUT: Replace all of Peer-to-Peer Advanced mode configuration resource.
PATCH: Apply partial modifications to Peer-to-Peer Advanced mode configu-
rations resource.

Multi Channel Request:
GET GET /p2p_advancedsen/slot_index
Single Channel Request:
GET /p2p_advancedsen/slot_index/ch_num

Description
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[Example]:
B Request: GET /p2p_advancedsen/slot_0

Content-type: application/json
Response: 200 OK
{
"Adv": [
{
"Ch": 0,
"En": 1,
"InM ": 0,
"OutM": 0,
"Inv": 1,
"AOH": 65535,
"AOL": 452,
"COS": 1,
"Dev": 0,
"Pltv": 3,
"IP": 5,
"SL": 0,
"DCh": 1,
"BiUn": 0

"Ch": 1,
"En": 1,
"InM " 0,
"OutM": 0,
"Inv": 1,
"AOH": 65535,
"AOL": 452,
"COSs": 1,
"Dev": 0,
"Pltv": 3,
"IP": 5,
"SL": 0,
"DCh": 1,
"BiUn": 0

GET (Cont.)

"Ch": 2,
"En": 1,
"InM " 0,
"OutM": 0,
"Inv": 1,
"AOH": 65535,
"AOL": 452,
"COSs": 1,
"Dev": 0,
"Pltv": 3,
"IP": 5,
"SL": 0,
"DCh": 1,
"BiUn": 0

"Ch": 3,
"En": 0,
"InM " 0,
"OutM": 0,
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GET (Cont.)

"Inv": 1,
"AOH": 32768,
"AOL": 0,
"COSs": 1,
"Dev": 0,
"Pltv"; 3,

"IP": 0,

"SL": 0,
"DCh": 1,
"BiUn": 0

"Ch": 4,
"En": 0,
"InM " 0,
"OutM": 0,
"Inv": 1,
"AOH": 32768,
"AOL": 0,
"COSs": 1,
"Dev": 0,
"Pltv"; 3,
"IP": 0,
"SL": 0,
"DCh": 1,
"BiUn": 0

"Ch"; 5,
"En": 0,
"InM " 0,
"OutM": 0,
"Inv": 1,
"AOH": 32768,
"AOL": 0,
"COSs": 1,
"Dev": 0,
"Pltv"; 3,
"IP": 0,
"SL": 0,
"DCh": 1,
"BiUn": 0

"Ch": 6,
"En": 0,
"InM " 0,
"OutM": 0,
"Inv"; 1,
"AOH": 32768,
"AOL": 0,
"COSs": 1,
"Dev": 0,
"Pltv"; 3,
"IP": 0,
"SL": 0,
"DCh": 1,
"BiUn": 0
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"Ch": 7,
"En": 0,
"InM " 0,
"OutM": 0,
"Inv": 1,
"AOH"; 32768,
"AOL": 0,
"COSs": 1,
"Dev": 0,
"Pltv"; 3,
"IP": 0,
"SL": 0,
"DCh"; 1,
"BiUn": 0
}
|
}

GET (Cont.) B Request: GET /p2p_advancedsen/slot_1/ch_1

Content-type: application/json

Response: 200 OK

{
"Ch": 1,
"En": 1,
"InM ": 0,
"OutM": 0,
"Inv": 1,
"AOH": 32768,
"AOL": 0,
"COSs": 1,
"Dev": 0,
"Pltv": 3,
"IP": 0,
"SL": 0,
"DCh": 1,
"BiUn": 0

}

Multi Channel Request:
PUT /p2p_advancedsen/slot_index
Single Channel Request:
PUT /p2p_advancedsen/slot_index/ch_num

[Example]:
B Request: PUT /p2p_advancedsen/slot_2
Content-type: application/json

PUT "E‘d" 3
"Ch": 0,
"En": 1,
"InM " 0,
"OutM": 0,
"Inv": 1,
"AOH": 32768,
"AOL": 0,
"COSs": 1,
"Dev": 0,
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PUT (Cont.)

"Pltv": 3,
"IP": 0,
"SL": 0,
"DCh": 1,
"BiUn": 0

"Ch": 1,
"En": 1,
"InM " 0,
"OutM": 0,
"Inv": 1,
"AOH": 32768,
"AOL": 0,
"COSs": 1,
"Dev": 0,
"Pltv"; 3,
"IP": 0,
"SL": 0,
"DCh": 1,
"BiUn": 0

"Ch"; 2,
"En": 1,
"InM " 0,
"OutM": 0,
"Inv": 1,
"AOH": 32768,
"AOL": 0,
"COSs": 1,
"Dev": 0,
"Pltv"; 3,
"IP": 0,
"SL": 0,
"DCh": 1,
"BiUn": 0

"Ch"; 3,
"En": 0,
"InM " 0,
"OutM": 0,
"Inv"; 1,
"AOH": 32768,
"AOL": 0,
"COSs": 1,
"Dev": 0,
"Pltv"; 3,
"IP": 0,
"SL": 0,
"DCh": 1,
"BiUn": 0

"Ch": 4,
"En": 0,
"InM " 0,
"OutM": 0,
"Inv"; 1,

233

WISE-4250 Series User Manual




PUT (Cont.)

"AOH"; 32768,
"AOL": 0,
"COSs": 1,
"Dev": 0,
"Pltv": 3,

"IP": 0,

"SL": 0,
"DCh"; 1,
"BiUn": 0

"Ch": 5,
"En": 0,
"InM " 0,
"OutM": 0,
"Inv": 1,
"AOH"; 32768,
"AOL": 0,
"COSs": 1,
"Dev": 0,
"Pltv": 3,
"IP": 0,
"SL": 0,
"DCh"; 1,
"BiUn": 0

"Ch": 6,
"En": 0,
"InM " 0,
"OutM": 0,
"Inv": 1,
"AOH"; 32768,
"AOL": 0,
"COSs": 1,
"Dev": 0,
"Pltv"; 3,
"IP": 0,
"SL": 0,
"DCh"; 1,
"BiUn": 0

"Ch": 7,
"En": 0,
"InM " 0,
"OutM": 0,
"Inv": 1,
"AOH"; 32768,
"AOL": 0,
"COSs": 1,
"Dev": 0,
"Pltv"; 3,
"IP": 0,
"SL": 0,
"DCh"; 1,
"BiUn": 0
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PUT (Cont.)

}

Response: 200 OK

Request: PUT /p2p_advancedsen/slot_2/ch_3

Content-type: application/json

{

}

"Ch": 3,
"En": 0,
"InM": 0,
"OutM": 0,
"Inv": 1,
"AOH": 32768,
"AOL": 0,
"COSs": 1,
"Dev": 0,
"Pltv": 3,
"IP": 0,
"SL": 0,
"DCh": 1,
"BiUn": 0

Response: 200 OK

PATCH

Multi Channel Request:

PATCH /p2p_advancedsen/slot_index

Single Channel Request:

PATCH /p2p_advancedsen/slot_index/ch_num

[Example]:

Request: PATCH /p2p_advancedsen/slot_0/ch_15

Content-type: application/json

}

|lEn|l: 0,
"COS": 1,
"Pltv": 5

Response: 200 OK

m  JSON array name definition:

Field Abbreviation Data Type
Array of P2P Advanced mode config- Adv Array
urations
B Resource value definitions:
. - Data .
Field Abbreviation Type Property Description

Channel Number Ch Number R 0, 1, ...: P2P input channel number.

P2P Enabled En Number RW 1 or 0: Enable or Disable P2P function

Channel input mode InM Number RW  Input mode:
0 High alarm
1 Low alarm
2 High or Low alarm

Channel output
mode

OutM Number RW  Output mode

0 DO mode
1 AO mode
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1 or 0: Enable or Disable DO invert

Invert Signal Inv Number RwW function
Enable Al deviation CoS Number  RW gf;grincaﬁ;ggf'sab'e Al deviation.
Input mode COS
High alarm
Low alarm Change of alarm sta-
High or Low  |tus
alarm
Period Time (unit: sec) : 0-86400
Period Time Pltv Number RW  Default: 5 sec
0: disable
“Dﬂissinatlon IP Table IP Number RW  The mask of destination IP table
Mask Bit IP table index
0 IPO
1 IP1
2 P2
3 IP3
4 IP4
5 IP5
6 IP6
7 IP7
8 IP8
9 IP9
10 IP 10
11 P11
12 P12
13 IP13
14 IP 14
15 IP 15
rli);s;:r;?tlon chan- sL Number RW IE:nSr:Z;( ;cht\alc(n\gvglch the destination
The index number of the destination
channel.
r?eelsitr:r(];t;(on cher DCh Number — RW goj 7ex g?ilr?énnels for ADAM-3600-
A1F
0 ~ 3: Do channels for WISE-4060
ko AOH  Numser Rw  OOS9AD aupul v oDl st
gﬂgwutg;r;\(;a::e for AOL Number RW _0—65535: AO output value for DI status
Alarm is low or no Al alarm occur
Remarks
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B.2.31P2P Configuration file

Table B.33: P2P Configuration file

Description Retrieves the JSON file about the all Peer-to-Peer configuration.
URL Structure http://10.0.0.1/p2p_config.json

GET: Returns the file of all of Peer-to-Peer configuration resource.
HTTP Method PUT: None

PATCH: None

Request:

GET /p2p_config.json

[Example]:
B Request: GET /p2p_ config.json

Content-type: application/json
Response: 200 OK

{
"Id": "WISE-4012",
"p2p_mode": {
"Md": 0,
"En": 1,
"QL": 0,
"ECS": 1,
"PpG": 5048
|3
"p2p_iptable":{
"IpThI": [
{
"ldx": 0,
"IP":"172.18.3.5",
"Id"; 27488,
"Pw ":"OFOFOFOFOFOFOFOF"
GET },
{
"ldx": 1,
"IP": "172.18.3.5",
"Id"; 27472,
"Pw ":"OFOFOFOFOFOFOFOF"
b
{
"ldx": 2,
"|P": "255.255.255.255",
"Id"; 27488,
"Pw ":"OFOFOFOFOFOFOFOF"
b
{
"ldx": 3,
"|P": "255.255.255.255",
"Id"; 27488,
"Pw ":"OFOFOFOFOFOFOFOF"
b
{
"ldx": 4,
"|P": "255.255.255.255",
"Id"; 27488,
"Pw ":"OFOFOFOFOFOFOFOF"

1
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{
"ldx": 5,
"IP": "255.255.255.255",
"ld": 27488,
"Pw ":"OFOFOFOFOFOFOFOF"
2
{
"ldx": 6,
"IP": "255.255.255.255",
"ld": 27488,
"Pw ":"OFOFOFOFOFOFOFOF"

"ldx": 16,

"IP": "255.255.255.255",
"ld": 27488,

"Pw ":"OFOFOFOFOFOFOFOF"

}
]
}

p2p_basic"{

"DIChM ": [15,0,0,0,01,
"AIChM": [0,0,15,0,0],
"Inv": [15,0,0,0,0],
"COS": 1,

"Dev": 5,

"Pltv": 3,

"IP": "172.18.3.55",
"Id"; 27488,

"BiUn": [0, 0, 15, 0, 0]

GET (Cont.)

}

p2p_advanceddi/slot 0":{
"Adv": [
{
"Ch": 0,
"En": 1,
"OutM": 0,
"Inv": 1,
"AOH": 65535,
"AOL": 452,
"COSs": 1,
"Pltv": 3,
"IP": 8,
"SL": 0,
"DCh": 1
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GET (Cont.)

"Ch": 1,
"En": 1,
"OutM": 0,
"Inv": 1,
"AOH": 32768,
"AOL": 0,
"COS": 1,
"Pltv": 3,
"IP": 4,
"SL": 0,
"DCh": 0

"Ch": 2,
"En": 1,
"OutM": 0,
"Inv": 1,
"AOH": 32768,
"AOL": 0,
"COS": 1,
"Pltv": 3,
"IP": 5,
"SL": 0,
"DCh": 5
}

p2p_advancedai/slot_0":{
"Adv": [

{
"Ch": 0,
"En": 1,
"InM " 0,
"OutM": 0,
"Inv"; 1,
"AOH": 65535,
"AOL": 452,
"COSs": 1,
"Dev": 0,
"Pltv"; 3,
"IP"; 5,
"SL": 0,
"DCh"; 1,
"BiUn": 0
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GET (Cont.)

}

}

{
"Ch": 1,
"En": 1,
"InM " 0,
"OutM": 0,
"Inv": 1,
"AOH": 65535,
"AOL": 452,
"COSs": 1,
"Dev": 0,
"Pltv": 3,
"IP": 5,
"SL": 0,
"DCh": 1,
"BiUn": 0

|3

{
"Ch": 2,
"En": 1,
"InM " 0,
"OutM": 0,
"Inv": 1,
"AOH": 65535,
"AOL": 452,
"COSs": 1,
"Dev": 0,
"Pltv": 3,
"IP": 5,
"SL": 0,
"DCh": 1,
"BiUn": 0

|3

{
"Ch": 3,
"En": 0,
"InM " 0,
"OutM": 0,
"Inv": 1,
"AOH"; 32768,
"AOL": 0,
"COSs": 1,
"Dev": 0,
"Pltv": 3,
"IP": 0,
"SL": 0,
"DCh": 1,
"BiUn": 0

}

]

| Resource value definitions:

Field

Data

Abbreviation

Type

Property

Description

Module name

Id String

R

The module name of the configuration
file

P2P mode and

ration

command configu-

p2p_mode  Object

Reference Mode & Common Configu-
rations
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P2P destination IP

table p2p_iptable Object R Reference Destination IP Table

Ziz:asm configu- p2p_basic  Object R Reference Basic Mode Configurations

P2P DI advance p2p_ad- . Reference Advanced Mode Configura-
i . . Object R :

configuration vanceddi tions — DI mode

P2P Al advance p2p_advance- ; Reference Advanced Mode Configura-
) . . Object R .

configuration dai tions — Al mode

P2P sensor )

advance configura- p2p_advanced- Object R Reference Advanced Mode Configura-

tion

sen

tions — sensor mode
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Table B.34: WISE-4250 supported Ciphers List

Module Security  Ciphers

TLS_AES_128_GCM_SHA256
TLS_AES_128_CCM_SHA256
TLS_AES_128_CCM_8_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CCM
TLS_DHE_RSA_WITH_AES 256_CCM
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_DHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CCM_8
TLS_DHE_RSA_WITH_AES 256_CCM_8
TLS_DHE_RSA_WITH_CAMELLIA_ 256_CBC_SHA256
TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_128_CCM
TLS_DHE_RSA_WITH_AES_128 CCM
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_128 _CBC_SHA256
TLS_DHE_RSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA
TLS_DHE_RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8
TLS_DHE_RSA_WITH_AES_128 CCM_8
TLS_ECDHE_ECDSA_WITH_CAMELLIA_128_GCM_SHA256
TLS TLS_ECDHE_RSA_WITH_CAMELLIA_ 128 _GCM_SHA256
12~1.3 TLS_DHE_RSA_WITH_CAMELLIA 128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_CAMELLIA_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_CAMELLIA_ 128 CBC_SHA256
TLS_DHE_RSA_WITH_CAMELLIA_ 128 CBC_SHA256
TLS_DHE_RSA_WITH_CAMELLIA_ 128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_ARIA_ 128 _GCM_SHA256
TLS_ECDHE_RSA_WITH_ARIA 128 _GCM_SHA256
TLS_DHE_RSA_WITH_ARIA_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_ARIA_ 128 _CBC_SHA256
TLS_ECDHE_RSA_WITH_ARIA_ 128 CBC_SHA256
TLS_DHE_RSA_WITH_ARIA_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CCM
TLS_RSA_WITH_AES_256_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_256_CCM_8
TLS_RSA_WITH_CAMELLIA_256_CBC_SHA256
TLS_RSA_WITH_CAMELLIA_256_CBC_SHA
TLS_RSA_WITH_AES_128_GCM_SHA256
TLS_RSA_WITH_AES_128_CCM
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA256
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDH_ECDSA_WITH_AES_128 CBC_SHA256
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Table B.34: WISE-4250 supported Ciphers List

TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_128_CCM_8
TLS_RSA_WITH_CAMELLIA_128_GCM_SHA256
TLS_RSA_WITH_CAMELLIA_128_CBC_SHA256
TLS_RSA_WITH_CAMELLIA_128_CBC_SHA
TLS_ECDH_RSA_WITH_CAMELLIA_128_GCM_SHA256
TLS_ECDH_RSA_WITH_CAMELLIA_128_CBC_SHA256
TLS_ECDH_ECDSA_WITH_CAMELLIA_128_GCM_SHA256
TLS_ECDH_ECDSA_WITH_CAMELLIA_128_CBC_SHA256
TLS_ECDH_ECDSA_WITH_ARIA 128 _GCM_SHA256
TLS_ECDH_RSA_WITH_ARIA_128_GCM_SHA256
TLS_RSA_WITH_ARIA_128_GCM_SHA256
TLS_ECDH_ECDSA_WITH_ARIA_ 128 _CBC_SHA256
TLS_ECDH_RSA_WITH_ARIA_128_CBC_SHA256
TLS_RSA_WITH_ARIA_128_CBC_SHA256
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Appendix C

iSensing MQTT



MQTT (message queuing telemetry transport) is a publish/subscribe messaging pro-
tocol for constrained Internet of Things (loT) devices in low-bandwidth, high-latency,
or unreliable networks. Advantech iSensing MQTT is an Advantech-defined MQTT
topic and payload for iSensing and iConnectivity devices, including WISE-4000 wire-
less 110, ADAM-6000 Ethernet I/O, and B+B Wizard mesh 1/O.

- M. —
Applications M ERP @ MES (JBET
4+ 4 4 F 4 =
Software wEhA}ls ' Standard
MQTT
Platform * Resume breakpoint X I,Q -
« Plug and play R
Broker o e
Publish
Devices

=

Edge DAQ Platform Mesh 1/O Wireless I/O Ethernet I/O

There are two differences between WISE-4000 wireless I/O and ADAM-6000 Ether-
net I/0O:

1. WISE supports TLS/SSL but ADAM does not.
2. WISE uses a web socket format package and ADAM uses TCP format package.
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C.1

3rd brok
WebAccess 3 party broker party roker:/
client
| Topic: iot-2/evt/wadata/fmt/group_id I | Topic: Advantech/MAC/data | MQTT
. ) without TLS/SSL
WebAccess MQTT iSensing MQTT
with/without TLS/SSL with/without TLS/SSL TCP format package
WebSocket format T
MQTT
package without TLS/SSL SmartSwarm 341
T (build-in RSMB)
TCP f t K TCP f t K | Topic: BB/ID/data |
ormat package ormat package MQTT SN

(non-TCP/IP networks)

802.15.4e 2.4GHz

*RSMB, Really Small Message Broker

¥802.15.4 technical standard which defines the operation of
low-rate wireless personal area networks (LR-WPANs)

iSensing MQTT Format for publishing

C.1.1 Topic Format: Advantech/IMEl/data

Table C.1: Topic Format: Advantech/IMEl/data

Field Description

Advantech Vendor of WISE Series

MAC (IMEI) MAC address or IMEI of WISE Series
data Topic for query the data of WISE Series

C.1.2 Payload Format

Table C.2: Payload Format

Field

Abbreviation

Description

Sequence Number

S

Sequence number that updates each time a
sensor reading is made
0~9, 0~9, ...

Time Stamp

ISO 8601 timestamp of the UTC time when
the sensor reading was made

Quality

Quality of the sensor reading
192: The value is good. There are no special
conditions.

Configuration Change

Cc

Configuration change affecting the reading
(e.g., scaling, calibration)
0~9, 0~9, ...
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Table C.2: Payload Format

Digital Input Mode

Digital Input

true/false
Counter

di 0~4294967295
Frequency Mode
0~30000 (default unit: 0.1Hz),
0~300000 (default unit: 0.01Hz)

Digital Output

do

Digital Output: true/false

Analog Input

Engineering value of analog input:
ai -10000.000~10000.000 (unit: mV)
-20.000~20.000 (unit: mA)

Temperature engineering data, the value is
floating type. Unit: According range code

Temperature Sensor temp For example,
999.120 -> 999.12 °C
-3.220->-3.22 °C
4096: Temperature (°C)
'cl':irggerature Range temprc 4097: Temperature (°F)
4098: Temperature (K)
Humidity engineering data, the value is float-
Humidity Sensor rh ing type.
Unit: According range code
Humidity Range Code rhrc 4128: Humidity (%)
p1: Port number
v01: Server ID
RS-485 p1v06r0012x05 s: Coil (r: Register)

00b1: Modbus/RTU address
x02: Mapping channel

C.1.3 Example

Table C.3: Example

Model Name JSON Data Notes
{"s":6, B Temperature and range code
"t":"2017-11-03T15:06:162", in the configured engineer-
"q":192, ing units
Y:”'Sl'fm‘:)zesrgtfrze% C2 ) ) ) B The humidity in % unit and
Humidity) temp1":23.6, "temp1rc":4096, range code.
"rh1":43.6,
"rh1rc":4128
}
The value of the sensor in engi-
neering units if ai disable the value
{'s"1 is 9999.9999
"t12014-07-11T15:26:372", ai_st" Al statu§ number meaning:
"q"192."c"1 0, Al Char_mel disable
WISE-4250-S214 ngiq"-1 ’2345’67 1, Streaming
(4-Al, 4-DI) " s.t1".'1 ’ 2, High latch
"ai2":-123.4567 3, High momentary
; 4, Low latch

"ai_st1":2 "di1":false,"di2":true }

5, Low momentary
The value of di1 and di2 can be:
false, true.
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Table C.3: Example

{"s":1, B The value of di1 and di2 can
"t":"2014-07-11T15:26:37Z", be: false, true.
"q":192,"c"A1, B The value of do1 and do2
WISE-4250-S250 "di1":false,"di2":true can be: false, true
(6-DI, 2-DO, 1-RS-  "do1":false,"do2":true "p1vf- B The value of coil can be: true,
485) fr0001x01":348, false.
"p1v06r0012x05":32768 B The value of register can be
"p1v01500b1x03":true, 0x0 to OxXFFFF.
"p1v12s012dx0f":false}
{"s":3, B The value of di1~di6 can be:
"t":"2024-05-10T06:13:082", false, true.
"q":192,"c":4, B The value of coil can be: true,
"di1":false,"di2":false,"di3":false," false.
di4":false,"di5"false,"di6":false, [ ] The value of register can be
WISE-4250-S251 "p1v01s0011x00":false, 0x0 to OXFFFF.

"p1v01s0012x01":true,
"p1v01s0013x02":false,
"p1v01s0014x03":true,
"p1v01s0015x04":true,
"p1v01s0016x05":false,
"p1v01s0017x06":false,
"p1v01s0018x07":false}

(6-DI, 1-RS-485)

Note! The channel number on WISE module is "0" based, and the channel
~ number of MQTT topic is "1" based. For example: "DO0" of WISE mod-
E ule use topic "do1".

C.2 iSensing MQTT Format for subscribing
C.2.1 Topic Format: Advantech/IMEI/ctl/dolndex

These topics are used to control the digital outputs on the sensors that support them.
These requests need to be published to the broker handling the Sensor network.

Table C.4: Topic Format: Advantech/IMEl/ctl/doindex

Field Description

Advantech Vendor of WISE Series

IMEI MAC address of WISE Series

dolndex The index of the DO channel. Note that the index start with "1

Note! The channel number on WISE module is "0" based, and the channel
number of MQTT topic is "1" based. For example: "DO0" of WISE mod-
= ule use topic "do1".
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C.2.2 Payload Format

Table C.5: Payload Format

JSON data Description
{"v":true} Setup the DO Boolean value as true
{"v":false} Setup the DO Boolean value as false

Note!  While sending control MQTT command, do not set the retain bit when
N publishing messages to this topic. Otherwise, an old retained message
FE may change the state of the output.

Note: The command rule of controlling WISE-4250-S250’s DO is described below.

First, please note that, in the payload of “Advantech/MAC of WISE/data” topic, the
“do2” represent DO channel 1 of WISE-4250-S250. The rule of naming is shown as
below.

do(Number+1) => DO channel number of WISE-4250-S250.

Second, MQTT downlink’s rule is shown as following.

Topic Rule: Advantech/MAC of WISE/ctl/key of certain DO channel
Payload Rule: {*v”: Value(Boolean)}

Topic Example: Advantech/74FE4864CC75/ctl/do2

Payload Example: {*v”: true}

If you'd like to learn more details, please refer to the FAQ content or send an email to
inquire with Advantech's technical staff.

FAQ: How to use MQTT downlink to control WISE-4000’s DO or Modbus RTU
Server?
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Appendix D

REST Resource



D.1 Introduction

REpresentational State Transfer (REST) is a design style of software architecture for
Web application behaves and services including image indication, resource request
and response and message delivery. It can be developed compatible with popular
protocols or standards like HTTP, URI, JSON, HTML. With the advantage of scalabil-
ity, simplicity and performance, it's already adopted in Web service by Amazon,
Yahoo. The Web service of is developed based on HTMLS5 language, if user need to
integrate this into other Web services, the following information/command list should
be referred for implementation.
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D.2 REST Resources

D.2.1 Digital Input

D.2.1.1 /di_value/slot_index/ch_num

Table D.1: /di_value/slot_index/ch_num

Description Retrieves information about the digital input value resource on specific slot.
http://10.0.0.1/di_value/slot_index
http://10.0.0.1/di_value/slot_index/ch_num

GET:Returns the representation of all of digital input value resource.

HTTP Method PUT:Replace all of digital input value resource

PATCH:Apply partial modifications to digital input value resource.

URL Structure
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Multiple Channel Request:

GET /di_value/slot_index

Single Channel Request:

GET /di_value/slot_index/ch_num

[Example]
Request: GET /di_value/slot_0

Content-type: application/json
Response: 200 OK
{
"DIvVal": [
{
"Ch"0,
"Md":0,
"Stat":1,
"Val":1,
"Cnting":0,
"CIrCnt":0,
"OvLch": 0

"Ch"1,
"Md":0,
"Stat":0,
"Val":0,
"Cnting":0,
"CIrCnt":0,
"OvLch": 0

GET "Ch":2,
"Md":1,
"Stat":0,
"Val":3378,
"Cnting":1,
"CIrCnt":0,
"OvLch": 0

"Ch":3,
"Md":3,
"Stat":0,
"Val":1,
"Cnting":0,
"CIrCnt":0,
"OvLch": 0
}
]
}

Request : GET /di_value/slot_0/ch_2

Content-type: application/json

Response: 200 OK

{
"Ch":2,
"Md":0,
"Stat™1,
"Val":1,
"Cnting":0,
"CIrCnt":0,
"OvLch": 0
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PUT

Single/Multiple Channel Request:
PUT /di_value/slot_index

Single Channel Request:

PUT /di_value/slot_index/ch_num

[Example]
Request: PUT /di_value/slot_0
Content-type: application/json

"DIVal": [

{

"Ch":0,
"Md":0,
"Stat":0,
"Val":0,
"Cnting":0,
"CIrCnt":0,
"OvLch": 0

"Ch"1,
"Md":0,
"Stat":0,
"Val":0,
"Cnting":0,
"CIrCnt":0,
"OvLch": 0

3

{
"Ch":2,
"Md":1,
"Stat":0,
"Val":3378,
"Cnting":0,
"CIrCnt":1,
"OvLch": 0

3

{
"Ch":3,
"Md":3,
"Stat":0,
"Val":0,
"Cnting":0,
"CIrCnt":0,
"OvLch": 0

}

]
}

Response: 200 OK
Request: PUT /di_value/slot_0/ch_2

Content-type: application/json
{
"Ch":2,
"Md":1,
"Stat":0,
"Val":3378,
"Cnting":0,
"ClrCnt":1,
"OvLch": 0

}

Response: 200 OK
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Single/Multiple Channel Request:
PATCH /di_value/slot_index
Single Channel Request:

PATCH /di_value/slot_index/ch_num

[Example]
Request: PATCH /di_value/slot_0
Content-type: application/json

"DIVal": [
{
"Ch":2,
"Cnting": 1
b
PATCH {
"Ch":3,
"OvLch":0
}
]
}

Response: 200 OK

Request: PATCH /di_value/slot_0/ch_3
Content-type: application/json
{
"Ch"3,
"CIrCnt":1
}

Response: 200 OK

B JSON array name definition:

Field Abbreviation |Data Type

Array of Digital input configurations Dival Array
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B Resource value definitions:

Field

Abbreviation

Data Type

Property

Description

Channel Number

Ch

Number

R

0, 1, ...: Digital input channel number.

Mode

Md

Number

Digital input mode.

0 DI

1 Counter

LowToHighLatch

HighToLowLatch

AN

Frequency

Signal Logic Status

Stat

Number

1, 0: Input signal is Logic High or Low.

Channel Value

Val

Number

DI measurement data

Input Mode Value Description

DI Logic Status of DI

Counter Counter Value

LowToHighLatch Logic status of DI

HighToLowLatch Logic status of DI

Frequency Frequency(unity 0.1 Hz)

Start Counter

Cnting

Number

RW

Start/Stop counter counting
Read

1 : counter is counting

0 : not counting

Write

1 : start counting

0 : stop counting

Clear Counter

CIrCnt

Number

1 : Clear the counter value

Get/Clear Counter
Overflow or Latch Sta-
tus

OvLch

Number

RW

counter overflow or latch status
Read

1 : overflow/latch occurred.

0 : no overflow or latch

Write

0 : clear the overflow or latch status
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D.2.2 Digital Output

D.2.2.1 /do_value/slot_index/ch_num

Table D.2: /do_value/slot_index/ch_num

Description Retrieves information about the digital output value resource on specific slot.
http://10.0.0.1/do_value/slot_index
http://10.0.0.1/do_value/slot_index/ch_num

GET:Returns the representation of all of digital output value resource.

HTTP Method PUT:Replace all of digital output value resource

PATCH:Apply partial modifications to digital output value resource.

URL Structure
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GET

Multiple Channel Request:

GET /do_value/slot_index

Single Channel Request:

GET /do_value/slot_index/ch_num

[Example]
Request: GET /do_value/slot_0

Content-type: application/json
Response: 200 OK

"DOVal": [
{

"Ch":0,
"Md":0,
"Stat":1,
"Val":1,
"PsCtn":0,
"PsStop":0,
"PsIV": 0

"Ch":1,
"Md":0,
"Stat":0,
"Val":0,
"PsCtn":0,
"PsStop":0,
"PsIV": 0

3

{
"Ch":2,
"Md":1,
"Stat":1,
"Val":3378,
"PsCtn":0,
"PsStop":0,
"PsIV": 0

3

{
"Ch":3,
"Md":3,
"Stat":1,
"Val":1,
"PsCtn":0,
"PsStop":0,
"PsIV": 0

}

]
}

Request : GET /do_value/slot_0/ch_2

Content-type: application/json
Response: 200 OK

"Ch":2,
"Md":0,
"Stat":1,
"Val":1,
"PsCtn":0,
"PsStop":0,
"PsIV": 0
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Single/Multiple Channel Request:
PUT /do_value/slot_index

Single Channel Request:

PUT /do_value/slot_index/ch_num

[Example]
Request: PUT /do_value/slot_0
Content-type: application/json

"DOVal": [
{

"Ch":0,
"Md":0,
"Stat":1,
"Val":1,
"PsCtn":0,
"PsStop":0,
"PsIV": 0

"Ch"1,
"Md":0,
"Stat":0,
"Val":0,
"PsCtn":0,
"PsStop":0,
"PsIV": 0

"Ch":2,
"Md":1,
PUT "Stat":1,
"Val":3378,
"PsCtn":0,
"PsStop":0,
"PsIV": 0

"Ch":3,
"Md":3,
"Stat":1,
"Val":1,
"PsCtn":0,
"PsStop":0,
"PsIV": 0
}
]
}

Response: 200 OK
Request: PUT /do_value/slot_0/ch_2

Content-type: application/json
{
"Ch":2,
"Md":2,
"Stat™0,
"Val":0,

"PsCtn"0,
"PsStop":0,
"PsIV": 0

}

Response: 200 OK
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Single/Multiple Channel Request:
PATCH /do_value/slot_index
Single Channel Request:

PATCH /do_value/slot_index/ch_num

[Example]
Request: PATCH /do_value/slot_0
Content-type: application/json

{
"DOVal": [
{
"Ch":2,
"Md": 2
2

{
PATCH "Ch3,
"PsStop":1
¥
]
}

Response: 200 OK
Request: PATCH /do_value/slot_0/ch_3
Content-type: application/json
{
"Ch"3,
"PsCtn":1
!

Response: 200 OK

B JSON array name definition:

Field Abbreviation |Data Type
Array of D.Iglta| input DOVal Array
configurations
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B Resource value definitions:

Field Abbreviation |Data Type |Property |Description

Channel Number Ch Number R 0, 1, ...: Digital output channel number.
Digital output mode.

0 DO

Mode Md Number R 1 Pulse Output
2 LowToHighDelay
3 HighToLowDelay

Signal Logic Status Stat Number R 1, 0: Output signal is Logic High or Low.

DO measurement data

Output Mode

Value Description

DO

Get the current signal status or set its status
Pulse Output

Channel Value Val Number RW Get or set the absolute pulse count value
LowToHighDelay
Get the current signal status or set its status
HighToLowDelay
Get the current signal status or set its status

gtj;: Output Continue PsCtn Number RwW 1/ 0: Pulse outputting is continuous or not.
1: Stop the pulse outputting.

Stop Pulse Output PsStop Number W (Continue is disabled, Absolutg and mcremental
values are reset to zero. DO signal status is set to
logic low.)

Incremental Pulse Out- PsIV Number RW Incremental Pulse Output Value

put Value

WISE-4250 Series User Manual 262




D.2.3 Analog Input

D.2.3.1 /ai_value/slot_index/ch_num

Table D.3: /do_value/slot_index/ch_num

Retrieves information about the analog input value resource on spe-
cific slot.

http://10.0.0.1/ai_value/slot_index
http://10.0.0.1/ai_value/slot_index/ch_num

GET:Returns the representation of all of analog input value resource.
HTTP Method PUT:None
PATCH:Apply partial modifications to analog input value resource.

Description

URL Structure
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Multiple Channel Request:

GET /ai_value/slot_index

Single Channel Request:

GET /ai_value/slot_index/ch_num

[Example]
Request : GET /ai_value/slot_0

Content-type: application/json
Response: 200 OK

{
"AlVal": [

{
"Ch":0,
"En"A1,
"Rng":328,
"Val":148,
"Eg":650,
"Evt":0,
"LoA": 0,
"HiA™ 0,
"HVal":190,
"HEg":1250,
"LVal":15,
GET "LEg":500,
"SVal";148,
"CIrH": 0,
"CIrL": 0
2
{
"Ch":1,
"En"A1,
"Rng":328,
"Val"0,
"Eg":0,
"Evt":0,
"LoA"0,
"HiA™0,
"HVal"0,
"HEgG":0,
"LVal"0,
"LEgG":0,
"SVal":0,
"CIrH": 0,
"CIrL": 0
2
{
"Ch":2,
"En"A1,
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"Rng":328,
"Val":0,
"Eg":0,
"Evt":8,
"LoA":0,
"HiA":0,
"HVal":0,
"HEg":0,
"Lval":0,
"LEg":0,
"Sval":0,
"ClIrH": 0,
"CIrL": 0
12
{
"Ch"3,
"En"1,
"Rng":328,
"Val":0,
"Eg":0,
"Evt":0,
"LoA":0,
"HiA":0,
"HVal":0,
"HEg":0,
"Lval":0,
"LEg":0,
"Sval":0,
"ClIrH": 0,
"CIrL": 0
12
{
"Ch":4,
"En"1,
"Rng":328,
"Val":0,
"Eg":0,
"Evt":0,
"LoA":0,
"HiA":0,
"HVal":0,
"HEg":0,
"Lval":0,
"LEg":0,
"Sval":0,
"ClIrH": 0,
"CIrL™: 0
}
]
}

Request : GET /ai_value/slot_0/ch_2

Content-type: application/json
Response: 200 OK

{
"Ch":2,
"En":1,
"Rng":328,
"Val":0,
"Eg":0,
"Evt":8,
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PUT None

Single/Multi Channel Request:
PATCH /ai_value/slot_index
Single Channel Request:

PATCH /ai_value/slot_index/ch_num

[Example]
Request: PATCH /ai_value/slot_0
Content-type: application/json

{
"AlVal": [

{
IlChIl:2’
"LoA™ 0

2
PATCH {

IlChll:3’
"HiA"0
}

]
}

Response: 200 OK
Request: PATCH /ai_value/slot_0/ch_3
Content-type: application/json

"LoA™0
}

Response: 200 OK

B JSON array name definition:

Field Abbreviation |Data Type
Array of Arlalog input AlVal Array
configurations
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Resource value definitions (Total channels = Al channel number + 1 average

channel):
Field Abbreviation |Data Type |Property |Description
0, 1, ...: Analog input channel
number.
Channel Number |Ch Number R Note for the average channel:
The average channel number for a 4-ch Al
module is 4.
Analog input range.
Range code
328 (0x0148)0-10V
259 (0x0103) +/- 150 mV
260 (0x0104) +/- 500 mV
320 (0x0140) +/- 1V
321 (0x0141) +/-2.5V
Input Range Rng Number R
322 (0x0142) +/- 5V
323 (0x0143) +/- 10 V
327 (0x0147)0~5V
384 (0x0180) 4 ~ 20 mA
385 (0x0181) +/- 20 mA
386 (0x0182) 0 ~ 20 mA
65535 Invalid range, if average
channel is disable
1/0: Enable / Disable Al conversion
Channel Enable  |En Number R Notice: Average channel |§ read only. When
channel mask of average is not 0, the value
is 1.
\C/I:Iir(;nel Raw Val Number R 0 ~ 65535:Al measurement data (Raw data)
Al engineering data, the value is 1/1000
Char_mel Engi- Eg Number R scale.
neering data For example,
1630 > 1.63
Channel Event Evt Number R Al statuses
Status
Low alarm status
Read
Low Alarm Status |LoA Number RW 1 low alarm occurred.
0 : not occurred
Write
0 : clear the low alarm status
High alarm status
Read
. . 1 : high alarm occurred.
High Alarm Status |HiA Number RwW :
0 : not occurred
Write
0 : clear the high alarm status
Maximum Al HVal Number R Al max. measurement data (Raw data)
Raw Value
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Al max. engineering data, the value is 1/1000
Maximum Al scale
Engineering data HEg Number For example,
10200->10.2
Minimum Al .
LVal Number Al min. measurement data (Raw data)
Raw Value
Al min. engineering data, the value is 1/1000
Minimum Al scale
Engineering data LEg Number For example,
250 > 0.25
Channel Raw )
Value After Scal- | Sval Number 0 65535_ : Al measurement data (Raw data)
. after scaling
ing
Clear Maximum .
CirH Number 1 : Clear the Maximum Al value
Al Value
Clear Minimum -
ClrL Number 1 : Clear the Minimum Al value
Al Value
Al physical value after scaling, the value is 1/
Physical yalue PEg Number 1000 scale .
after scaling For example:
150350'150.35
. . . . Unit for mapping value
Mapping unit Uni String Max. 32 characters

* Al Status (2 Registers)

Lower Register

Higher Register

Bit Description Bit Description

0 Fail to Provide Al Value 0 DI triggered to Safety Value
1 Over Range 1 Dl triggered to Startup Value
2 Under Range 2 Reserved

3 Open Circuit / Burnout 3 Reserved

4 Reserved 4 Reserved

5 Unavailable Channel Configuration 5 Reserved

6 Reserved 6 Reserved

7 ADC Initializing/Error 7 Reserved

8 Reserved 8 Reserved

9 Zero/Span Calibration Error 9 Reserved

10 Reserved 10 Reserved

11 Reserved 11 Reserved

12 Reserved 12 Reserved

13 Reserved 13 Reserved

14 Reserved 14 Reserved

15 Reserved 15 Reserved
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D.2.4 RS-485 Port Expansion Data

D.2.4.1 Expansion Bit Data

Table D.4: /expansion_bit/com_x/ch_num
Retrieves information about the expansion tag bit data resource, the data

Description information is defined by user configuration
http://10.0.0.1/expansion_bit/com_x (Get only)
http://10.0.0.1/expansion_bit/com_x /idx_y = (Get only)
http://10.0.0.1/expansion_bit/com_x /ch_num

URL Structure where x =1 ~ : the identifier of COM number

where y = 0 ~ : the index of data resource requisition, 8 channel
in each index
where num = 0 ~ : the channel number

HTTP Method

GET: Returns the representation of all of expansion bit data resource.
PUT: None
PATCH: Apply partial modifications to expansion bit data resource.
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Multi-Channel Request?
GET /expansion_bit/com_x
Single Channel Request?
GET /expansion_bit/com_x/ch_num

[Example]:
[ | Request : GET /expansion_bit/com_1/

Content-type: application/json
Response: 200 OK

"ExpBit": [

{
"Ch":0,
"Val":1,
"Evt":0,
"SID":1,
"Addr":1,
"MAddr":1001,
"WEwWt":0

|3

{
"Ch":A1,
"Val":0,
"Evt":0,
"SID":1,
"Addr":2,
"MAddr":1002,
"WEwvt":0

"Ch":2,

"Val":1,

"Evt":0,

"SID":1,

"Addr":3,

"MAddr":1003,

"WEwvt":0

|3
{

"Ch":3,

GET "Val":1,

"Evt":0,
"SID":A1,
"Addr":4,

"MAddr":1004,
"WEwvt":0

|3

{

"Ch":4,
"Val":1,
"Evt":0,
"SID":2,
"Addr":1,

"MAddr":1005,
"WEwvt":0
|3

"Ch":31,
"Val":0,

"Evt":0,
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JSON array name definition:

Field Abbreviation Data Type
Array of Analog input configurations  ExpBit Array
Resource value definitions:
Field Abbreviations | Data type | Property |Description
Channel Number Ch Number R 0, 1, ...: expansion tag data channel number
The channel value of expansion tag data
Value: 0/1
Channel Value Val Number R/W
*After writing action, user must poll the "expansion bit writ-
ing status" to get process result
The channel error code of expansion tag data (TBD)
Modbus exception code
Bit 7: Write only mask
Event
Value Description
(Bit: 6~0)
0 (0x00) No error
1 (0x01) lllegal function
2 (0x02) llegal data address
3 (0x03) llegal data value
4 (0x04) Slave device failure
5 (0x05) Acknowledge
Channel Error o Numb . 6 (0x06) Slave device busy
Code v umber 7 (0x07) Negative acknowledge
8(0x08) Memory parity error
9 (0x09) Reserved
10 (0x0A) Gateway path unavailable
11 (0x0B) Gateway target device failed to respond
12 ~15 Reserved
16 (0x10)  Unavailable
17 (0x11)  Slave response timeout
18 (0x12)  Checksum error
19 (0x13) Reserved data error
20 (0x14)  Send request fail
21 (0x15)  Unprocessed
22 (0x16) Read only
23 (0x17) In processing
Slave ID SID Number R Modbus RTU slave ID 0~255
Slave Modbus Addr Number R Modbus RTU Slave device polling address: 1-9999
Address
Modbus TCP . . .
Mapping Address MAddr Number R Modbus TCP mapping address of expansion value:1-9999
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Field Abbreviations Data type Property
The status for preview writing action.

Event

Value Description

(Bit: 6~0)

0 (0x00) No error

1 (0x01) lllegal function

2 (0x02) lllegal data address

3 (0x03) lllegal data value

4 (0x04) Slave device failure

5 (0x05) Acknowledge

6 (0x06) Slave device busy

7 (0x07) Negative acknowledge
Ex_p_ansion bit WEwt Number 8(0x08) Memory parity error
writing status 9 (0x09) Reserved

10 (Ox0A) Gateway path unavailable

11 (0x0B) Gateway target device failed to respond

12 ~15 Reserved

16 (0x10)  Unavailable

17 (0Ox11)  Slave response timeout

18 (0x12)  Checksum error

19 (0x13) Reserved data error

20 (0x14)  Send request fail

21 (0x15)  Unprocessed

22 (0x16) Read only

23 (0x17)  In processing

*Event value 0x17: the writing process is not finish, user should poll the

status later.

Remarks:
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D.2.4.2 Expansion Word Data
/expansion_word/com_x/ch_num

Retrieves information about the expansion tag bit data resource, the data

Description information is defined by user configuration
http://10.0.0.1/expansion_word/com_x
URL Structure http://10.0.0.1/expansion_word/com_x/ch_num

where x =1 ~: the identifier of COM number
where num =0 ~ : the channel number

GET: Returns the representation of all of expansion bit data resource.
HTTP Method |PUT: None
PATCH: Apply partial modifications to expansion bit data resource.
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Multi-Channel Request?
GET /expansion_word/com_x
Single Channel Request?
GET /expansion_word/com_x/ch_num

[Example]:
[ ] Request : GET /expansion_word/com_1

Content-type: application/json
Response: 200 OK

"ExpWord": [

{

"Ch"0,
"Val":32768,
"Evt":0,
"SID":A1,
"Addr":1,
"MAddr":1001,
"WEwt":0

|3

{

"Ch™1,
"Val":1235,
"Evt":0,
"SID":A1,
"Addr":2,
"MAddr":1002,
"WEwt":0

|3

{
"Ch":2,
"Val":65535,
"Evt":0,
"SID":1,
"Addr":3,
"MAddr":1003,
"WEwt":0

"Ch":3,

GET "Val":33358,
"Evt":0,
"SID":1,
"Addr":4,
"MAddr":1004,
"WEwt":0

"Ch":4,
"Val":4095,
"Evt":0,
"SID":2,
"Addr":211,
"MAddr":1005,
"WEwt":0

"Ch":31,

"Val":0,

"Evt":0,
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JSON array name definition:

Field Abbreviation Data Type
Array of Analog input configurations  ExpWord Array
Resource value definitions:
Field Abbreviations | Data type | Property |Description
Channel Number Ch Number R 0, 1, ...: expansion tag data channel number
The channel value of expansion tag data
Value: 0/1
Channel Value Val Number R/W
*After writing action, user must poll the "expansion bit writ-
ing status" to get process result
The channel error code of expansion tag data (TBD)
Modbus exception code
Bit 7: Write only mask
Event
Value Description
(Bit: 6~0)
0 (0x00) No error
1 (0x01) lllegal function
2 (0x02) llegal data address
3 (0x03) llegal data value
4 (0x04) Slave device failure
5 (0x05) Acknowledge
Channel Error o Numb . 6 (0x06) Slave device busy
Code v umber 7 (0x07) Negative acknowledge
8(0x08) Memory parity error
9 (0x09) Reserved
10 (0x0A) Gateway path unavailable
11 (0x0B) Gateway target device failed to respond
12 ~15 Reserved
16 (0x10)  Unavailable
17 (0x11)  Slave response timeout
18 (0x12)  Checksum error
19 (0x13) Reserved data error
20 (0x14)  Send request fail
21 (0x15)  Unprocessed
22 (0x16) Read only
23 (0x17) In processing
Slave ID SID Number R Modbus RTU slave ID 0~255
Slave Modbus Addr Number R Modbus RTU Slave device polling address: 1-9999
Address
Modbus TCP . . .
Mapping Address MAddr Number R Modbus TCP mapping address of expansion value:1-9999
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Field Abbreviations Data type Property
The status for preview writing action.

Event

Value Description

(Bit: 6~0)

0 (0x00) No error

1 (0x01) lllegal function

2 (0x02) lllegal data address

3 (0x03) lllegal data value

4 (0x04) Slave device failure

5 (0x05) Acknowledge

6 (0x06) Slave device busy

7 (0x07) Negative acknowledge
Ex_p_ansion bit WEwt Number 8(0x08) Memory parity error
writing status 9 (0x09) Reserved

10 (Ox0A) Gateway path unavailable

11 (0x0B) Gateway target device failed to respond

12 ~15 Reserved

16 (0x10)  Unavailable

17 (0Ox11)  Slave response timeout

18 (0x12)  Checksum error

19 (0x13) Reserved data error

20 (0x14)  Send request fail

21 (0x15)  Unprocessed

22 (0x16) Read only

23 (0x17)  In processing

*Event value 0x17: the writing process is not finish, user should poll the

status later.

Remarks:
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D.2.5 Data Logger

D.2.5.1 /log_message

Description

Retrieves the log data in system memory.

URL Structure

http://10.0.0.1/log_message

HTTP Method

GET: According to the setting of filtering, server returns the all/partial of logged
data.

GET

Request:
GET /log_message

[Example]:
Request: GET /log_message for WISE-4060/LAN module

Content-type: application/json
Response: 200 OK

{
"LogMsg": [

"PE":128,
"TIM":"2014-11-11T15:48:32+08:00",
"UID":"ADAM-4060/LAN_0OODOC9FE1601",
"MAC":"00-D0-C9-FE-16-01",
"Record" :
[
[0,3,3,1],
[0,2,4,150],
[0,5,5,250]
1
b
{
"PE":128,
"TIM":"2014-11-11T15:49:44+08:00",
"UID":"ADAM-4060/LAN_00ODOC9FE1601",
"MAC":"00-D0-C9-FE-16-01",
"Record" :
[
[0,3,3,0],
[0,2,4,140],
[0,5,5,240]
1
b
{
"PE":128,
"TIM":"2014-11-11T15:51:02+08:00",
"UID":"ADAM-4060/LAN_0ODOC9FE1601",
"MAC":"00-D0-C9-FE-16-01",
"Record" :
[
[0,3,3,0],
[0,2,4,130],
[0,5,5,230]
1
}
|
}
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JSON array name definition:

Field

Abbreviation

Data Type

Array of log messages

LogMsg

Array

Array of 1/O records

Record

Array

Resource value definitions:

Field

Abbreviations

Data type

Property

Description

Periodic/Event

128

Number

Recording mode of storage

1 DI
2 DO
4 Event from Al
8 AO
16 WDT
128 Periodic

Timestamp

TIM

String

Timestamp of the storage

“Coordinated Universal Time (UTC)

Ex. “1415757750” corresponds to November 12, 2014,
2:02:30 am, Standard Time.

(meanwhile, 2014, 10:02:30 am, Taipei Time.)

“Local Date/Time according GMT time zone (ISO 8601)
Ex. “1994-11-05T08:15:30-05:00” corresponds to Novem-
ber 5, 1994, 8:15:30 am, US Eastern Standard Time.

uuiD

uiD

String

Universally Unique Identifier (UUID)
Max. 32 characters

MAC ID

MAC

String

MAC address.
(12+5) characters, ex, “00-D0-C9-F0-63-F7
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* The information in array is as follows.
[Slot-index, Channel-index, I/O-type-index, I/O-value]
* The data type in array is as follows.
[Number, Number, Number, Number]

Notice: When the I/O-type-index is engineering type (12, 13,

14, 18), the I/0O value is 1/1000 scale.

Index Recording I/0-type of the storage
0 Invalid
1 DI Logic Status
2 DI Counter value
3 DI Frequency value
4 DO Logic Status
5 DO Absolute Pulse Output value
6 DO Incremental Pulse Output Value
7 Al value
8 Historical Maximum Al value
9 Historical Minimum Al value
_ 10 Al value after scaling
F\:;:Sosrgéng Record Array 11 Al status flags
12 Al engineering value
13 Historical Maximum Al engineering value
14 Historical Minimum Al engineering value
15 AO value
16 AO value after scaling
17 AO status flags
18 AO engineering value
19 Al physical value
20 Al engineering value (floating type)
21 Histolrical Maximum Al engineering value
(floating type)
2 Histolrical Minimum Al engineering value
(floating type)
23 Al physical value (floating tpye)
30 Expansion bit data
31 Expansion bit error code
32 Expansion word data
Remarks
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Table D.5: WISE-4250 supported Ciphers List

Module Security Ciphers

TLS_AES_128 GCM_SHA256 TLS_AES_128 CCM_SHA256
TLS_AES_128_CCM_8_SHA256 TLS_ECDHE_ECD-
SA_WITH_AES_256_CCM TLS_DHE_RSA_WITH_AES_256_CCM
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 TLS_ECDHE_ECD-
SA_WITH_AES_256_CBC_SHA TLS_ECDHE_RSA WITH_AES_256_C-
BC_SHATLS_DHE_RSA WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CCM_8 TLS_DHE_R-
SA_WITH_AES_256_CCM_8 TLS_DHE_RSA_WITH_CAMELLIA_256_C-
BC_SHA256 TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA
TLS_ECDHE_ECDSA WITH_AES_128_GCM_SHA256 TLS_ECDHE_R-
SA_WITH_AES_128_GCM_SHA256 TLS_DHE_R-
SA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_128_CCM TLS_DHE_R-
SA_WITH_AES_128_CCM TLS_ECDHE_ECDSA_WITH_AES_128_CB-
C_SHA256 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 TLS_ECDHE_ECD-
SA_WITH_AES_128_CBC_SHATLS_ECDHE_RSA WITH_AES_128_C-
BC_SHATLS_DHE_RSA WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8 TLS_DHE_R-
SA_WITH_AES_128_CCM_8
TLS_ECDHE_ECDSA_WITH_CAMELLIA_128_GCM_SHA256
TLS_ECDHE_RSA WITH_CAMELLIA 128_GCM_SHA256 TLS_DHE_R-
SA_WITH_CAMELLIA_128_GCM_SHA256 TLS_ECDHE_ECD-
SA_WITH_CAMELLIA_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_CAMELLIA_128_CBC_SHA256 TLS_DHE_R-
SA_WITH_CAMELLIA_128_CBC_SHA256 TLS_DHE_RSA_WITH_CA-
MELLIA_128_CBC_SHA
TLS_ECDHE_ECDSA WITH_ARIA_128_GCM_SHA256 TLS_ECD-
HE_RSA WITH_ARIA_128 GCM_SHA256 TLS_DHE_R-

TLS SA_WITH_ARIA_128_GCM_SHA256

12~13 TLS_ECDHE_ECDSA WITH_ARIA_128 CBC_SHA256 TLS_ECDHE_R-
SA_WITH_ARIA_128_CBC_SHA256 TLS_DHE_R-
SA_WITH_ARIA_128_CBC_SHA256 TLS_RSA_WITH_AES_256_CCM
TLS_RSA_WITH_AES_256_CBC_SHA256 TLS_R-

SA_WITH_AES 256_CBC_SHATLS_ECDH_RSA WITH_AES_256_CB-
C_SHATLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_256_CCM_8 TLS_RSA_WITH_CAMEL-
LIA_256_CBC_SHA256 TLS_RSA_WITH_CAMELLIA_256_CBC_SHA
TLS_RSA_WITH_AES_128_GCM_SHA256 TLS_R

SA_WITH_AES 128 CCM TLS_RSA WITH_AES_128_CBC_SHA256
TLS_RSA WITH_AES_128 CBC_SHATLS_ECDH_R-
SA_WITH_AES_128_GCM_SHA256 TLS_ECDH_R-
SA_WITH_AES_128_CBC_SHA256

TLS_ECDH_RSA WITH_AES_128_CBC_SHA TLS_ECDH_ECD-
SA_WITH_AES_128_GCM_SHA256 TLS_ECDH_ECD-
SA_WITH_AES_128_CBC_SHA256

TLS_ECDH_ECDSA_WITH_AES_128 CBC_SHATLS_R-
SA_WITH_AES_128_CCM_8 TLS_RSA_WITH_CAMELLIA_128_GCM_-
SHA256 TLS_RSA_WITH_CAMELLIA_128_CBC_SHA256
TLS_RSA_WITH_CAMELLIA 128_CBC_SHATLS_ECDH_RSA_WITH_-
CAMELLIA_128_GCM_SHA256 TLS_ECDH_RSA_WITH_CAMEL-
LIA_128 CBC_SHA256
TLS_ECDH_ECDSA_WITH_CAMELLIA_128_GCM_SHA256 TLS_EC-
DH_ECDSA_WITH_CAMELLIA_128_CBC_SHA256 TLS_ECDH_ECD-
SA_WITH_ARIA_128_GCM_SHA256

TLS_ECDH_RSA WITH_ARIA_128_GCM_SHA256 TLS_R-
SA_WITH_ARIA_128_GCM_SHA256 TLS_ECDH_ECD-
SA_WITH_ARIA_128_CBC_SHA256
TLS_ECDH_RSA_WITH_ARIA_128_CBC_SHA256 TLS_R-
SA_WITH_ARIA_128_CBC_SHA256
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D.2.6 Peer to Peer (P2P)
Peer-to-peer (P2P), is a computing or networking distributed application architecture
that partitions tasks or workloads among peers.

It defines a mapping between input module and output module, updating remote
module output periodically and change of status.

WISE-4000/4200 Wi-Fi series all support basic mode for one target module,

Universal input module map to remote module
UIO(AI) > AO0
UI1(DI) > DOl
UI2(AI) > AO2

UI3(DI) * DO3

or advanced mode for multiple target modules

Universal input module map to DO module

DIO
DIl
AIO

g

00

with 5 kind of channel mapping: DI map to DO
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