
Equipment Security Inspection Report

Start Date/Time: 2023/08/30 10:32:32 AM GMT+2
End Date/Time: 2023/08/30 01:28:06 PM GMT+2

OS Support Lifecycle Check Malware Scan Result Highest OS Vulnerability Severity Rating

Active Support Threats Found Critical

Device Information

Device Name PI Pro-ELMARK

Device ID 2203-3839-CE0507083366B76D2E54

Scanner Version 1.61.1175

Advanced Threat Scan Engine Version 21.6.1006

Virus Pattern Version 18.661.00

Last Virus Pattern Update 2023/08/30 10:29:15 AM GMT+2

Scanned Computer

Hostname DMLAPTOP

Domain Name DMLAPTOP

Logged-in Account 48607

IP Address 192.168.3.75

MAC Address 80:3F:5D:F3:71:D3

OS Description Microsoft Windows 11 Professional (build 22621), 64-bit

Malware Scan Result

Scan Status Completed

Scan Result Threats Found

Infected 1

Fixed 0

Comment Partially fixed

Vulnerability Scan Result

Detected Vulnerabilities Total Count 122

Comment

Inspector: Company Stamp/ Authorized Representative Signature:

Date:



Scan Result Detail
System Info

Hostname DMLAPTOP

Domain Name DMLAPTOP

MAC Address 80:3F:5D:F3:71:D3

IP Address 192.168.3.75

OS Description Microsoft Windows 11 Professional (build 22621), 64-bit

OS Type Windows

Vendor Name HUAWEI

Bios Version {HUAWEI - 2, 1.26, INSYDE Corp. - 10026}(Release Date: 2023-03-
09 00:00:00.000)

Bios Type UEFI

Secure Boot Enabled

CPU Intel(R) Core(TM) i5-10210U CPU @ 1.60GHz

CPU Architecture X64

Processors 8

Cores 4

Physical Memory 16608660 KB

Available Memory 5339264 KB

OS Version and Build Microsoft Windows 11 Pro 10.0.22621

OS Service Pack -

OS Product ID 00330-52454-54978-AAOEM

OS Language pl-PL

OS Installed Date 2023/02/11 08:53:06 AM GMT+1

IE Version and Build 11.1.22621.0

IE Service Pack -

IE Update Version 11.0.1000

Windows Directory C:\WINDOWS

System Directory C:\WINDOWS\system32

System Drive Size 119 GB

System Available Size 12 GB

Time Zone UTC +02:00

System Date and Time 2023/08/30 10:32:12 AM GMT+2

Logged-in Account 48607

Logged-in Domain DMLAPTOP



Scanner Configuration Info

Scan Folders All local folders

Excluded Folders None

Excluded Files None

Excluded Extension None

Scanned Files Count 873662

Installed Application List

NAME PUBLISHER VERSION

Brave Autorzy Brave 116.1.57.53

DSU Ver2.2 Moxa Inc. -

Foxit Reader Foxit Software Inc. 9.7.1.29511

Google Chrome Google LLC 116.0.5845.112

Microsoft Edge Microsoft Corporation 116.0.1938.62

Microsoft Edge Update - 1.3.177.11

Środowisko uruchomieniowe
Microsoft Edge WebView2 Microsoft Corporation 116.0.1938.62

MXview Moxa, Inc. 3.2.6

NPort Search Utility Ver1.15 Moxa Inc. -

Security Task Manager 2.4 Neuber Software 2.4

WinPcap 4.1.3 Riverbed Technology, Inc. 4.1.0.2980

Microsoft Visual C++ 2015-2019
Redistributable (x64) - 14.27.29112 Microsoft Corporation 14.27.29112.0

Microsoft Visual C++ 2012
Redistributable (x86) - 11.0.61030 Microsoft Corporation 11.0.61030.0

Teams Machine-Wide Installer Microsoft Corporation 1.3.0.28779

Intel(R) Chipset Device Software Intel(R) Corporation 10.1.18019.8144

Microsoft Visual C++ 2015-2022
Redistributable (x86) - 14.30.30704 Microsoft Corporation 14.30.30704.0

e-pity 15.2.5 za rok 2022 e-file sp. z o.o. sp.k. 15.2.5

Microsoft Visual C++ 2012
Redistributable (x64) - 11.0.61030 Microsoft Corporation 11.0.61030.0

STP Viewer 2.3 IdeaMK -

Microsoft .NET Core Runtime -
3.1.22 (x64) Microsoft Corporation 3.1.22.30721

GoTo Opener LogMeIn, Inc. 1.0.539

Logitech Capture Logitech 2.06.8

GIMP 2.10.22 The GIMP Team 2.10.22

Huawei OSD Huawei Technologies Co., Ltd. 9.0.19.0



Installed Application List

NAME PUBLISHER VERSION

MGate Manager 1.17 Moxa Inc. -

MOXA UPort 1110/1130/1150
Windows Driver Ver3.1 Moxa Inc. 3.1

Mozilla Firefox (x64 pl) Mozilla 117.0

Mozilla Maintenance Service Mozilla 86.0

NPort Administration Suite Ver3.1 Moxa Inc. -

Aplikacje Microsoft 365 dla firm - pl-
pl Microsoft Corporation 16.0.16626.20170

Huawei PC Manager(Multi-screen
Collaboration and Official Driver) Huawei Device Co., Ltd. 12.0.2.30

TAP-Windows 9.21.2 - 9.21.2

WinRAR 6.00 (64-bitowy) win.rar GmbH 6.00.0

Realtek USB Audio Realtek Semiconductor Corp. 6.3.9600.50

Java 8 Update 65 (64-bit) Oracle Corporation 8.0.650.17

MXconfig version 2.8 Moxa 2.8

DisplayLink Graphics DisplayLink Corp. 10.3.6400.0

Microsoft Update Health Tools Microsoft Corporation 5.70.0.0

Sprawdzanie kondycji komputera z
systemem Windows Microsoft Corporation 3.2.2110.14001

ESET Security ESET, spol. s r.o. 16.2.13.0

Update for Windows 10 for x64-
based Systems (KB5001716) Microsoft Corporation 4.91.0.0

Adobe Acrobat (64-bit) Adobe 23.003.20284

NVIDIA Sterownik graficzny 527.56 NVIDIA Corporation 527.56

NVIDIA Oprogramowanie systemu
PhysX 9.21.0713 NVIDIA Corporation 9.21.0713

NVIDIA FrameView SDK
1.3.8107.31782123 NVIDIA Corporation 1.3.8107.31782123

GlobalProtect Palo Alto Networks 6.0.4

MySQL Connector/ODBC 5.1 Oracle Corporation 5.1.8

Autodesk DWG TrueView 2022 -
English Autodesk, Inc. 24.1.51.0

Moxa Remote Connect Client
Software version v3.3.0 Moxa Inc. v3.3.0

Sprawdzanie kondycji komputera z
systemem Windows Microsoft Corporation 3.3.2110.22002

Cisco Webex Meetings Cisco Webex LLC 41.9.5

Exodus Exodus Movement Inc 21.4.23

f.lux f.lux Software LLC 4.124



Installed Application List

NAME PUBLISHER VERSION

GoToMeeting 10.19.0.19950 LogMeIn, Inc. 10.19.0.19950

Microsoft OneDrive Microsoft Corporation 23.158.0730.0001

Microsoft Teams Microsoft Corporation 1.6.00.22378

Zoom Zoom Video Communications, Inc. 5.13.11 (13434)

e-file [ID] wersja 1.2.85.0 e-file sp. z o.o. sp. k. 1.2.85.0

Windows Update List

NAME PROGRAM VERSION PUBLISHER INSTALLED
DATE

Adobe Acrobat Reader
(23.003.20284) Adobe Acrobat (64-bit) - -

2023/08/24
12:00:00 AM
GMT+2

Update for Microsoft
Windows (KB5028948) Microsoft Windows - Microsoft Corporation

2023/08/09
12:00:00 AM
GMT+2

Security Update for
Microsoft Windows
(KB5012170)

Microsoft Windows - Microsoft Corporation
2023/02/15
11:00:00 PM
GMT+1

Security Update for
Microsoft Windows
(KB5029263)

Microsoft Windows - Microsoft Corporation
2023/08/09
12:00:00 AM
GMT+2

Update for Microsoft
Windows (KB5028756) Microsoft Windows - Microsoft Corporation

2023/08/09
12:00:00 AM
GMT+2

Vulnerability Scan / Missing Patches Result

CVSS V3 Rating Statistics

Critical 5

High 102

Medium 15

Low 0

Critical and High Severity Vulnerability List

VULNERABILITY SEVERITY CVE PUBLISH DATE CVSS3 RELATED PATCHES (KB)

CVE-2023-36028 Critical 2023/11/14 07:15:00
PM GMT+1 9.8 5032190

CVE-2023-38545 Critical 2023/10/18 06:15:00
AM GMT+2 9.8 5032190

CVE-2023-36397 Critical 2023/11/14 07:15:00
PM GMT+1 9.8 5032190

CVE-2023-36434 Critical 2023/10/10 08:15:00
PM GMT+2 9.8 5032190

CVE-2023-35349 Critical 2023/10/10 08:15:00
PM GMT+2 9.8 5032190



Critical and High Severity Vulnerability List

VULNERABILITY SEVERITY CVE PUBLISH DATE CVSS3 RELATED PATCHES (KB)

CVE-2023-36423 High 2023/11/14 07:15:00
PM GMT+1 8.8 5032190

CVE-2023-36402 High 2023/11/14 07:15:00
PM GMT+1 8.8 5032190

CVE-2023-38148 High 2023/09/12 07:15:00
PM GMT+2 8.8 5032190

CVE-2023-38147 High 2023/09/12 07:15:00
PM GMT+2 8.8 5032190

CVE-2023-38146 High 2023/09/12 07:15:00
PM GMT+2 8.8 5032190

CVE-2023-36400 High 2023/11/14 07:15:00
PM GMT+1 8.8 5032190

CVE-2023-36577 High 2023/10/10 08:15:00
PM GMT+2 8.8 5032190

CVE-2023-36017 High 2023/11/14 07:15:00
PM GMT+1 8.8 5032190

CVE-2023-36025 High 2023/11/14 07:15:00
PM GMT+1 8.8 5032190

CVE-2023-41770 High 2023/10/10 08:15:00
PM GMT+2 8.1 5032190

CVE-2023-41771 High 2023/10/10 08:15:00
PM GMT+2 8.1 5032190

CVE-2023-41773 High 2023/10/10 08:15:00
PM GMT+2 8.1 5032190

CVE-2023-41769 High 2023/10/10 08:15:00
PM GMT+2 8.1 5032190

CVE-2023-41765 High 2023/10/10 08:15:00
PM GMT+2 8.1 5032190

CVE-2023-41767 High 2023/10/10 08:15:00
PM GMT+2 8.1 5032190

CVE-2023-38166 High 2023/10/10 08:15:00
PM GMT+2 8.1 5032190

CVE-2023-41768 High 2023/10/10 08:15:00
PM GMT+2 8.1 5032190

CVE-2023-41774 High 2023/10/10 08:15:00
PM GMT+2 8.1 5032190

CVE-2023-36697 High 2023/10/10 08:15:00
PM GMT+2 8 5032190

CVE-2023-36425 High 2023/11/14 07:15:00
PM GMT+1 8 5032190

CVE-2023-36036 High 2023/11/14 07:15:00
PM GMT+1 7.8 5032190

CVE-2023-38142 High 2023/09/12 07:15:00
PM GMT+2 7.8 5032190



Critical and High Severity Vulnerability List

VULNERABILITY SEVERITY CVE PUBLISH DATE CVSS3 RELATED PATCHES (KB)

CVE-2023-38141 High 2023/09/12 07:15:00
PM GMT+2 7.8 5032190

CVE-2023-38139 High 2023/09/12 07:15:00
PM GMT+2 7.8 5032190

CVE-2023-36804 High 2023/09/12 07:15:00
PM GMT+2 7.8 5032190

CVE-2023-36802 High 2023/09/12 07:15:00
PM GMT+2 7.8 5032190

CVE-2023-36743 High 2023/10/10 08:15:00
PM GMT+2 7.8 5032190

CVE-2023-36732 High 2023/10/10 08:15:00
PM GMT+2 7.8 5032190

CVE-2023-36729 High 2023/10/10 08:15:00
PM GMT+2 7.8 5032190

CVE-2023-36594 High 2023/10/10 08:15:00
PM GMT+2 7.8 5032190

CVE-2023-36047 High 2023/11/14 07:15:00
PM GMT+1 7.8 5032190

CVE-2023-36598 High 2023/10/10 08:15:00
PM GMT+2 7.8 5032190

CVE-2023-36393 High 2023/11/14 07:15:00
PM GMT+1 7.8 5032190

CVE-2023-36396 High 2023/11/14 07:15:00
PM GMT+1 7.8 5032190

CVE-2023-36605 High 2023/10/10 08:15:00
PM GMT+2 7.8 5032190

CVE-2023-36731 High 2023/10/10 08:15:00
PM GMT+2 7.8 5032190

CVE-2023-36701 High 2023/10/10 08:15:00
PM GMT+2 7.8 5032190

CVE-2023-36702 High 2023/10/10 08:15:00
PM GMT+2 7.8 5032190

CVE-2023-36705 High 2023/11/14 07:15:00
PM GMT+1 7.8 5032190

CVE-2023-36710 High 2023/10/10 08:15:00
PM GMT+2 7.8 5032190

CVE-2023-36711 High 2023/10/10 08:15:00
PM GMT+2 7.8 5032190

CVE-2023-36712 High 2023/10/10 08:15:00
PM GMT+2 7.8 5032190

CVE-2023-36726 High 2023/10/10 08:15:00
PM GMT+2 7.8 5032190

CVE-2023-36725 High 2023/10/10 08:15:00
PM GMT+2 7.8 5032190



Critical and High Severity Vulnerability List

VULNERABILITY SEVERITY CVE PUBLISH DATE CVSS3 RELATED PATCHES (KB)

CVE-2023-36718 High 2023/10/10 08:15:00
PM GMT+2 7.8 5032190

CVE-2023-36719 High 2023/11/14 07:15:00
PM GMT+1 7.8 5032190

CVE-2023-36723 High 2023/10/10 08:15:00
PM GMT+2 7.8 5032190

CVE-2023-41772 High 2023/10/10 08:15:00
PM GMT+2 7.8 5032190

CVE-2023-36407 High 2023/11/14 07:15:00
PM GMT+1 7.8 5032190

CVE-2023-36408 High 2023/11/14 07:15:00
PM GMT+1 7.8 5032190

CVE-2023-36424 High 2023/11/14 07:15:00
PM GMT+1 7.8 5032190

CVE-2023-41766 High 2023/10/10 08:15:00
PM GMT+2 7.8 5032190

CVE-2023-35355 High 2023/09/12 07:15:00
PM GMT+2 7.8 5032190

CVE-2023-36436 High 2023/10/10 08:15:00
PM GMT+2 7.8 5032190

CVE-2023-36557 High 2023/10/10 08:15:00
PM GMT+2 7.8 5032190

CVE-2023-38161 High 2023/09/12 07:15:00
PM GMT+2 7.8 5032190

CVE-2023-38150 High 2023/09/12 07:15:00
PM GMT+2 7.8 5032190

CVE-2023-38144 High 2023/09/12 07:15:00
PM GMT+2 7.8 5032190

CVE-2023-38143 High 2023/09/12 07:15:00
PM GMT+2 7.8 5032190

CVE-2023-36033 High 2023/11/14 07:15:00
PM GMT+1 7.8 5032190

CVE-2023-44487 High 2023/10/10 04:15:00
PM GMT+2 7.5 5032190

CVE-2023-36431 High 2023/10/10 08:15:00
PM GMT+2 7.5 5032190

CVE-2023-36435 High 2023/10/10 08:15:00
PM GMT+2 7.5 5032190

CVE-2023-36438 High 2023/10/10 08:15:00
PM GMT+2 7.5 5032190

CVE-2023-36567 High 2023/10/10 08:15:00
PM GMT+2 7.5 5032190

CVE-2023-36579 High 2023/10/10 08:15:00
PM GMT+2 7.5 5032190



Critical and High Severity Vulnerability List

VULNERABILITY SEVERITY CVE PUBLISH DATE CVSS3 RELATED PATCHES (KB)

CVE-2023-36581 High 2023/10/10 08:15:00
PM GMT+2 7.5 5032190

CVE-2023-36585 High 2023/10/10 08:15:00
PM GMT+2 7.5 5032190

CVE-2023-36596 High 2023/10/10 08:15:00
PM GMT+2 7.5 5032190

CVE-2023-36602 High 2023/10/10 08:15:00
PM GMT+2 7.5 5032190

CVE-2023-36603 High 2023/10/10 08:15:00
PM GMT+2 7.5 5032190

CVE-2023-36606 High 2023/10/10 08:15:00
PM GMT+2 7.5 5032190

CVE-2023-36709 High 2023/10/10 08:15:00
PM GMT+2 7.5 5032190

CVE-2023-36720 High 2023/10/10 08:15:00
PM GMT+2 7.5 5032190

CVE-2023-38039 High 2023/09/15 06:15:00
AM GMT+2 7.5 5032190

CVE-2023-38149 High 2023/09/12 07:15:00
PM GMT+2 7.5 5032190

CVE-2023-38171 High 2023/10/10 08:15:00
PM GMT+2 7.5 5032190

CVE-2023-36583 High 2023/10/10 08:15:00
PM GMT+2 7.3 5032190

CVE-2023-36578 High 2023/10/10 08:15:00
PM GMT+2 7.3 5032190

CVE-2023-36582 High 2023/10/10 08:15:00
PM GMT+2 7.3 5032190

CVE-2023-36593 High 2023/10/10 08:15:00
PM GMT+2 7.3 5032190

CVE-2023-36592 High 2023/10/10 08:15:00
PM GMT+2 7.3 5032190

CVE-2023-36591 High 2023/10/10 08:15:00
PM GMT+2 7.3 5032190

CVE-2023-36571 High 2023/10/10 08:15:00
PM GMT+2 7.3 5032190

CVE-2023-36590 High 2023/10/10 08:15:00
PM GMT+2 7.3 5032190

CVE-2023-36572 High 2023/10/10 08:15:00
PM GMT+2 7.3 5032190

CVE-2023-36589 High 2023/10/10 08:15:00
PM GMT+2 7.3 5032190

CVE-2023-36573 High 2023/10/10 08:15:00
PM GMT+2 7.3 5032190



Critical and High Severity Vulnerability List

VULNERABILITY SEVERITY CVE PUBLISH DATE CVSS3 RELATED PATCHES (KB)

CVE-2023-36574 High 2023/10/10 08:15:00
PM GMT+2 7.3 5032190

CVE-2023-36570 High 2023/10/10 08:15:00
PM GMT+2 7.3 5032190

CVE-2023-36575 High 2023/10/10 08:15:00
PM GMT+2 7.3 5032190

CVE-2023-36401 High 2023/11/14 07:15:00
PM GMT+1 7.2 5032190

CVE-2023-36046 High 2023/11/14 07:15:00
PM GMT+1 7.1 5032190

CVE-2023-36399 High 2023/11/14 07:15:00
PM GMT+1 7.1 5032190

CVE-2023-36427 High 2023/11/14 07:15:00
PM GMT+1 7 5032190

CVE-2023-36405 High 2023/11/14 07:15:00
PM GMT+1 7 5032190

CVE-2023-36902 High 2023/10/10 08:15:00
PM GMT+2 7 5032190

CVE-2023-36805 High 2023/09/12 07:15:00
PM GMT+2 7 5032190

CVE-2023-36721 High 2023/10/10 08:15:00
PM GMT+2 7 5032190

CVE-2023-36403 High 2023/11/14 07:15:00
PM GMT+1 7 5032190

CVE-2023-38159 High 2023/10/10 08:15:00
PM GMT+2 7 5032190

CVE-2023-36776 High 2023/10/10 08:15:00
PM GMT+2 7 5032190


